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27) De—identification is a process by which a data custodian alters or removes identifying information
from a data set, making it harder for users of the data to determine the identities of the data
subjects. Once de—identified, data can be shared with trusted parties that are bound by data use
agreements that only allow specific uses. In this case, de—identification makes it easier for trusted
parties to comply with privacy requirements. Alternatively, the de—identified data can be
distributed with fewer controls to a broader audience. In this case, de—identification is a tool
designed to assist privacy—preserving data publishing (PPDP). (Simson L. Garfinkel,
De—Identification of Personally Identifiable Information, National Institute of Standards and
Technology, 2015, 1p)
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31) Information Commissioner’ s office, Anonymisation: managing data protection risk code of
practice, 2012

32) ARTICLE 29 DATA PROTECTION WORKING PARTY, Opinion 05/2014 on Anonymisation
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33) Simson L. Garfinkel, De—Identification of Personally Identifiable Information, National Institute of
Standards and Technology, 2015
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A A8 WA ga weld 2w oew 2o ned wis 4
4% vk O HolE Al Bl 9 Aok Al AAE w4 " 2de W
JAEE G wAHsE dolHE A3 )] AT, AeE gt
= SpAjof] W=

A9, AARA AR 99 By A8 BES Aok
wg

A7) Sl B7HSIAE e B ReA] QIS el ok ol delEel Hia AF A A3
wpstel i 4949 BrhE AMA & 5 ek AAYR Mg g 49y 5
Aol AAAANE ATH T F ov, B7ke) A%y Aol J1E Bk 99
TPt T4 5 ek

48) FAHOE AR () (o] AN APE FA) HolElE AF EE A% e Bl dole]
S ulEatE AU Aelsh, ol E ol 8d AN ARE FANek Ak AE B st (L) (4
AT 9 A A 2X) BES dolHE AP w5 B JjRelx Bl HolHE A3e] 7)He) A
AZSAL, AAE A AFNE AANE AR FAUGE AS FH Solof s (=) (913 B4
Al EA) A o] ol AL, A o] HobAE 43 WA, B Agel thsl Hlolel o]g4
7 dol8 AZANA BAsHe A Waks) sofof s,

49) () AR uAPEE HolElE QIEM Sl FASHE AS, B HolEF o8 A EE WA
AAYRE AL A% W1 FASHE W8S ol gok S Fejz ATk (1) (Holel HelA A
A8 ) FAE delEE ol g5k e HolEE maskd ez Aelsha, Hlojee] e A

B RS FAecl Bk AL Weks] ATk () (919 BN EX) AR o] o)A, AAEe 7}
S40] ol AR BN, dolE olgA: dolE ApAl B A EXdl} i A W
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MAYH HGof 7|odstE 2, o] & &l /AR HE el o] IF %3
08 = ubes Folrt. oldol M AA AlHE wig oz u| 23 )
X

Hgof 7]ofst=A], o]& Fll MALE Hoe} off 7 £3E5 24
A

St olae st dial Shels] koo ol njAMs 2x9 A2t
T BYE Aol FAR A% bz PEd oF Fd AARm
Wapgs Aelh AARR mEe] mAE G s my AFHow o
o} t}

1. 812183} Al4d (Heritage Health Prize Case)

(1) ¢9

o ol wlFeld AAE RRG A Hejole] £ hael, of 7)ol
WHHEE T ATR QO /AD Widole $4E AAL
FAZe U8 Ade] o4 uAEs AFAENA UE ARl AT
dolelel wAEatE LAHAL, AP ARIES AHalo] AP wj4E
Wol ol lolgleA, 1ga o] AAYR nEe] FRE P

So pate] AAE HUbete] HIstsE AEE FH|PTH5D

At o2 AR UAPEEAN dAHA B EojoF & thidoltt. st
AR o= A9} A S o8 o R gEXRe dFHo|E
&}t}. Heritage Health PrizeZ thA} O 2 3k n]|AHE o] 3t A= A%
Arol Q%= BHE oA o8 e s AdsA dFsts W=
EAstar, O AAAS FEstaAak ekqitt. o] Abdle m=e] AEe wid e

Frt

2 3t} B g Hoko el Ko #Ete] o A= HIPAA Wol ¥

50) H]APEELe] AA| Aol @sto] FAN7Fse JRE T8k Fol= Avker aAZE Stk B A A A
Az Age AbezE ok sfeiete s GARRPE 26l #E %7H 0}01 FHe e e 9 o Ae
7h o] 7] Widolth ofd A W= Abele alE AbelT) Aol AVRES W ok o] AMElE
Fo g7 mbo] MolA YR FiA vl SRR Abet & ¢ 9}3}.

51) Khaled El Emam et. al., ' De—identification Methods for Open Health Data: The Case of the
Heritage Health Prize', Journal of Medical Internet Research (2012)
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dole A 113,000 2] xfel tidt o]E3slel HPN dHo|HZE 4 5o
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Al Xﬂlﬂcﬂ‘jr o 2] 7]{ < 2do] A Hel 2

A% e
At Gl Al A=

mlo

s RdE S MY e 45 BY

FolE = 3] Ak

olel 2 AR MdolE A i3]l Slof ¥E= AFEEAA A
QAR7F FE2HA XsteF st Ao o5 4= 7leooF & Hart
AT ®Eek old FAE AE FHeHA] obd HAGRIE FrEE AE
dol oA Al E A% HIPAAS Ezlo|WA] qf2o AFH= HH4 A
7h A w7] wiolvt. 1A AAE RS gl tisshe kA AQL

Hj 2l sl Z X9l HIPAA Privacy Rulesel 950 ©s wojof it} 17
Aol thElE iAo ®E BIAESE Vi1 R RS Y|ostEAE e @
TolAE oy BAEE ZXE& A& Fol olEA AHd dHeoly o]
AAEE AEAS dvbd 7HA 3 A, 283l o= AulE wksk Q1A

& Brrsrae,

(3) A4¥ nAHE3} w2
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3] 7oAl Alsd dHeolHels RS FHe T HE ol 7HA ¢
v A s WA ol A g E. A e® 71 (pseudonyms) A8
sttt 3932 ID, HY ID 52 H7F9 A (irreversible) ¢l 7FE o7
AT ol RS AFAQ AT & 5 Q7] wolnh o
IDF=L 85 AB A0 Alg Foll AFEH7] wte] drtdow 2 dHAA
H gaart w131, old AR AEA AREL S04 o5 F9 olfE
olg-= 9gAdo] Euau FAHUY dE 5o IAIDE AFRAMRAE AY
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s A AasAL An AR5 S ERE A g3 o8
14 0

it

5 Hole o4 HARE AT
< SW37] 9l dolE e
e 59 (top—coding)” ©]z}t
@Al =X dlo]E 7} 1t

T ooleeE W ABgel we BAEY Pu: FANE doleel
AT @ olE Eel, e A¥el e B AT AL wid

FAES ANE Aot TAD ASH 53 A 1sd F o
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(4) 979 23

A7 s Aol AR v AEe 23} AU Bl FE
ofsteA g wustag Ak oi7ld BES nEsy) AW Asd
uAE JeE olds] AAAE o thal Fl BAT & Ax AFE)

gs o] Aasolop gtk tolrl o7l wkg e @ AAE 4 A
Astgich. AA, Ho BE FAAEL TAE volE o] Y AXE
NAGRE AN Eeel s LS 647 vt Aopde] Bojslof @ty &
A, AAH FAAT} o] HPN dolEel 54 @xtel wa 7150] 94 o
Bsateh AR, ol delde] tig 2AE 3
.]

= |
S MY A WA HolHY #fES Fl
=

)= =)
BE o= A &=

N

Moz ANMY ABYS FANE £ 5 AFgHE 2o

1oAY HAEs AeA B g wjAEst Vel AR dHolE =
HIPAA SEEpolHA] ol fjufs ] k= A o= et

WA FEo 3L FA9 the] Ygt o= AL JjE A9 FHE
7FA1 31 )= o] % (neighborhood) ol 23t ¥Ao|t}. o|H FAR+= Hx7}

g @Al dF F71H9 ARE AL Qe TAA K9 @k o
2 o], g Bxe] o2, HAER, A WA, 1H Fol o] §Y FA
A o

A AN B 4 otk F oA 89 34

52) o] 5%2] 7% HIPAA Zeto|¥A] 713 & Alo]xapio] tfgh dde] AFEE Fxd Aotk o] Ae]
Zak Q=S AA R (population) o4 Elo]E1E] o]/ (unique) ©] ERIEE= gEe] 0.04%°1% A
2 o] g o] vl vtka sttt o] 0.04%E 1A B ATl AAS $8UbsS AlaEe] 9
A FES 5%2 3 Aotk
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e B THoIh 53] A

registration list) olA 3 71¥ dlo]g ko] 4

FUol FolA = o] FEATHETE TUE F V] wiEel ¥ dloly 9
w50 mf &olsttt. o] Fx Fol= TR Ady EARTE 2
grefo] Atk Al WA FEE 4

database) 9} A<= &3 40|
HE F3sta 2670 Toﬂf\i !
/st vt o] dHolHM|ol Ay AT B
U= AAlstel g]le] 7bsetth A& &0, ©
gatdlolEHo] AE vl FAA] Adddy A m=of AAE

A Sr vk

=
3738 QJdgAtd o] ElH o] A (impatient
o}, w2l 4871 ?EO] AAe=Ee] Hlo]
9] 3]

o7l Ao FASL nANA AR A7 oldlg 2& et 49 dol
G5 A4om AWE B AAA HAEHD AolE 4599

Final generalizations in the dataset53)

53) http://www.jmir.org/2012/1/e33/#tableb
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Quasi—identifier Generalization

Age 10—year interval; 80+

Sex No change

Days In Hospital | Days to 2 weeks; >2 weeks in year 2
Y2

Days In Hospital | Days to 2 weeks; >2 weeks in year 3
Y3

Specialty Grouped specialty

Place Of Service Grouped place of service

CPT Code? Grouped CPT code

LOSP Days up to 6 days; (1-2] weeks; (2-4] weeks; (4-
8] weeks; (8-12 weeks]; (12-26] weeks; 26+
weeks

DSFC* 4 weeks

Diagnosis Primary condition group

4 Current Procedural Terminology.

> Length of stay in hospital.

fleh o] mjAEstE HolEofx o Al 7HA FEe] A gzt
AAEel g gEe A Ay A A Fd2 0.84%°] fddS B
R, F HA F38L2 0.00056%2 FEZ AP0l ASHAG Al HA
B BF v EAEAEY 23l el idAew 99 SdES
A Red dAFCR 0.1%M4 1.7% Atelel fIAska 7] wiiel 7%
Al 5%l vAA X FTEsD

ol Al 7K w5 A8 Aol &Ad 5 9ol Al A A B
1A 5% FEel mAIA X8| wiZel o] thElelA FviE HolE e
Ag¥ = v AEs} 22 = HIPAA ZopolBA] qf3 o] Aol v =83
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(5) @7l gt H7t

f1e] A= vjAEst X7 AdetA Ao i ol o R E
of AAEe AP ol A B F8E Frd ] Aot 4
25 Uk o2 Ed F/E HPN dolEe A2E g3 ¥ I
Q7 §lvks oS B A SHAIRE o]y st AFEA e tiEl] vlHAA Al
Z+= QIth55) o & 5] Narayanane 7]|EA 07 A3 A<l v|AH3 %X
o] #grtk AxEe] el AAE 7 vk A AAlel sl 3
o)Al Azto g wpgpdth, 53] W e oAabel B AR disid =
AT 7 A WA =0l ugeketr] wiiel HAEs =27 489 HolH
g} Sk 9ol HFAQl(auxiliary) HME FHS AHAZ Fa Wdoly
ALY Al S48k Zlo] oA &= F v i AAEAT

ol HsiA A2 ¢ e AR AR AlRtE] V] wEel AAE

iy [e)
3l Ao r o JRIERE 54T ¢ A 7hsAde] dornE B4
H3t ARt gt 5449 e A9 AT s & 5 gld
o

7 #4920 Narayanane 9¥AL 9RA0m WA WA

g addd g Qs AsE AN oS S0, d3leA sl = T
olH ] WMol AAE =ol= WAl v adAd ¢ val v A= 1
= B2 HE&= FAEA g dudt vAEs Ve videke 22 va
49 A okl dFe, FAA A oS FEeks W
Aol v matHoletar FA oj#st FEA Y Ao ® yhE= b
olB o] WS AAE ARel= A= A4 = 4 kil dn d= HPN
dole w23} Atel 9k 1ol ti$t Narayanan® F482, HAHsE =¢
B AE7E Abole] W EA I ApolE wbdete AR = 5 Qi

55) vl#AQl AZHE AAIEE =Y FEHE A FAoE oy ¥ FE. Arvind Narayanan, 'An
Adversarial Analysis of the Reidentifiability of the Heritage Health Prize Dataset' (pdf) (2011)
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2. mlAEse) B4 9 AN 94
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(1) AAEe A 9

Ml ol Fo Uehd 5 Qi Ao 98
G SetE AAE) sl@Ae] ke w4
M3ls Ea daxt P9 AR w5 S| ofee Aol xi
97 wolth ofdlelNE AAEE A FAT et A5 ARd
. o2 el AARR v AU Aej} AJNYE wEo] mH= JF
o

(2) AXEE 7hsAdol FAstE Al 7HA A

1) Governor Weld AF4

L. Sweeney 2 2000 Ao ¢k, 1990 QAF2AF JHE At 2
B w=o] Qi 87.1%9 AlEEo] 159 $HEWE A FIH), AW
ARE Foto] 2Ho] 7hestrtar skoh56) Bk 53%9] wl= AT
M aEo] A B4 Y, AEe oste] A’e] shesttta stk o]y
& AT A ALt e ARzt shele] AYS ks dHof o]
T Uee RoTFe Aolgt & F UthST) Sweeneyw ©]#| et W2k
=9 deolHE xgste] Jile AH
Ao eF A 1990t FWE Sweeney

2HE 54 79 — William Weld &

gl AAEe] 9184 et

D)
9
42 o
o

re,
ol e 1
i
o
&lr
=
o,
=2
=
rok
v
o2,
o
ok
i
ulrt

56) Sweeney, L., Simple Demographics Often Identify People Uniquely. Carnegie Mellon University,
Data Privacy Working Paper 3 (2000)

57) Paul Ohm, 'Broken Promises of Privacy: Responding To The Surprising Failure of Anonymization',
57 UCLA Law Review 1701, 1720 (2010).
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o7 HET} Sweeney: GIC 371 "lolgo] xg¥ nj2H3lE dolg F

Birthday

Sex Name

Hospital

admission Address

info ZIP Code Phone

de-identified identified
data sef data set

=21 Simon L. Garfinkel, ‘De—Identification of Personally Identifiable
Information” , NISTR 8053, 1% 2 , NIST (2015)

2) AOL At

2006 America Online(¢]3dF “AOL” ) “AOL Research’
= ME2 AFS HEFPY. AOL Researchi= AW AFAEofA ¥
AFst7] feiA] IxfolEe] FIfA oz 229 e g H o= A
3MEre) Aojgo Qofste] AEatitt. o] ARE Tl F7Hs] el
A AOL2 /I RE HEshy] 9fste] vAEs AgE sttt AOLAHE:

[

o
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©
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60) Simon L. Garfinkel, ‘De—Identification of Personally Identifiable Information’ ,
NISTR 8053, #| 229 , NIST (2015)
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Abstract

De-1denfification removes 1dentifying miormation from a dataset so that mdividual data cannot
be linked with specific individuals. De-identification can reduce the privacy nsk associated with
collecting, processmg, archiving, distnbutmg or publishing mformation. De-1dennification thus
attempts to balance the coniradictory goals of using and sharmg personal mnformation while
protectmg prvacy. Several U.S laws, regulanons and policies specafy that data should be de-
identified prior fo shanng. In recent years researchiers have shown that some de-1dennfied data
can sometimes be re-idennfied Many different kinds of information can be de-identified
meluding structured nformation. free format text, multmedia, and medical imagery, This
document summanzes roughly two decades of de-1dentfication research. discusses cument
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JolElel ] AAEE vadal) 8 Ao st Wajolth e WA
& Ao] ek (safe harbor) WA O RE ETh o F WA A of
o <18 >4 s & 9k,

<Y 1> HIPAA Sebola] FH M F /b4 v abs 42 g
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HIPAA Privacy Rule
De-identification Methods

/- Determination 5 ";ET: ;1?;;2}
§164.514{b){1)

App"bg.r st:aﬁiﬂtaf ar Remowval of 18 types of

sci entific pdﬂﬂﬁ.& idertifiers

‘h‘ﬁymaﬁ ﬁg{.; that Mo actual knowledge
anticipated recipient residual information can

-mﬂmfﬂﬂﬂﬂ\fi dividual identify individ ual
|\ n 2 / \ /

=% HHS &9°]#
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De —ident

ification/guidance.html

A2 2 ( “Expert Determination” method) ol 23k Ao wp=1d
Aoz g r e r|Fo] o] Hi= JiQldle]E 7} HIPAA Zegfo|H
Al grzle] 71 uel AEE ¢ Qe ARJAAE FEE diTtE A S

-

col AR HY] 9% AR A7 z70] Qi 2 ohdd], thi
wHow uaEs Yo AgHE B 16,3, del3 et ol@el i
SEER" ol gA AH AEAE o

de Mz Bl & Ao e
2} (

very small)83) 1 Fekshd

83) Section 164.514(a) of the HIPAA Privacy Rule. ¥&3 Zx= F714.

(b) Implementation specifications: requirements for de—identification of
protected health information. A covered entity may determine that health

information is not individually identifiable health information only if:

(1) A person with appropriate knowledge of and experience with generally
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o] AldelEE AWM 5 gl dolHw FH o] HIPAAS 4] ol
94 gk o W AR BES 98 A8 PUSI HRARE A
ssfof k.

HE AL7HE AdEA ddsiol s wel
71 oWbE AR BlRo] 2o ¥t Wl . ATl SR E ke ] o]

o]dl AETY B Ashe] BEAN AGHOT BhE ARNES A
Aatol A7 A% 1 wE AL A WEE obds] Hrk: FAE A
o SR 7% W] wet AWbEAe HRE 5 i J1E WE
Wal et A elstd AEAQ Ak MR 7 Aleke] A%E S
2 e AAH WA Aojx AEHorE FelHel Waoldy B & 9
o}

olel Ax}4 HkA o]9Je k. W84 w2 ( “Safe Harbor” method) o] &3t
Stk HIPAA efo]HA] 2o A% 187H4 F& 9 dHolHE

HAEHE

o] #g dlolg oA AAZF HaL o] 187k {FE] dlolEl7t AAH L T
dole 5ol th& AR AFANA e AEE 7ol tke ARl
gk A E 7HAA dk=vd ElE tlo]H &= HIPAAS] AlshE WA o+ A
B2 S A7k sbesi Ak o] 187H4 #389 dole o ME4 AgE
= <A DA FRIE 5 Qs

accepted statistical and scientific principles and methods for rendering
information not individually identifiable:

(i) Applying such principles and methods, determines that the risk is very

small that the information could be used, alone or in combination with other

reasonably available information, by an anticipated recipient to identify an
individual who is a subject of the information; and

(ii)) Documents the methods and results of the analysis that justify such
determination; or

84) Section 164.514(a) (2) (i) of the HIPAA Privacy Rule. o}2¢] 37} <3 1>9] d&olt)h <& D&
obehel AEE Lokt Aolth

(2)4) The following identifiers of the individual or of relatives, employers, or
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KE 1> Alo)xzals] #2aloAe] 18714 G382 o] ¥

household members of the individual, are removed:

(A) Names

(B) All geographic subdivisions smaller than a state, including street address,
city, county, precinct, ZIP code, and their equivalent geocodes, except for the
initial three digits of the ZIP code if, according to the current publicly available
data from the Bureau of the Census:

(1) The geographic unit formed by combining all ZIP codes with the same three
initial digits contains more than 20,000 people; and

(2) The initial three digits of a ZIP code for all such geographic units containing
20,000 or fewer people is changed to 000

(C) All elements of dates (except year) for dates that are directly related to an
individual, including birth date, admission date, discharge date, death date, and
all ages over 89 and all elements of dates (including year) indicative of such
age, except that such ages and elements may be aggregated into a single
category of age 90 or older

(D) Telephone numbers (I.) Vehicle identifiers and serial numbers, including
license plate numbers

(E) Fax numbers (M) Device identifiers and serial numbers

(F) Email addresses (N) Web Universal Resource Locators (URLs)

(@) Social security numbers (O) Internet Protocol (IP) addresses

(H) Medical record numbers (P) Biometric identifiers, including finger and
voice prints

(I) Health plan beneficiary numbers (Q) Full-face photographs and any
comparable images

(J) Account numbers (R) Any other unique identifying number, characteristic,
or code, except as permitted by paragraph (c) of this section [Paragraph (c) is
presented below in the section “Re-identification”]; and

(K) Certificate/license numbers

(ii) The covered entity does not have actual knowledge that the information
could be used alone or in combination with other information to identify an

individual who is a subject of the information.
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9 sft.

oA A NIST HauAje] w2 dnkdg oz F2Mxiele] Aol <)
oA Al¥HztE AAA (directly) &2 AHME 7M58HA 8= dHolEl7p At
AE 5o, olF, ARSI, oY F olof 3jFstrt. HIPAA >z}
H A ﬁLi—}% olfd ALY ds v gsA 187FA9 54 dHolH
3]

SHET 23HEATy FASE Zo]t).8d)

_10

ol AHAE AL o] PR Egol 0101: T Ao RE A
o) tH

— HW3A (obviously) 9UHFA (generic) @l dlo|ElY = (category)
dRor fA. dF E°, 54 °lg= “d=°l& (PERSON
NAME) "g}= &= A

— 994 EA (symboD) EZ A o5 0], “wwwrx” Ei “XXXXX"
2 oA

— F29] (random) FA|Z oA, e FAst A (identity) o] F+ W
5S4 AS, N2 g8 FHNE B,

— o' AAE 71z AEelA 718 (pseudonym) &= A

ol A¥HAES dntA o= ol ZE x| HHE P2 o ol

85) o] Zlo|MA] FFHof HAHOZ o] 187F4] F¥ Y AREC] FAEAL opd AEAR g E o] Qi) 1
2|2 o] xefo|WA] AT} o] ol gt T2 A0 OCRE| 7to|=ERleAE F28; Jide] st HE2
Aol A glok & HuAdA A#Ezel FaEAle] g AHshs B giA|FoE NIST 219
PAL W= Aol

86) NIST HAA, A 154
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Name | Address | Bithday | ZIP Sex | Weight | Diagnosis

=2]: Simon L. Garfinkel, "De—Identification of Personally Identifiable

Information", 3% 1(2015)

= A AMae ougth 284 7 dolE A%
AAe AHE St gAT OE gush dAHNE B A

3t 8n Qo A3t Weld A AFF Sweeney©ll
A

ofsll AAEE ARA A &g Ad, ¢-EAD(ZIP), T8 FE
o) WAL AP, AAAZ A 99 Eryy FAAAE
Sy ox w33 ofgle we o] A|Ro] AT £ 9}

Direct Jdenafiers Quasi-Jdeaniers

Name | Address | Bimbday | ZIP Ser | Weizht | Dismosis

Z=*]: Simon L. Garfinkel, "De—Identification of Personally Identifiable

Information", 3% 2(2015)
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87) NIST HAA, A 19¥

_63_



o <
eyl
R oo +
w_m o W o X o o] T . =R
Bl %o cICY T O T oo T e o
I B < X oW ol o < o) o
i o o il w B R G B = <
0 A 0 O 0
™ o ,WE o o T Eﬂ ooy o X° ol i o1y
SN I g At o E w
e © My o X T ol el < o7 HR o =
IS T T E K = 7w T b o ¥
%HWﬁznof édwxﬂﬂﬂ% Wﬁﬂ%
o o ow o =3 o7 W Koy <% zr O = o] =
= W ) 5 iron R T o B X
Jo o ® il S~ 5 .- ol o <R b P
— =~ = N = B nl B K
X ~ s oF
o L]t = o 3 e ofpy L]t WE ) < L”Mﬂ o T
W GRRRRE o) o MT 3 o < o s a, R
R A A w A
To _ o o = M N T =T LR i
W, B D owr s ’ o s ) Il N = )|
X 3 LT IET 43w 5
—_ i~ —_— T — L
ﬁa%&rﬂoﬂ oovofauweﬂ_zfﬂw m_wuuuanol
3 = o - ~ (- pr T % algl = r T
AN il _ ) & = o 0 G oF
A 2 " ol o ol g w_.f e — B ) = <T m fi
@ﬂﬂ.ﬂ pig nyeﬂHW&Jl .mﬂm@
of at! = oy T+ M o ™ = R . W 7 op N %
o = FF T T o B CRCIE o X oE o
(- raliee A\ —_ o] 7o w7 o B, =
PES < o o E T o > 5 — £ o
3 o W oF o L B o— M T fe N N O 9
ﬂﬁl@ﬂcm E7or17ro%A§ Wmm@l
4 =TT RR el __ogﬁﬂﬂ@ FRE
: ME 1o X o Jy A 760 e N4 o
@%ﬂ.j%_/ Mom?dﬂlﬂaow muﬂmaﬂ_/u
—_ o =T X '~ K~ w7 o
ﬂ7ogﬁwrmm @W#ﬂﬂﬂw%;q !
< T Q%% J S
< Bowow W WW
~

=
]
H

=

L.

I

o] 9} #o]

S

A e =

A
o

RN

IREEES

o

E

W o
Oﬂ 7HHLQCH ?_E—E_‘ )
1 91 th. Khaled El Emam¥}
Bradle
y
— 64 —

L

2E a}lole| w3to] 7}

p— “—‘, -
89) o o
| ZHzke] Apde] thek MM o
A8 o] BiA 9




Apsh FAEAe AGA TRl 2ANA 11EAL wE5 A4 ARy

.90 o] 11gAe] AAEL ofdle] weh 2rhon

Al 1A | A HolE Feeld A¥EA 4%

A 2A | AEAe] HE (AA e 7PHoRE A

A 3eA %/_i]tgx}iﬂ A4S LT I EF 3} (threat modeling) 9
4-3492)
A 4dA | 58S Hawe] dolE e 584 AF

Al SA | AAEL AP V1= AA

Al 6574 | A3 (Sample) Hlo]E <] 193

A TRA | AAH AE 9Py B

Al 8A

Al 9FA | AHE R w7l A] (parameter) o A 3} Ho]E & WY

Al 10€HA | Ao v maEst 7y o] ek gt

Al 1197 | Hgd dolHE 9F oy g A%

of 119 WAEs Ao BAe 2719 1 29N AEAE S

o RN ABH WAHoE MBS A F UA Heold A A

A8 FAUAS AN 404 109A4F T deolHe gAY
_]

AP Arelel @S e HAEE WAS g8t Aot § &4

90) K. El Emam and B. Malin, “Appendix B: Concepts and Methods for De—identifying Clinical Trial
Data,” in Sharing Clinical Trial Data: Maximizing Benefits, Minimizing Risk, Institute of Medicine of
the National Academies, The National Academies Press, Washington, DC. 2015

91) NIST HAA, #l 219

92) AFRFS AN aF MR BEFAE ANES & AES AYstA Hedl o] Ag o] A
o] A Aol ARg-E FAEAE A4 sAl

93) /MAFES #AFAE T3l doleld A AEAE Frls7] A AP dolelE T8l
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7F 1 o7 & 4 ok 8947 29 EE Rlo® B EH (explicitly) E&
3= 2] 0 7 (implied) EdE Yole= BF 904 oo ®E 7|ZExojof 3t

ton =4 dolegtel tigt WES A Fe Aol =Y 54

A7 540 FEHE F e FES =ol7] "ol W s 4Rty 4
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97) HIPAA Privacy Rule §164.514(b) @) (C)
98) OCR #HAA, #| 254
99) HIPAA Privacy Rule §164.514(b) 1) (R)

(R) Any other unique identifying number, characteristic, or code, except as permitted by

paragraph (c) of this section

100) OCR AAA, Al 269
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ARAQ Q4g Julgh 100 o)A o] ZefoluA] 2] Tt ARt P
& AR AR AW gl olg" Sk Aol skl ARA lAg

R}

AE &8l o] 7ol oW AFH=A o Al BHeAFa Sl CE
of, o] ZEpoJMA] ] vl tAIA7E Ake] A Qdo] "Atfere] A TR
24 7155 vke AMEE & lvkal 7P SRR 100 o] B ASES)
© T (state) 8} 2 F7PJEeL AEe Aol o] AR 1L FAE A9
stz AE S Zojn o] delA dgfAlAbE WeshAl EEtolH Al g

ol ekl NE o] AAA Q14 EE FHFA Bt YA A
w] =

o =

o

HaE ARAES AASE AW AATE NEge) JFS BEeA 2
Bk siuksh, of A% AEE F Qe A9 YRk S A o

T e A9
SFAAE 99 G Fusk 1 BAZ AWT 5 UL golgkn YrEo

101) HIPAA Privacy Rule §164.514(b) (i)

(ii) The covered entity does not have actual knowledge that the information could be

used alone or in combination with other information to identify an individual who is a

subject of the information.

102) OCR #AA, A 274
103) OCR AAAM, A 279
104) OCR AAA, Al 279
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3) Azt H2H

Aollr At Ry go] AapH AR MAAR] Hel FAE 959
AEzbet dlg AR AEE Qe A¥AS Hulkske A #dw A
< AdsiA APAS wdetA "o S A S ddsts T2 Al
AR A oR BofstA] il ARl FAeAM e HEF A AtS
ol WAk wek o] WEvte] AA o ® oW AR U)ol A4S
ERstA 3 9tk 28 EE HIPAA Zgto|WA] FRA FAst Hx}3
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Atk ¥ PR andola Jge PN #hs s e AdEe dETL
7F oW AAE A Yok shEAlef digh 944 ugE & Favt ot

o] HIPAA XZgto|WA] oA = HAE7b7 7] % 533 3ol

Z
A9 164.514(b) FellA “v] 2
17 R A ean debAQl ol &3k WA
A% #%ﬂ Xlébﬂr ol sl A 7F AErbRA e s 2 5 Qlu

ES|
AL grg skl UHh105 o] ZpolmA] qtH o= AE7Ee AAC] tis o)™

105) HIPAA Privacy Rule §164.514(b)

(1)_A person with appropriate knowledge of and experience with generally accepted

statistical and scientific principles and methods for rendering information not individually
identifiable:

(i) Applying such principles and methods, determines that the risk is very small that the
information could be used, alone or in combination with other reasonably available
information, by an anticipated recipient to identify an individual who is a subject of the
information; and

(ii) Documents the methods and results of the analysis that justify such determination
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'Guidance Regarding Methods for De—identification of Protected Health Information in
- 70 —

Accordance with the Health Insurance Portability and Accountability Act(HIPAA) Privacy Rule', Al

109 (2012)
107) OCR AAA, Al 104
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108) OCR #AIA, Al 10¥
109) HIPAA Privacy Rule §164.514(b)

(1) A person with appropriate knowledge of and experience with generally accepted
statistical and scientific principles and methods for rendering information not individually
identifiable:

(i) Applying such principles and methods, determines that the risk is very small that the
information could be used, alone or in combination with other reasonably available

information, by an anticipated recipient to identify an individual who is a subject of the

information; and

(i) Documents the methods and results of the analysis that justify such determination

110) o] F-ell disir= g=9] ICOeIM 2R3 sl 7|&s Ak detelx AAlstA A
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0 Expert works with coverad entity to
determine appropriate statistical ot
i sgientific methods to mitigate risk of
identification

Risk Is not

wery small
@ Expert applies method to mitigate risk

© Expert assesses sk

Risk Is very small

Risk mitigation complate. Expert Figure 2 Process for
du-:umer'-ta'n:-ilnu:fd-'.:. sults to Justify expert determination of
AL de-ldentification,

=2]: OCR, 'Guidance Regarding Methods for De—identification of Protected

Health Information in Accordance with the Health Insurance Portability and
Accountability Act(HIPAA) Privacy Rule', 1% 2(2014)
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acceptable) © & QA d= HIAIE S A L35} FHrh 11D of7|A Fojg AL
AEAE o) dolelpel el A Adgel ARES Fashs PSS Y
sz ol f7k o HelElwElAte Selolt e dopji Aol YA <
e Aotk melAsl Aae] wdel SN Hew BAES Wes)
93w wgel BRdA dolewe A A HAES Bty
A @ F odolel e Ae) Wee wA ;e s Wolrk o] slo]=eiele

Aol Fe s WEekAl Awsta A= FAWE H9] ndeA

“deemed acceptable"S AFE3O ZH dlo|E T A2 A Al %Qlo] 1

Aol oldE& F53 F Q. vpA|Ho R AEvte dd JEY AHEAS
7N

x 92
Grhstol o Aust BAW A9 ABAl o] JF ol AAA oiE
1

AEI7L A8 BAhE Sl dolAE R Foslor & ofel s
A4 50] gle A, olmailelt AgE 4 Qb A5 o7} 1l
Hof Gtk UdE AHES g oA Polm of7]A4 o] AHFo] Hg
g 4 ool 95 Ayely @ St dvh A solsele] A4
AEe Agtsd AXES ATl Yol Fod FuzzAe 97
2 @tk o] AHEL Beo HelM FAT 5 gk

Table 1. Principles used by experts in the determination of the identifiability of health
information.

Principle Diescription Examples

High: Demographics are highly
distinguizhing, highly replicable, and are
available in public data sources.

=2 OCR, 'Guidance Regarding Methods for De—identification of Protected
Health Information in Accordance with the Health Insurance Portability and
Accountability Act (HIPAA) Privacy Rule', 3% 1(2014)

111) OCR AAA, Al 129
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o s o : Low: Resuliz of a patient’s blood glucose
Prioritize heatth information =
features into levels of risk e fest i vy
Replicability according to the chance it will
i:unslst_ent_l',: n:m:.ur WAt High: Demographics of a patient {2.g., birth
to the individual. E
date} are relatively stable
Dieteriimss vaisch skl Low: The FE'_SI..I:B aff Ial_:mr?:tnr\r.le ports are
not often disclosed with identity beyond
data sources contain the ;
patients’ identifiers and the e
Dhata source : 5
Anailability replicable features in the . . .
health information, as wellas | High: Patient name and demographics are
who is permitted access to often in public data sources, such as vital
the data source. records — birth, death, 2nd marriage
registries.
Low: It has been estimated that the
cembination of Year of Birth, Gender, and
3-Digrt ZIF Code is unigue for
approximately 0.04% of residents in the
United States’. This means that very few
. reside.ms.l:::uuld e identified through this
; combination of data alone.
Distinguishability whu:_h I.:he s.u IJJEC'.:'E data l:a.n
!JE d:stln;msh il the heaith High: It has been estimated that the
mfoemetmn, combination of a patient's Date of Birth,
Gender, and 5-Digit ZIF Code is unigue for
ower 50% of residents in the United
States™ . This means that over half of
1.5, residents could be unigusly described
Just with these thres data elements.
The greater the rephicability, Low: Laboratory values may be very
availability, and distinguishing, but they are rarely
Aszess Risk distinguishability of the health | independently replicable and are rarsly
imformation, the greater the disciosed in multiple data sources to which
risk for identification_ many pecpie hawve access.

2ol oA HW  WFEA (replicability), Hlo]E A2  H2A (data

1
source availability), ¥4 (distinguishability) 245 34 Ao ¢

AEZ AL Yok wBYF 5 Fust Aol AUk 1 Pue F
e A% §AG 5 QAo o FBelth wlolHared] P2yl
9% PEAME A Yue RS TFHL Q=AY olrd B I
So] gk vhAEo® THAgcld 521l volelsl thE Algel Holels
o] HE HrE vt

_75_



o

o

o]
o

ofpy

or
B

o 9ol AN

o
¢+

i

=

—_
fi%e)

bt

ghelofl A st 919 37kA 92 s

= o] 7pol=

15

AR

ok Sl

X

ol
Py
N

olglo = HEIIF
EICIE= Bt

[siz
=

= 455 Wz 1y

o

PN
T

g elol el 71 2144 (linked)

9|

obele] aelrel ol

registration records) 2} S F/E qF HAHJO HuE E

°
) .

|

14 o] ol

9

Vater Registration Records {|dentified Resource)

Bithdate lipCode Gender

Diata Considerid for Shaning

bame
Alice Smith
Bk Janey

Diagnasis
[ abeti

[iflsersa
Broken Arm

Age liplode Gender
Male

13
H

Femile

i}

10000

/271988
17371374

4471518

00

0o0i

Male
Fomuhe

Fesmiale

Charlle Dow

10001

Male
Fesmale

10000
1001

36

o Reflux

i

Figure 3. Linking two data sources to identity diagnoses.
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v A48 e 334 5SS 4834 sl dielH A (data set) el A
= 54 71=9] AW AA (population) WHF-olA Eo]A (unique) S 7HA

]
=4, & st ArgY Adrtsdol A=A e U gES A s
=Z]: OCR, 'Guidance Regarding Methods for De—identification of Protected

Health Information in Accordance with the Health Insurance Portability and
Accountability Act (HIPAA) Privacy Rule', 7% 3(2014)

grok dlol BRI W AAZE ARGl 514 e A FAH ADA
of et Fele Ba AAbEHel YEAS B Ak o)A Adrtbs
Hel Bl Fa ohrd gusol Ax thE gold gojx 1 FHHE
B2 ouEe] s@Ael oiE e sl B o] S84 wwre] AAA
2 550 Ak ofd 1YL Eal 1 AEEL 2ok 4

- -y . e
a e ~
.-* - s
’ . \
d Population 4
Dats Set
! (e.g., hospital Data et I'w Population Records (eg. )
\ recards) Uﬂ[’lilﬂ_# Uinks = Unigques Vioter [
\ 5 ' Registration
. '- List) #
Ty a5 -
- L. — il s ~— i -

=*]: OCR, 'Guidance Regarding Methods for De—identification of Protected

Health Information in Accordance with the Health Insurance Portability and
Accountability Act(HIPAA) Privacy Rule', 7% 4(2014)

2. EU

(1) w483t Ao g 74 2 =9 & AF
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EU 7§¢1dH R EX A (EU Data Protection Directive, ©]3+ ‘EU
Directive’ )& A& A26x113)= AW 7lsgk Ho|g o] weto]qe] oy
s} (anonymous) ol thet 185 FiL At o= v Ho] HAF R W
ek o f(o] AR WE) BE e A
of AHgHolop gty NI A ThsAde]l diE dwe dHolE He At
(controller) H+ TFE Abgho] tids &= 7ils 2Eetr] 98] AFEE Ao
2}1l &d] 4 (reasonably) .2 =X+ BE Fu 55 g d|of 3t} o]
A3 AR RS AFRE st HolHel= A &A=, ojuf
ol k= © o] AWol HA ¢k

(code of conduct)e] dlolE 7} sty = ®w2alo st Al (guidance)
o 9T & F Ut

1o
(o,
iy
¢ rlo
1>
e
L)
Y
AW
1>
e
e,
-
30,
s
=

EU 9y 7MAARE RF3= deof o3 gk

Directived|A] 19 3}E = dlolH = A1 o

a1 PYAAoE ZHs Q. SHAIRE ol s W sle] st > EU
o] .0

Directive?] A& (preface)lldoAqut WAJEo] Q1S ¥ EU Directive?

- :H
oX
o
=
i
+
¥2
rlr
0
-

113)

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on
the free movement of such data

DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 24 October 1995

on the protection of individuals with regard to the processing of personal data and on
the free movement of such data

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty establishing the European Community, and in particular
Article 100a thereof,
Having regard to the proposal from the Commission (1),
Having regard to the opinion of the Economic and Social Committee (2),
Acting in accordance with the procedure referred to in Article 189b of the Treaty (3),
(26) Whereas the principles of protection must apply to any information concerning
an identified or identifiable person; whereas, to determine whether a person is
identifiable, account should be taken of all the means likely reasonably to be used either
by the controller or by any other person to identify the said person; whereas the
principles of protection shall not apply to data rendered anonymous in such a way that
the data subject is no longer identifiable; whereas codes of conduct within the meaning
of Article 27 may be a useful instrument for providing guidance as to the ways in which
data may be rendered anonymous and retained in a form in which identification of the
data subject is no longer possible; ‘-

114)

CHAPTER V CODES OF CONDUCT
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o® fdsta 7= skt

whEbaA] W 3le] ot 7]E Aol 22 EU Directiveo] WAIEHO Ql7]&=
shAIRE, I FAA ) WEES N FT7EEC Y EA Hda, EU Sl
A NI EE FHstAY Aeetdd AFdAEC]l EU Directiveol ¥ 9]<&
A ol st WAl A&st7]= W o A "o dse] v AE =7t

Q%L “}F (/b\llll:_ o]nﬂ§j. H]—/j'

“
sAEol SR, EU AREE 97 1 29

|2 o] gk =
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>
1o,
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i
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>
o
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_0|L
38
o
o
i
X
AN

o7} vg ke A H ok,

AA EU QR BefAel thal] 7 T et Harr & 5 3l At

Article 27

1. The Member States and the Commission shall encourage the drawing up of codes
of conduct intended to contribute to the proper implementation of the national
provisions adopted by the Member States pursuant to this Directive, taking account
of the specific features of the various sectors

2. Member States shall make provision for trade associations and other bodies
representing other categories of controllers which have drawn up draft national
codes or which have the intention of amending or extending existing national codes
to be able to submit them to the opinion of the national authority.

Member States shall make provision for this authority to ascertain, among other
things, whether the drafts submitted to it are in accordance with the national
provisions adopted pursuant to this Directive. If it sees fit, the authority shall seek
the views of data subjects or their representatives.

3. Draft Community codes, and amendments or extensions to existing Community
codes, may be submitted to the Working Party referred to in Article 29. This
Working Party  shall determine, among other things, whether the drafts submitted to

it are in accordance with the national provisions adopted pursuant to this
Directive. If it sees fit, the authority shall seek the views of data subjects or their
representatives. The Commission may ensure appropriate publicity for the codes

which have been approved by the Working Party.

115) ICO, Anonymisation: managing data protection risk code of practice, 2012
116) ARTICLE 29 DATA PROTECTION WORKING PARTY, Opinion 05/2014 on Anonymisation
Techniques, Adopted on 10 April 2014
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Z'(General Data Protection Regulation, GDPR) £9% =9
7F A& Qlt} o] 7)€ F9H /AR HS FH<Ql EU Directive®
Arteol B B 4f % (GDPR) &2 thA|sl+= «=2jetal d&d & A

2012 1€ 259 HH-89L87 AxE AAE GDPR ¢HIDE {F3H%
ookt A AAe] AP RE AETHE Aleleld AW = tiAtol sl
EUS WAlAlel H]Fo] Directive= Wl 718 Z7telA x|z 28T
BoAMA AAHE 9= ¥hH, Regulationd 9] 7S A A Ao
HAQ 58 AW AAEE 7HAA H7] wEol it Aol ol HAE

I N 7R v=4 71 283 NGO 74+ o= iR
AT FA AR E FHAYY D3 (European Commission) 7} H %2 A
A8k GDPRerell &l zF 53] 9 (Council of European Union) 2} &3 2] 3]
(European Parliament) 7} Z}Zy 74 9H& Th=olA AAJSE ZJeolt), A
B @A7kA 2] GDPR¥ #A® =29 X3 AMgE ofefje] I efA &<l
e A

9,;1

117)
ARkAQl 2ok  : DPDRYE GDPRZO| W3}
(20154 128 @A) o903 23 Zoln, FAE Zlo] oby)

Data Protection Directive  (DPD) General Data Protection Regulation
(GDPR)

EU T7F=0] 7lel =2 A &83r (A | Be EU #4559 d8E (HEd +53).

49).

EU o =3 A A A v .

ERE ﬁE%ﬁ (Data  Controllers)eo] A& | dlolg] AEZ=®vl ofg}, dHolg A 2] &}

=, (Data Processors),  3F¥ At
(Sub—Processors) A= A&,

T G E ujFEol tE A Al A A7 7 g

Zh =] AR B EH (DPA)©] 9 | st MAFRETH (DPA)C] =Add (or

. two for >10 Member States).

thokdt 539 %9 (consent) S UA. WAl A F9] (Explicit consent)%F 174,

olF 3 & AR B, BE QAR BeE (B8 33t H8lY
SE HEE).

PII9] Astd 7 9. PIIo &74d 2.

ARFAANA AHE2 % A (Copy request)©] | AR FANA  EAF(Copy), 2HAlH (deletion),

SEES T2l "ol o]Fd(data portability) o]
SRR

dlolg ZElolMA] P 7DPIA)E & A | o ]E1 xZetolHA] JEFH7HDPIA H)7F &F

o] A¢k=, 2 A Bol Ay EHakx-lEo] 735

Zglo]M Al EX4] (Privacy  Notice) 7} #AIFE | Zalo] M Al EX] (Privacy notice)7} Ho) &

(required with suggestions) 7 EHsE FoE AESEE 2 H

SIRALE TR 7F QA S Agkd 718k ¢kel] §ALE F-A].

FRke] dist HdE T S-S kel tigk vl W (fines)o] A3,

IRON MOUNTAIN, THE IMPORTANCE AND STATUS OF THE GENERAL DATA PROTECTION

REGULATIONS #x
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Commission
proposal

P 17/7/1990

1990 1991

Parliament 1st
reading-95
amendments
11/3/1992

Commission

amended
> proposal

15/10/1992

1992

1993

1994

Comparative legislative timeline

Council Common

Position -

amendments

P> 20/2/1995

Parliament 2nd
reading -
amendments
15/6/1995

DPD
adopted

P> 25/10/1995

1995

Data Protection Directive

Parliament 1st Council 1st reading -

Commission reading — 207 amendments
proposal amendments : »inevitable ! —_—
B 25/1/2012 12/3/2014 Al adopted ? ?

2016

Draft General Data Protection Regulation

© 2015 Kuan Hon kuan0.com. You may copy/use this diagram under a CC BY 2.0 UK licence
https://creativecommons.org/licenses/by/2.0/uk/ retaining the attribution in this paragraph.

2015

Z=*]: http://creativecommons.org/license.org/by/2.0/uk

o] GDPR? W& 20153 @71A &4ste= 4284 (trialogue) ©] 3
AL, A539, g 3ol oA vt o4 GDPRO]
FA A= & 71#Eol  AAZ GDPReES 7]€ EU
Directive®l] gt o ol A

A
= EalA
o2
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2] % (Directive) ©.ZH-H 117 (Regulation) 7}#]119)120)

=4 - dA 287019 FH AT ES 19959 A R R S X3 (Data
Protection Directive) ol £A3te] 7} =7} 2kdeolA] W& AFsta vk 5YA
WS H A Ao A AR XV]QZ A (informational self—determination) . %
Qokg R4 AHREe we, vkst e x50 EUE 2A- Aolst

Ql AR RE Ao Aut/ r)rsggoh;}

FU3 o AR HSE F
data protection regulation) 2]

7401@ ol QUEIY At

T 9lem, ol dHolH JE% 2lsl dlolE o}}lx}‘;o]
o ] o

-1
RS BA AA & 5 YRS £9F Zolth 7

5 |

AR B3G5 7]Fo] okst m7te] 159 AHeElE fst T dHoly AHE & &

S Zolt} g2o] AU EU /MAA R H3Ho] EUA A A=
A

A3 0 FHAT JAYLs] (EU Commission) = 20129 19 719 HAA At
= otk 3999 FAHbE olEoldll AHE =EH|E 3 Fof (After intense
lobbying which led to 3999 amendments only) 923 (European
Parliament)b Aol WA x=Z 2014d 3€e 7+ Z<k(draft regulation) 9
A WAL AN 5 9ot g EU FATES 2385 G U
t}. O}X]U} 2014 ofF ol = mHW 259 AWtARl HEs Fal dobd
AT 1ES AF7A HE 1, 1V, V 28lal IXel diste] Fejg 4 Lot
o= A& I (public authorities)S 3+ T4 HFAES 531 &
Aok AEE, doly HEEZZS AYE S gFE= Ne

|21 Holel o]Feol tisiAE tFQl vﬁjJQ(Parhament)ﬂ 7+ 5 3] 9
(Council) E5F 2014d ofFo] Al&et7] ofde]l A WA g AAFY
(trilogue negotiations) & 7W&H 3t A} skt 18]al o5 F3& 2015 Z7HA]
ol Aol zejo] AES

_>~'_

S =35t} Qi o] A S EFelA Al o
3t AN NS F= Fol 717 (transition period) ol dEst= 2d & EE EU
:ruéff% | Al 484 Flo|t},

118) EFA, EU General Data Protection Regulation State of play and 10 main issues, 2015 January
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1. 2HA14, 423, 4743 (Right to erasure, data access, and correction)

2FA A (Right to erasure), A+t (data access), 12|31 AW (correction)

Aae ANGRE A1 LA Aok A= FTEA 72, Ao AR S
I 2SIl weto] ARl 7EA ok gtn o] A% HlolE AEE = ofn
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o] §AZ HEEA] 1=9] HolH ol tiste] F& do] dojipe=A|
Ao ® Holy Ao thsto] oAst Fo|d = U o]
ook stt}. 9] 3] (Parliament) 7} 3 $1€¥ 3] (Commission) ol &3l A
A7 9 o= FAE u, o3 wEe %<kl W L wo] udst

U7 FYE AAFT ol AN woE 2T o] glo] dHolH HEEHE
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EEo9 7 AW o]9 (legitimate interest)” & FA A& gkrh. old A
g ool I e AFHECl 8 FElHor YidE ¢ Sle A e §e
gl dolE =3 AE 7hFestl & & Aotk v 3 FAA=E2 A
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119) Greens/European Free Alliance (EFA), EU General Data Protection Regulation State of play and
10 main issues, 7 January 2015 1p

120) By Biagio Lammoglia, Overview of Roadmap for General Data Protection Regulation, Monday
September 21st, 2015
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3. Axo ozt Hale FHA (Right to information and transparency)

°l3l= EU 93] mop Rt 538480 gk o B2 dgE o7t
o AFA7E AHE F3F = (public authorities) T+ A4 A H] A (intelligence
services)oll ATt o] A= of@A 159 AHRIF A FHE=H ol o)
olaf e v HHE Wolof gt} HlolH HUEEHES U & WHOE o
A= 5 2l ] S& Awdfof st} o] WEoA TI50] AP sk o] &2 Ho

Bl d§ Zlolth o gakt okke olslaly] Ao} wh. 9F o] wHelN nE
el ool @& ool Al ATl et WA Aole] Asf sl AL Aol
Asok gt

4. #A|3=rof Hlo]ElE o]z AP (Transfer of data to third countries)

o] fFHOERE AH A3xEe HolHE Hr e AS &A=

3 A Z9% ¥4 (mutual legal assistance
treaty) H o8} FAFSE EUMol 7|23 gl ofsiAnt 7hs3att). ol 8§k

S e | 139 Ake] A =<kl
et 28)7F 2 AAE QY o]
o =SS AR o] def stk H
TS o)A E A kTt AN o]=

5. 18] A &2 <l A (Future—proof definitions)

AR A e Aol dZdHe] it RE ARt AUy g Fodrh g
w ool wEE Best Gk ol Ao} wdelg A H% Fasth o

Aol B o B dold AEEe] Agui $41 vk wekd e
dolesl AdEA g Agste dolHE Agste QAENI} S i

itk 18E oA dolEZt MEA (BAe] HRHoR) nEHs] ARA 5
Alel FAE AW Ber gk @S s Stk - o= Wl v
0

= -1 = = -
o

2%H OFoZNEH QS 2 (single out

§2
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723k A A (Strong sanctions)

9 vl Ay aela 2E AolagelA, IdES e AAlel AW
et 8993 (Commission) = o AAA &N 2%7F He AAE 52
WA Aok aEn FARES o 15 £ Y AES Atk dIv g}




SF AAE AAA MENS] 5%71A EANE AR, olAd BaT AT
NQEe] ANHR BE AW 2] o] FustA @k ol A o] /R
A9l Pel g oAb Folg nAdET B, AAL $4 HEHolojo}
S 21 ohinh, DR e JYES HEUxA B A TS
2ok gov AAPE HEWY ArE AW Ei Alus =8 Fo98 29
7 gt

7. gEZEEZ A2 Zglo]lHA] (Privacy by Design/Privacy by Default)

IT Al2gle] AFALZ R o} HlolE AHeAt= 159 AH|AE HolE =
% (data—minimizing) 33 2] dHolg ®I -3 2 AFA—-AlH (most
data protection—friendly pre—settings) & 3h= W2 02 Tl o it} =
A Agke] Zreet A=A AnAl Aes 98] Zast dolERte] HEd & 3l
th= olujolnt, 93]= WA o2 FIFAR] oy 3 AMB|AE Alwshs A
st AELS FAM gh FAEATES A 599 AbE 1ysta Qi o=
AB) 2 AFA7E 250 EREEY] olgS 7HEst e HIE steF AlRks

= 8ol A3

8. 82 &9 7= (Less red tape)

fF523)o] W=, ol X3 A (Data protection officer, DPO) 2] <]+
2191 ]l 9 %ZﬂL A H = dlolEle] kel 1 #HAA Y ES) ok st e

o

Al 7192 A7)l SJEslA = < ot ol #AAA sld s Gl ok At
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olet EU FA=ES mieES & AA o waoz= ngo] #d3] tfxst
7] oFh}. 939t g3 oE g oA npxu WS FX Add o] i A
WA HEHell soetda, 2] mEbA QIR Redae 5P 1A
H otk sHAIRE BE =7MES ©]A3] ©]  “one—stop—shop"g] AlF-AREo] o d
5] =9 Zo|t}, BE J|HAEL QAR HIGgTo] UL B ARET ¢ V)
=29 AR e} o AENE xeTty At

=0 st Ui E B
28] =7k iR B
F31. 314 (complaints) &

H A=A (their main establishment) o] 4+

GDPRefl @3t =9 FollA w2 stel ddste] dujrofop & AREE 7Y

AR AL o gk FEolrt. Jiels AR A R AHT £ Qe AR

T HaHojof shi=dl, 28X ¢ (MAdEsE) JH= BT diidelA
Hold 4= A o] o] & & A 7] wZolth. 53] 9y stel A=
A FHAAN L339 GDPReH EU Directive Atololl= 3t 7Fx] &epa A

o] 9t} EU Directiveol A= ol 3lo] thdl 2}A|3F Ale+S E7= o 2
A = dvkar WAE S wbE, GDPR QtellA & o] FEo] AA|Eo] g
the Aotk s o] 919 WEEe FYsth

EU Directive$} GDPRE] Al 7}#] Qtell= 29 2kA] ALg)F o] 9leo| v ol 3}
of thafl A Mol FoA F7HE &=l d=dl, o] FUtE FiEE
of alol Al 7F4] qke] W& wi-¢ AFettE vt f-H A B 9138 GDPR
= g, 7R e F998e GDPR ¢t sld GDPRo] &4
AT EHAs Esto] Ay AY 2753 AFARl (natural person) F=

Bego] gl Ao ogast 1 Hole el Ao guehd gtk

121) id, 2p
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U Directive?] &3 & zpol7F AT 44

gEo] FHHANLI S GDPR ¢F o|F wxw Z1g3]o9 (339
GDPR ¢ro| A= likely to be used to identify @@= Zdo] t)FF ch

(7o ascertain whether means are reasonably likely to be used to

identify the Individual account should be taken of all objective

factors, such as the costs of and the amount of time required for
identification, taking into consideration both available technology at
the time of the processing and technological development.) W o]#]
& JHAAd WA 7hs/d (likelihood) 7Hde]l =4E 7] Alakstvhd, w23}
et A Fe] WAl =] A ddFor A oE AAVE H
= Zo® yofd £ glor g GDPR =934 <= Boh o4 A AA=
o7k At ol thdk AAIRE AbGE B 2]l Fld 4 U

(2) 9= : 3B=7}3 (Code of Practice)
1) 3748 M

o =1 9] AR H S 7% (Data Protection Agency) ¢l Information
Commissioner’ s Office(¢]d}F  ‘ICO" )& 2012 o733l st dwky
. UEESE e A E A" dy=E &3 o JCO,
Anonymisation: managing data protection risk code of practice,
2012) °o] FAHEL =3 EU Directived] A 26z A5t =t
dd Zojth. A 26%+= oW ste] g FAA) AdES A &
=z 7 =7k=o] miEd 5 dval gt %

g M 26x0] 7lxste] mtEE Hxo] dFsAHolgs AolA 1 vt
o1t} 122)

122) The Information Commissioner has issued this code under section 51 of the DPA in pursuance
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& EU Directive”} o]n] A3t 7|F31} FA s} 123)

N
.
o
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o

AN b

FiHolth. e B o WEAY AAT WA
AARE AUAL A Ak AW o WEALANA FAR ATES
i q

%
ST AFLS 107 #8 A9 ol FF ICO7H AAYR BEd B
AE WS Aol e 2t MARS @ AS AFHoE nesl |
o oldl Aol HFolR wW, F ok HA JFHS AUt sfolset
A9 E4E AYn Yoka FAE 5 AAT 1 A FHAE B BED
Fol whel ojmstel wAH 7Y AFES 25 A9 AR e
S B3l 9ysn ALYt 29 TAL Anw olzle] RAAsA P
AT W AFY 5 vk FAS A4 5 ek

of his duty to promote good practice. The DPA says good practice includes, but is not limited to,
compliance with the requirements of the DPA. This code was also published with Recital 26 and
Article 27 of the European Data Protection Directive (95/46/EC) in mind. These provisions make
it clear that the principles of data protection do not apply to anonymised data and open the way
for a code of practice on anonymisation. (ICO, Anonymisation: managing data protection risk code
of practice, 2012, 10p)

123) The DPA does not require anonymisation to be completely risk free - you must be able to
mitigate the risk of identification until it is remote. If the risk of identification is reasonably likely
the information should be regarded as personal data — these tests have been confirmed in binding
case law from the High Court. Clearly, 100% anonymisation is the most desirable position, and in
some cases this is possible, but it is not the test the DPA requires. (ICO, Anonymisation:
managing data protection risk code of practice, 2012, 6p)

124) This code gives advice on good practice, but compliance with our recommendations is not
mandatory where they go beyond the strict requirements of the DPA. The code itself does not
have the force of law, as it is the DPA that places legally enforceable obligations on organizations.
Organizations may find alternative ways of meeting the DPA’ s requirements and of adopting good
practice. However, if they do nothing then they risk breaking the law. The ICO cannot take
enforcement action over a failure to adopt good practice or to act on the recommendations set out
in this code unless this in itself constitutes a breach of the DPA. (ICO, Anonymisation: managing
data protection risk code of practice, 2012, 10p)
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aeEz AAE @4 BdE ol AAH WAUZS welstol
AR BE IuFAe AnE 7 dd8 FANA FAA9
B aeEd wede U o 440 994 wwEe 498 Ae
bk 1 A B BEIS ST W MY 48 B 2A
of skt AAEe) JPYL AFHAOE BASE HHE Agsto]

=
Auste] FAAANE FHFeAE 52wt = § LIS L1
% 1

— R =
Hol obul, B HQ P 27

4 O Zxsta v ol g FAjAl
3428 SHE g3t dES “ole=®l FAA(motivated
intruder)” 7]Eelgkal EHT o] V&S HEClE A EH A &) o
ol & FFEAdPolA MEA e 7ol B

‘Ol FAA(motivated intruder)” 7]E1290] = EH ST A2 1CO
FsdEol 7HHe AdA o 7pF Fast WE F ehvdta & 5 Sl
ol AMAEE 7hsAdo] FIHE FAHE s WA T 9EE Al
7] witolth & i Yatel AAEE AET F Qe e vhsAol A
A& A2 A= ¢ QA FHAu 7EH 0 R o] VES ANEE AR
& o7t Qe AR FAATE A AFE 7 Ao ois dd
= XEsith o749 A= AP A QD 1Ao] gl AdH A 5ANAS

125)

Motivated intruder risk: some issues to consider
e What is the risk of jigsaw attack, ie piecing different bits of information together to create a more
complete picture of someone? Does the information have the characteristics needed to facilitate data
linkage - eg is the same code number used to refer to the same individual in different datasets?
e What other ‘linkable’ information is available publicly or easily?
e What technical measures might be used to achieve re-identification?
* How much weight should be given to individuals’ personal knowledge?
e |f a penetration test has been carried out, what reidentification vulnerabilities did it reveal?

Obvious sources of information include
e Libraries
e | ocal council offices
e Church records
e General Registry Office
e Genealogy websites
e Social media; internet searches
¢ Local and national press archives
e Anonymised data releases by other organizations, particularly public authorities

(ICO, Anonymisation: managing data protection risk code of practice, 2012, 24p)
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4) 9= d93 YEY I (UK Anonymisation Network, UKA
N) 126)

= A3 YEYA(The UK Anonymisation Network (UKAN))+=
2012l g sle] st e #3 (best practice) = THste THOE
AHEATY. = 3 HESAE JIARE FHAusta ol FRsHE
Aot FroAleA AEAR] 2D RS AT d= I UES
A= ICOo ga A¥ olF 2d eqt AFAd Ade

Manchester ©™3gF, Southampton t©™er, Open Data Institute (ODI) 4
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126) http://ukanon.net/
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127) ol AR ARl 25 Wil Aol 9o 100 oS HEAF] TR el o) Anel %
stEl €( “Annex 2 - Anonymisation case—studies ) 4F& & okslo] A7)}

128) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 1: limited access to
pharmaceutical data.

129) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 2: using mobile phone
data to study road traffic speeds.
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FAR Fold wzeA deHe HIisE #ld 5 e ¢
(cryptographic key)W #Z 3 (mapping table) & #zxstd o] A&
i eiv gEwe B

Moo ted o s AWl Jlolth &2 9]
2l

o= AAF meto] BT A FA

rﬂ:

R EME=0] o A7 FEA1130)

A= ‘Go—Card'HolEHE ’\}‘3‘8}01 574 A9 HeAsel 7
G ABES g3 pnlEhe ALE

l
el HolHE ARGSiA dd HolHES L4 917149 HolH =

o3 5
7bE A T Al (hash) el sF 7S 7IHES AFREIA a94ow oI
st¥l dlo]go|t}, ofge] <3 A>2 d#H Y EﬂolEﬁoli <E B>E dAIAE
ol # dolgolth
<E A
Go—card
o) o) =) A 50
ho (B2 ) Addd =2A =AA o] YA 7
Brooks
WTOI8765G 01/09/1973 End Tree Street 17m 45s
n
Brooks
WT45678B 18/09/1933 End Tree Street 15m 05s
n
i
<% B>
ref. no. Lt}o] 7+ =4k =2k of gY A 7F
Brooks
14793X:--- 35—45 Tree Street 18m
End
Brooks
23955P--- 75—80 End Tree Street 15m
n

@ thEolA MY AR s 9FA18D

130) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 3: analysing
passengers’ journey times.

131) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 4: publicly available
information and anonymisation risk.
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132) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 5 a summary of a
freedom of information decision notice relating to the disclosure of personal data.
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: Julius Smith

9 September 2005

School :

-

§ ofelolo] sl

Green Lanes Primary School

obd Zlo] o dH7] wel

Interview recorded : 3pm, 10 October 2011
qualitative data.

Interviewee

DoB :

133) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 6: anonymising

aYER dhely Ve W] wel A A R &89

AAA JR7F ojd
TFA] A &2

hA




I live on Clementine Lane so I walk to school every day. I live in a flat with
my  parents and my Uncle Jermaine. When I get home from school I watch
TV. I don’ t like reading but I like watching Harry Potter films. My favourite
subject at school is art. My teacher is Mr Haines and he is very nice. I
used to get bullied by Neil and Chris but I told Mr Haines and they stopped.

I play football for Junior Champs, and we are good. I play midfield.

<g3ste AE>

Interview recorded : October2011
Interviewee ref : 2011/67
School year : Key Stage 1

School local authority area : Lynenham District Council

I live in [LMb51 post code] so I walk to school everyday. I live with [family
members]. When I get home from school I watch TV. I don’ t like reading
but I like watching Harry Potter films. My favourite subject at school is art.
My teacher is Mr[teacher’ s name] and he is very nice. I used to get bullied

by lother pupils] but I told [the teacher] and they stopped.

I play football for [a local team], and we are good. I play midfield.
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@ AN @A Bkel o@ A A4 F oA
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wA AA Akl

Human Resources summary employee record:

Employee name: F Gradwell

DOB: 01/09/1973

Sex: M

Address: 16 Tree Street, Stevenham, SV8 6QP
Start date: 11/06/1992

Anonymised research database extract:

Age: 39

Sex: M

Postcode: SV8 6QP

Period of service: 20 years 5 months

Contact dermatitis: Positive

9 71del f19 ZEA] tid FEE VY R dvt T SelA 2NE

134) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 7: this shows the
importance of third parties’ prior knowledge in assessing re—identification risk and illustrates
some means of reducing this risk.
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Age range: 35—45

Sex: M

Location: Stevenham

Period of service: 18 - 22 years

Contact dermatitis: Positive

AE ol o AFHAo] W& L& HAW FA £A dolH Az
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FHaE 4971 9n

Stevenham branch: 15% of male employees with 18 - 22 years’ service

have contracted dermatitis.
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135) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 9: customer analytics.
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137) ICO Code of Conduct, Annex 2 - Anonymisation case—studies, Case study 11: cryptographic
hash technique.
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139) CNIL, WP 29 Opinion on anonymization techniques(ppt), 29th May 2015,
http://www.phusewiki.org/docs/Paris%20SDE%202015%20Presentations/The % 20CNIL's %20Persepctive
%20—%20Data%20Anoymisation.pdf

Anonymized Data

Personal Data

140) CNIL, WP 29 Opinion on anonymization techniques, 29th May 2015, 2p

- 109 -


http://www.phusewiki.org/docs/Paris%20SDE%202015%20Presentations/The%20CNIL's%20Persepctive%20-%20Data%20Anoymisation.pdf

AFaDo] ity oA, WAGRA JHJAAEAH BT} A AR 7FEstd
A H (Pseudonymized Data) = A K2l Jdo] &3ty Ayztsk 754
o] At SAFE o]  oHAAE 7P (Pseudonymized) 2 23}
(Anonymized) &= T-HE™, ofo] st /A 77l = A7 Boa
A A 142) gkt

i~

e Argo. © ﬂ]O]EVﬂE"ﬂH U Al 7HA S E0] AlAY
A gl Zlo] shute] Woltt. o] uwl, AAEloF & HAL (1)
H7d (Singling outl43), (2) AA7FsA (Linkabilityl44)), (3) FE7FsA

How many Data Controllers see it

Anonymized Data Personal Data

Pseudonymized
Data

141) CNIL, WP 29 Opinion on anonymization techniques, 29th May 2015, 3p

What de-anonymization
attacks proved

Anonymized Data

Personal Data

Pseudonymized
Data

142) CNIL, WP 29 Opinion on anonymization techniques, 29th May 2015, 4p

- 110 -



RSO
LN
i) =~
SEEET
T i A 2.
2ok
BT
H i 0 e
Lo oo o
e S ~
4 >
—_ o E lﬂL
ki it

o,
o 3L
; norg MO
Ox
o
ol
rt
N
ojr
o,
lo
<
o,
=2

W

rhu
N
N
olr
o
i
L]
%
1%
ol
ol
9
it
o,
)
=)
<
=
(@)
=)
=)
D
=]
o
I
=
oz
o
S.
D
o
i)
4 oo
i

(consumption) ol W3t FE7FsAHS AAA o] ofy et upefst
5

itk T WA J1E@) Agwrhd e’ o oig FE7
[e} = [e)

X,

™ o
1
ool

4
32

dal At vl Azt

o] = 2
© " HAEs VIYEs vdsta e ¥ #A 7
]

I
24
o
Au
N
S
o,

©
o
X
o
Rl
i
o
1o

re >
rJ
|t
o
i
> 1

g
LY
o
>
|
2
ofo
Ol
o
=
(2
Y,
2% 2
[AO
N
=
o
[
L
o
o
2

RS-
o o rir
o Jo N
oo o J
i i
ﬂ; -
w2
)
ke Lo
s o
= oF
O o
A
N
2 g
M {0
N
RO
=|
z T
o G
o X
{o o
- =
1o
[t
of. |
Yo e
e
ot
j(_)/ 01'
( -
= o
S
) ‘é
O _>|:l
2 o

ok
rE
ly
o
2
ol
ol
o
D)
rlr
5§
rlr
K}

we

ol ol AR ZIEEel el AASEA ko= dAF QL W)
Aol Sl el et g ole o]l AEEH. o] RiuAM= FE&F

o] Aol f1dAdo] FolAA o gk Fekst drgo] dojH o] glt} o

n
A o

o

143) possibility to isolate some records of an individual in the dataset

144) ability to link, at least, two records concerning the same data subject or a group of data
subjects (in the same database or in two different databases)

145) the possibility to deduce, with significant probability, the value of an attribute from the values
of a set of other attributes

146) Khaled El Emam and Cecilia Alvarez, 'A critical appraisal of the Article 29 Working Party
Opinion 05/2014 on data anonymization techniques', International Data Privacy Law, A 2% (2014)

- 111 -



o

B

gl
il

9
A

b

d (0)o]ofoF 3

L
-

b4 ol

(95/46/EC) 1} 2

g Aae ena
<)

T

[¢)

=]
™

ek, 87t

Axe WE7HA AAlskaL Sl

of i

Al

sk EU

3

S

L.

|

A Ad=

s

el

)

i

B

2R
HElE AA
7} A (irreversibly) 0.2 2 H 3=

e

-
T

o] o

e QD o2 So,

)

24

3e) 9

_
10

)
=

o] 7Rl KT} £

A5 wHojoF sttt x 174

| g

P2

)

)
=

Hel A

<

th/dol

=

Sl

= A5 o g

colell waEh, AJNYE K’

ol 2003

=

PR AR QAR E hRojop

HdE B

°©

(1) B4E3 A2 of

IR
o] 7]t = At

)

)

zel

o3

“ 7‘H

|

QKe)

olE T ndE o

vt 1 A3 =59

S

=
=]

A
A% AR o 1ol
- 112 -

=

=

-

9
yal

[ M s B o IR

HlolE & &g df

148) https://www.kantei.go.jp/jp/singi/it2/pd/index.html

147) El Emam and Alvarez AAA, A 24

3" & AA



Mg ]k ke S A F A 20159 9€ 3 T 3] elA
7Ha - AYUOEIY. O A3 20039 AEE A AR RIS 12
d Rhell Zi7ge] HA = A

oM AP BARoR oW HoleE nEstu olgdy] AT Ax:
b 719955 ol A1

ol 3l o]st 20159 9€ 3o HFE A&
w

AN
Al
ol
oL
=
>
2
ol

i

(2) AR MAFRBZFTH (2015)

D 7RAEelE e &3 HES]

N
-

Q1 ©lolEle] &gol ¥ A= A

i
o2
i
[
Q1
S
—
(@)
z
2
k)
o
)
o
=
o
ki
2,

L R A R D I

of gelet TAhel elelele Bgel Bat Ax AUE P, ol wet 2014
d 627 W A8 WEE dFoR B £ AR 7 =3l o)
A% BEE ANFAT dEsE © vdolE Atel A dolE #e
o) ot

AR @ MAFE Hoo gt 7HQle) el Fg38k7] 4l

g
O N
H
[o o i e

FASAT. BAe] MW F9e 2FH g5 AT WA QA
sRstnd g o F ogste] B PR /EH AR} ALY
DR, o] RRe] B MEY J)% PR 97 1FL Fu =9E A

sttt olst 714 AE 97 1Re) w0 952 Avuch

2) 71& AE Y7 189 =9]152)

149) http://www.cas.go.jp/ip/houan/189.html

150) https://www.kantei.go.jp/ip/singi/it2/kettei/pdf/dec131220—1.pdf

151) https://www.kantei.go.jp/jp/singi/it2/kettei/pdf/gaiyoul31220—1.pdf

152) Tax AR ZA JEYF AFS| 2 243, (T £F Az 23 ol Axd el dlojge &3t A

- 113 -



e AQYRE REHE AAdelHe W' O @Y AR
BEHY HF vgor 7} ARl YR olv ATy AW AL

L A @ ARl At @ -
ol =erele AAstel HEs AP oR A% St S @ )

Me” ZA @ Hdelge] #go] FrrhAs FEsha Hils Hxlste] <
= AAE) dels Fd R Al 5] 53] Fa% sl dle]H e o
& A5 S TR @ dAYUL MALRE A3A A ATT A 22
o F7E 7t E Y, AL dlelHE Theske] Jijlel 57 :

F 4
A% wae 9 Qo doleE A3AlA AFE & dES A
B §3% FLsr] @ 47 AR dolgE Adss At ATA 2
9 =

AzA AT N RFINE PIFES s vk

3] & 20134 12909 I dolEle] 8 B AR ANE W & AN, o ALE YR
ek 2014 68714 ] 99) Vg% Bao Aelstel 2015 A7) Fal Mo As A
£2 20140 3886 4L dolele] W ARa, = 7 o] atel 4% BEL AN, of =
2pgel A73) HES (20139 49 1629 AHel AN 5 BEsE AL dojed W & ¢
A) FANIR ARE A % COHD) A Sold 2h HolHe A9 Hel veo] 242} Aeto)
olo] At ol 71&% AN WES] A I dolelol Bk AR, & e Ve AE 97
TE A OFD EBAAERT S COF) A Sl gk Holel of uig 71%de By AEE
233k

@ steel AAD A9 F1el delee] wet A=d, o AE Ae ZEE okl o
2o Al distel 1% AE 97 28 AN 71EA A dEsL, 0 dnE
B3| g vha,

L AR S0 nEhs A deled Wel : (1) FAAgue tstel

2. OF) 7AQl 5ol #4 dolEfel thsto]
7€ AR A7 2ES whd gk 63l AA 39JE sigith 1 M 7 Ak Ve HE RuME AE
S3ATE. ofsk HER l‘u—i A A HuXAE algoR HE ASE F HA BuAMod. . “UF) &
AR B OB 7 Sl #4 wlolel #d Vied #ielA Y] uF” ¢ OF) M98 R AR A
9 sl WEHH a8 (7PZ1) HQL 5ol 2 wlolge] F o ol thaiA & AE3I AN VeHEAD L
wolAl 71edel #delM A= Gk HA9 JHE skl

V% AR 97 259 £ BRe 1 ARANE Wele] ke sEow Aelst] avahs Sl

- 114 -



old 7= A7 % RAA(2013.12)« 7= Hd ¢

of wet thE AR} vlustd ZekolwAl JsirE 2dE 5 Stk dA el
A, QL HolEel oigt o] Eup AAAEE] FAlel tiAHEtr] flstel 5
A7 AT olghs TEs EYEldlTh of7lelA 5AT oyt AR

=
FAZL FEAAE X F QA F Juigth. A o)d Hust
o Alrel Fmeks A % F JEA@RIL FT PuAAE & F
AL =97 A o @ Agte] Fush vE At gus 7a

N

= ougtt o] = 7 ZiEel wel, i)l dolEE (1) A¥

] oo
¥0,
rlr
By
f
[¢]

=
AR (LB b @ Abge] ARRINE o 5 glow, mR O %@
AbEe] AR & g 3l AR, (2) ¥ vEA AR (2Be] T2t
g Abgrel AReS & e dEd, I @ ARl FAA MAE & F
Sl AR, (3) B M5 FR(2l0] of"l AR AERIA, yolrt
az7t0) o o Abgre]l ARSQIA 2AF REE GR)E {15

A delEe] wa HEH, ATIeIM Ak (1F) FAAuE
g AAS AEeAE AT o A Qo] BlelA A A =

_'g'_
3 3= AU OID}. 5}74”& of71el disf =12 Aol sl
‘%
¢}

153) @ AT AN, CF) FAAIRE OFD) A 484 0 delER AFate] o]F A3z
AFALA S B9 13 P Gl B ARE ATHL 01D FALIRE AT AFH0A 3
£ A% 0P A9 Sol g HPlEE Aok Bk 1) 347 £3F OF) A9 Soly g
RN AUNE FANE AL FAUL TR £AAE bl Bl 2N Fspolok Ark () A3
AU 5 AR A2 olels BalaA e el ol AFRE FnE BAU,

150) D1l dolelel A AR, o4 AE AHE Be OFY) BAAARe dhstel AT el dolr)
of %ot AES]) [4z1-2) 3delAelAlE, B S AEse gout 1 Al Qo) Belgl Ao
of At 2eE £ b A (5 IAEAYIR E 0SY RS AR F9E 2 g O
H) FAAANE 4] A WEY ARE /MO @ Zoln, ofd RuAY AFAY Felglrky ugk
Gowep B waAlA ABSE BT oib AW ge golt AW WaAE AsdAn. w8 0}
A) AR Soly g4 dolel old waAeld Aok ARl Agers vel glo] AuFAe o7}
2o Qi delEE M A23%E A1 A8AS] YRS N0 du GOnE, o/ YHE od
AE Fuegich ek ol WA FER OB A23% ALFE Aol AslHE Juel wels
PAel SE Q9Slnh of e o) BN FF I dolEd B A, o dES W
Tt V16 AEsL Bed BRoR AYHAR ARk ol7lelA =28 () A9l Kol Hel
S AR wolx () W A23x A1&e] A8 Al ARE 7oz il vk HelAd 1 ek v
=A] gatsieia 1] ofdleks Feld 2 AAE i AEsith

- 115 -



M 54 g, APE aEY YR, WA uEY PR) oo BAA 2w
De 48 wEY Jrsk 5950l 48 54 Fuot ® 39 Back i}
9 V) FAQARE olgete AAIM Aol tE e Pue W
o] Hxm 1 A3} Aol SR} (A& AET o F AW 57 ol
)o@ A Aol Falsk A= Aol BE W, @ AW
MEY ARE B Fal, 3 OF) FANARE ol g3k B A
of e e Amel A Ay Ajele] SFHAL AT Y A4
o] A 5o Arz Ad ofwWet A Aele] Aask A= H 5o

oy

el 584e v S5ofok b shAul E—Xé*é% Sl =9 s
Al B R skl "vk a9 AEAARA ol WY AR= W
H o 5Y JH7F o] e HrE BHId vt gl FRolth I8 ER
A HISAY AEREAM FEstd i ste deole ¢S FEs] 9l
S845 EFolof AR #8485 st AEAE o= Ax W=
WEor AR Aovt Atk ofAd o= AL A¥AS 9 A SZAES
Azret A5, 7k F9] dHloly 1 AAR s EAVE fEE T AT
oty 7k 59 Hole7F v deolE et txgor Q& At fEE

AA A3AA A HolE7F Al H = A5 AASER, olHd 3T
FEAZE ow gk JHQl HolH s& xﬂ%%% dolgel zagd = A=Al
uhel 2ok shAIRE AT AE FE AL ofmE A9l HolHE FUtR X
gk = SleAedl disl AdstESs e 22 7lEAQ AA A= v o
Aoty 18R (7FY) 7H 544 A4 HolHel taiMd= ot gl
AAstel HEsIT. ["A @] AFIAE dHolBlE Algshr] #18ko

}3) A I a doleE AFsE A% B o], A

i
flo Mo

ok

wol 2%

- 116 -



A el

-

T

I

°©

i

1A

[€)

473
Al

=

=

o

) MRl 5

7}
[AA] @] dlo]E

L

.

A2t ()

I

¢}

3L
=
LN

1A o

9

L

T

Bl

HlolE 7} ofd A

Akl o

L

T
b= HE AR

HE 5

[e]

5

A]

T W oo W H R OB W op wr o) op o < o o o o Al
4 <k RRKEBERE T g B F W 0 o g
]_l 3 _— ‘_|U - —_ — gy ==
(Y T 0w ﬂzzo%_/ ﬂﬂ_woﬂ7% o
o T W W % op o W oGt M BT ES G B (Y
Jﬁmo ,OI ,OI ﬂAH meo ‘m ,AO S — ﬂ %Aﬂn_w ﬂtnﬂ :i S.L J_Alo ﬂvA_H 1;1_ ﬂ% WE Llw_
T o FWE T QO < 2 o) o B T R X o
E:l ) __O._ —_— wAO O_L X — . dﬂ ‘Ol T LE :i ﬂ_rm
.._t ‘»INJO ~ = 7o 0 #O —_— 0 ;OB ﬂwﬂ._ Mﬂ o
z N T RO modo P 900 & g P A ol =
= o ™ wrour ~ o o Wo_ e L [ °
- wE S Rl o W =2 o B Y e G
~ W ° "TOoE uro o S = 2 ¥z ® oo ~
L B - K o oI R o
—_ xX L.I == X 0
o T To ol = gl T X K oy ) 3
TR R 1)) < — . () b
) = %O = il ﬂ*ﬂ = N =~ X ~ oy o
o < K OL O.._ :; — N o X — ﬁ.b o o8 o)
™ 7 b o= o= X s (RIS B Ry o
foy Hp mToxeszgn =fasi oo
W g SO I~ g T B < or om o AN -
N P~ o= oo BT oo o o o T MW
SO . S-S .
oy x>®H TR S B E ° R
= ¥ o5 M T o B ot ® 2 & K &
< N = o 5 gjo h o o) D
. o Wy of o] o] my TR _ oy S of & o & — 1)
_50 Mﬁlr B T N T % ol o P S i 5 o ~ - %0
W™ 7o il N H T N o ™ wEOoF A {F LAl o m
S N T CHE . M T S I o
Nq Mn N ﬂl %O H = X il T ™ — o _ﬁ —_— x° o o
o g 5% L H ° F oA oR R H B T 7
Do w®y = o ® " o wm o N — % No wr 7o T A o &
— o~ Mo o — o —= o ~N &Ko . o% ilf
o T RO N W om o 5 W o’ o1 — X il
TRy lﬁ%ﬂélﬂziﬂ}ﬁ <oy -
— R op W N - S E oo %o p &0 o o
ol oF L row xR op B Ro o
O N TR RE e T 2w oW HERAERK =
T X W X o] ey %o il o) — o & ~
- p E@M% o B o B Hir o= = .
T {J o = (Y ol T o o o T ¥ o %O o
M o ~ o W AR %t o o o BloRe ®WOW Mome %o A o & ay

- 117 -



HE9 AR FAe A AXA R, olud AuFAS Ul
= thpolof dth olel® JRSAE Abssl st AEAE ofe A7

UAAT, Tk b LN E 58] 1 Holt 4o nFol o}
G o Ogel JuE 9al B Aol B Ad BAael o B
27 ok Z OF) EAAYRA HE R AEA B+ dE Qe ®

1>
W
N

1

rlr

4>

b olyel Audos vhegF = thE ARE 5£4%
Akl A A 9eta MAsk= Ao Blbdbaltia H.gkt).

1>
g
Y

Ir

.

e 0 e s HW e feldal f1Fel AAs okt
L oRe Bysht, AAe SR Senia st AdFA BN I
£ e ohith AR WAEE el 594 Guw Aot 42
Pse BAHoR Agath Y 7Rl BAsHs YRl B
MEQ JRFAML A5E AlEE 5Y AL I FE= @AW o
g FAFOEA AU A0S AL Fe7t Qe R S WTA FRORA
A7 el B gt A FA AL Qo] WP pAg

N e SHFA e

A ckel AR (HD) EAAYRA EAH] EASH:
235 QAL He] B AjQle] AR 3 o g - B U A
AL AAHOE AAYREA AFT AL Ak 53] oy FHo
S Aol BRI 9t A AF FHel (1) FAAG R AP

o] EFwlo} Qlrhd ol AJNAHEA O Hite] Besth nHAE W
) FAAYRGL oIAXE FRAALGE oud SoldFAHE 1

)

- 118 -



@ Hd) M- R

(@) ool gt 7Hdde

NERE AYIFS GFd Aua FAA 1 AAolt S4 wFel o
F EE 0FY JRE S 4W AL S @ AQYel e
AWS oo sof Wrkn AZYeh ok oW AEAt ‘a4
Aolup B4l HlFo] U i BEe PuE FAMA HH AAS 53
S Aol 3 wdE gl o) wd a2 ALE

(7}) %"Joﬂﬂl Oiﬂb A, AfrEel FodHe ZAJALLY (W) LA
(TH)156) (th) GAMID (Bh) 3744158 (vh) WA7Fed159 (vh =
HAJL160) (AR o] EAA7FeAd16D (oF) A &4 (0] 8-7]3H) 162) (R}) o] 8- 2]

2l £fgol il A3} wlsle] welstel 442 AL o) Alg 592
2 5 otk E Qo) A7) Hold R ohAW Folds 5 B 28577} 7}
£ A} 3 st e A ol fdd 5 end Sl
X

FU

S 7
156) oA S5 S o5 3 ae] DB Pl 73%, o/F e tEAw FUs A
AL EAE 5 Sl kol iz 295 vlashd DIo) Ak Stopd 4 gl Jlee] ok
157) 7218 AFIA AR APIS vl o)zl Arjd ARl 9
o Qe R vlmstd AS BT F S Al Erku @ 5
AHoR HEF
156) BRI} AfE 5ol Yoifl WESh 71 5el el o) A AuE wAsa Beishs A o
S QI WAR AUAS Beol AL BYsel AST F UE AFCIEAE B Bl A
Al A5 GIE A AT+ U AFE T, ol AL delahe AR DBAE o] ot
Agsl vlastE FAR APEAS B0 AL TR FsH0l RoHIFE Aiele] 538 Aol

ot

;2
-‘E r1r
©

_{

159) ol WE Sol Bald] gatel o) WAW & 9 A% ol WAY + g A9 va A 53
el glo] Apol7k Stk ek B19] oatel] SJs) WAL 5 Y= Aolekn FATE HA WAL g 4
e 4 AAT F Y A9 washd AL S0l Golsk ATE F o A AN HIT £

AE 7H03f301 Fopxith

160) £l ool oJakA] % Ajzto|} AR Qls) FH o7
Al 7Ur Hlwshd 7HQlE 5% ]
Zolgtal Azksteh, JAola Bwdo] ol AUFF WHo] oy
AES 5 glrkal A7igh,

161) dxt A8zt Folg § EQloat § ofd AP R s AHas
Sl A-rel= olefd At = A9k waato] 7H<d% 548 + 3
QA dzA A FE o HApt A ]
ofdl = glrk. o]y Hol vFofE W & A3 I:HoHH 271 (wh WA7VEel E

- 119 -



(Hlo]BjqFE) 163, o] & HES A3 (Vh) Al FoAs = AAA, &
of FolHe AL, (Wb AP (EHD/HAM, & v+, (vEY

A W37V el A s e ¢ ol AE16D S YE]

MAFHe| sFst= AS AlQlsta BEsts 7l #st Froln, thdef o
Alsh= 2 4 o]} vl Ae Lol AR
old W 7HQre] HR

Aol A3k AR EA BAAS 71 A
@ ol oy, Fu] o]g & EXZQ dF o] 165)

AR o ANE FANA BF
ga AugzE Fold 3
e A%Ye Ad A
N @ Ao A%
oy et A o %

A~
T
sa & A dell HAES Fert Sl o]

o)

o:
i

[o
{2 l-il i,
o

H
(o)}

N

N

2

k)

2 oz
> m}]_‘ B
rlo
=3
Ml
ol
[o
2>,
ofo
i
o,
o
el
)

==

—HJ ) N XY, iil
Rucs
i 2> o
N
o 12
o
2
1o
o
X
it
o
o
o
)
ay)
)
)
i,
O,
ilh)
H
)
b
o
R
2
i
N
=5
i
o
ol
N
rlr

4

—
»

1

oh
= [o
>
rO
o

lemm

A

o
2 ox
o
-2
jialo}
o
=
o
- _11&
=
il

AN, SIARY, ARIRAFEY, BARDFA LS FRE AR o) 53] AAS 5
4g ol Aot B4 7 AL gt serEnE PANe AER AT g o
3 3k A4 (018713) % o] (olelitm) & ARE 7158

Sebd sronz AU Y GA I WA AAZ PEske Zol ehgsiha wyh |

4, 0| BAFSHE A FAR BHAN PET 5 Qi AolnE oL shtel AR

AR Fsicha 4zs g,

165) o1% olgjs} v o] & Alge] A ololn, ARAOR Fust HHULE 5 Aol AEd s
o] obdith, EE Bol3) T Sola W] i Solak Y% (57 o] He deN 374, & B
&S FOoRA BE A THE B0l B A UES AL PEsE JnEA 715E 5 gk
ok olo] 53491 W offoln Folo] 18X gL AEHQ /IFS uesI7 olsint.

H
(@)}
xoxoRorad & L oamorr S o

dot o et
Hn
92 ¢
F
©
=
1o
odt
1
o
=
%

e o
E

- 120 -



]_

< %,M%M%WEQE@%E%ﬂmnﬂﬂma
T Ar - o =T oup . By X
m_. &) w,w W Ny oo o X T o o B KRNT
< = " I xR il < o X < M ~ X m = o NF o
i B W T o B s wEF T T m KO RO . RO
o] R T RN xR oy BTy & N o
—_— ) . =0
i Mg o Vg Mgpo D g @ gy F
TR T W R omon oo R oy R g5 g %o
oF T OH T T Ry BB T o
T — =0 . — 7O !
o Pyl s g Tgrepesr T yrE
BT RO o AW o x e
wr - N B 2 ope oy X i~
oo S W W o= NH Jo MM oF O] —
0 R R DT oy Arwe b
Lo R = W i o7 oy %O ﬂ &Ko Y o= 4J7|ol wlvrﬂ WL O o
— — =] ) 0
ﬁ oﬁ%aoou.oE#%SME%WH@Vz%E
s alwfwoW50ﬁoiﬁoP W & W o ox B
° < S TR PR e oA
= Mo o N 5 oo om WS e o By
M < M GO my o% ol B0 om U N X Mﬂ
) T A S R I S TR e Sl
B BRI S T
B xe Tom Hoo [Ho IE m o3 ) Moo X o °
< e e z_xE,aom_sﬁoﬁoﬁolﬂoxlc¢ﬂ
= U ﬂ%@ﬂp&%]@m&@ﬂ&ﬂE]mﬂﬁ.ﬂo
Eoow a]ﬂﬂﬂgﬁ@%ﬂwmm%ﬂ%ﬂﬁwmﬂaﬂmﬂ%ﬂ
= U S TN T ON Ty o B
. e ICI n =25 _°x X
- JIJIOOL _,AE “H_E”ﬂ”.roaﬂ ‘_ﬂ_l file)
o 0 ZO_,AHL —_ ~ ,IJIOJIOﬂ_VHlJmlLEOLI C.._
R w = BTN g N Jo o %K = T o o =
™ = K W - o X TN KXW o= WON
X o o oF o WL uir ] w_.m B WoT W E < <0 XXe T b
K - B L N T el A B
= o . Fomow * o7 Wy " K ol ol T % -
TN ~ BT ool AT o B NN R W BN

©
=

A
= °l

g A o]

A 1]

3L
=

L=
L

}

)

=
=

g9 of
o thal @
‘Z—l’]

=
) .

=
=

=

=

E

] Ax

o] ~n}
| guel A

=

A

Fael ok
GPS 9]
- 121 -

aff,

S

]

=

A
o

3

1

S

JHo o

o o] 4

15

)
yal

]

<2 4
PN

o

0

2~
2 5

1

3 sl 9
7ts

2



= AFA7F

<

Q]

s

A]

2

A

ol
olo

] AHE9] o]

7158 4 Ko

= Vo= &

T flew, f1A G

S

Zx]

bof o]

o)
1

13

A
T

o Al
ol-§ FAE

o
Tl o] e

. o o]

il

oj
0

blo

;O.*
s

o

o, ol olele] olgol}

-
T

o]k 7-5-ol

dol At 7le

n=

=

T

[¢)

T w3} A2, Ba ol

L
a1

e =t

°

sl vt
AR thxgozn JHele] EFoz olojd 7}

F A ST, 2 A3 AR

=

-

oF
=

t}

2]
ojny

o

B
)

].

=
T

-
T

°©

3l A

)

9
pal

314
et

0

Mg H=E o}

A=R=T T
= oo

==
QLSS

)
s

=]

7}

o

Tl o] e

L=

N

T

BEE Ve -

A4 5
- 122 -

T

=

O

]_
34
o ez gl g o]y

°

574
=2

i

°©
s

S H

|

o
1l

o

4
ol
L=<}

T

[¢)

bl chofof

<]

9

Tl o] el 7
Tl olg

o

= 1T

T

[e)

go| 4= 7}

(¢}
=
L

Al

o



A 7 71FE wEE AL olgth @ Aol 9 Tl o]de ()

DGR Wl EgsiA= o AHE AR o 3 B FAF<
AEE Yol Zlo] Aesith yolrh 9 o9 UHE-/] NAE 2Ee
T A= ‘?ii(/\]ﬁloé W% 5), RFID B8 F&ste 5 A&l Fis o
A M A ARo] 7hedt W) §o] EFEH= o% WAL= i e
= UF) S8R T O Rl 28 AREA 79 oy AAE
(7He) EMQG R 2shA] edote D] wwol Eodd FH Fod
FREA 9 ol8S (UFF) SRR & F QA dva Azbdn o
grol Ayt vl ofHel= 7 A5 T v ARVF wetE A HAN, T
A4 AT 5 oA AR - Gl

o3} ol AEF AFES WPOR 9YIFS (HD) A
HEE bS] A AN A

A& A © ol AR} ohth @ o] AEFH=

g gne] LW AuA m Ege] Fgshs RowA (/b A

FAD/BAE, ) FRA, CYAD BRI EEA /e S A

e Aok dth AV 2AL T e AuA £ Auge] Jgshs

Aomd BE F shel g 2

A @277 5 ] Wik A, (2) ALY AAHAD B #F A, ) A

~N
\\]
=
1o
o
Bite
fo o
é
Ei
=
0,
1o
1>
i
i
o
2
>
rir
)
ot
Ho
rlr
O
of\
()
o,
r
-

166) A a2 7H°L’?JE Hud dddna AgEe, dFske A e EaEA e 44
t = A 3of B3t AWzl Lo B3] ) J%

e}, 2 ARME A 5= Qe AEar 5& Yelkst

&?al E‘iol L FF 710 2 Sl JeiA e W

R
—~
N
-
o,
~
U
:::',

- 128 -



Nl T TR]Io]
ARgShE B4l
27171 ol g
2

s} 3} M3, FAXHS,
EYUE (WebHEeh$-4 & AHEE = Q= AR 2
A

T4 (V6), cookie

AFES AAA 5
el ojet A

A= Q14 HolE|, Hiole WEHA <l
4 54 %% dolE(AEY), AAY 5
B), A PR (AT AR, 9 A€, FA)DNA, P,
R, QAF, b T4, 49y, we 4z, 9w g,

A S

ol% ol (1A Helel+a4), o] o|&, Web& ol

%‘l__ -
AREY WD
Awgol Qe 2

@, g Az WE, Fo A3 WE, FAXWE,
Webgd A ZHE (WebHeheA 5 AT 4 glo R 4
B2, AR Fal 92 dd s (R A AEd WE
), MACFA X F4l @2 ID, IC7h=9 1 ID, &
Edol Algd W, FEal g o]y (FEal S WE),

[PF4(V6), cookieols o= (A HolgH+dEx), F-uf o]
g, Webd# o]g

A= Q12 HlolE], Hlo]e WEHA QIFA o] &H= AlAl

A 54 F= dolHEZES, AAH SHEH, 2Y, 4

- 124 -




B), A Au (AT A%, 39 A9, SADNA, B,
R, QAF, b T4, 4y, we 4z, 4w g,

A S

SR EER:

(H/eh L4 (TH4) /A

DERYERED
e 7

A
H2h), 4R SA @] dd As(Fd

= I 1D, &
Edel Algd W3, st g olg (Feal 571 WD),
[PFA(V6), cookie, &= 214 do]g], nlo]o wWjEL A <l

SolA olgx = AlAZF 54 FF HeolH(BEH), AlAlF
AEAN, 18, A, AA AR GIA=3 A, A9 5
, 5A1), DNA, o]l& o= (A dHlolg+dx), 0] o],
Webd & o]y

(@M of

AE, IR JIF, U A, 29%, HeEl A7, g9 9
o 71 As

O:

ol (FFAF 57 WE), IPFA(V6), cookie, D= 14

o[f], Hlo]l 2 MEHA QIFoA o] &H= AAA =

dole (HEZ3), AAA S4EA, 23, 48), 4
_]

)
IR
-
5&
et
1%
ot
)
AU
L
i
i)
l
=)
=
N
al
o
Y
o
offt

olg (1A el +2#)

g71 o19le A

T4 ID - AN EGE AFEA U, Tl o8, Webd & o]

- 125 -




(wH/BH/AD W37V /=R /0188 A 7

W7 olg AA [ WHeE HE, oA I A% RIS W, 18 1y JR
5ol HAA oS | A WE, AF WE, AE = WE, WA Fa A oA
Z(gA A) %, 1 Ast HE, Ful A3t HE, FAXHSE AR T4 o
d7] A HE(Fd A3 Algd WE §), MACTA AR
% E I
)=
B

= dlolg (’1EZ7), 2144
HOIA=2 A&, A9 de, F2)), DNA, A, 754 <l
T, 7 A3, 299, #E A2 [Plols o= ($1X] dlolH
+d5), 7 o8, Webd® o] ¥

%71 o8l A A4 ID - A E(EF AR E 38), 4 ID - HA9=
(3 AFdAF W), Web 7 ZHE (WebB k-4 5 2¥HE

T Q= FAEY AWAY, cookie, ES, Hu 7], AT

©® 1) A 54744 A4 dolH

(@) ool gt 7Hd e

7H) A 584 4 dolE o el disl, AHr=2 thaah Eo] Ak

3H
PN

(7F) 7hel 5874 A4 HolH= vaol AAshe As 2t
g ]

@ il wlolEfel thato] sl dHolEol x3d o5 Addd V|g Vs T2
2 54 Ji]le] AdE £ gl S AMAste 5, A8 o® Aske Wl 9
%

wE o) (F) A HH4 a dolEe olg W 5 A oby
o W o] 9l g Pol AUAR W Lol REE =R 3

= AlFF

- 126 -



@ /1Rl ABA AFel et 2l wo= falste] /el dlolg
o] J|elo] EAHE £ Q= TEAS A ) E
dolE)) & Balo] £ glo] A3AelA AT + Yt AR FHo
] gt

@ HEE FAEH Sl A3 7B G T AR BolS FaEkA
e WeldlM YuE e

o] & Fel o A3 AT A Bt Bag: A3 AL T
sz Boln, A3 ABel 712 oA el Wi Aotk 1eH ¥
B Eoo] oal ASH vlolHY AR ATANE HgH= seo] opr,
N AE 9% IFS O AL 544 B delee] s Aagn
£ OF) 2AAYEAA OFD AQ 534 ax dolHE A3 9
Frdlol @ Hawe AT wpHel ta dEssith ¢4 22He dely
g AZetel f83 BESA T W, 1 FEY A deole e A
QBN W AWy Pat A asae ks ot Ed HolH Y
R Fol v kst Borz dolee] ¥ P B8 Ade 9
Zrako] WA o ghekEofo} g}

UH) ARl 5474 Fa HolHE w7 R =2 atiE e &ids] o
shel HolHES] Tty e ehA eth AAAE e UFF) SR
oM F) 7iQl 5474 a4 HolHE 7hed W Hawe e
A= OFE) =104 B8 A7t obd HolB® RlEs o= o
T ATk AR (UFY) S B et o] vhefetar sk )
ol <telll= (1) = MAG R D o+ As FEo] st e Bl
ofel HeE FEsaL 3o o

thorsl oz dolyma o]
olH®E 7ty WHoR X*ﬂOV]

o
i

’r

ot}

UFd) el 5474 #A4& dolHel= taat 22 Ji”l 54 2laart EA4
O 7

A<
574 2= @O OFF) i1 5384 4 dlolHel

- 127 -



A AR Rle]l EAHE Ay I 54 w3 @1 OFE) il 544
2 & Aulae A4 ID 5 AEAE ARE-ste]
A ow JiQle] At e AEzte] At Zlel od B4 AR
5 WAt 1 A Aol SAEE A ol A UFF) A 534
2 dlole AA7F Bgsts gl Ao '8H%%E}. [7hQl 54 g2a 3
(7Fd) iR 5474 A HolHERE s AR A2l &Es Ax i
Aoz JlQlel 5A4HE A5, b vl ol¥goz wAs v Fes
SNS FelA st 2258 MlS 5S4 H= 450 o= dd F
A4 A doly AAZE Basta AW @ A=AvE ofyet gl

=
=
B7F Aled 8 OF) A 5484 A4 dHolHe 238 & e

X(S]}\

o= et 1 5A gl=el thA st ol & Fdshr] AT vy W
2o (D [ 54 g3 O #aA7ls 3R] i HolH

F9) A 534 ax dolHE AFE A3 AAL 48 S

E
ftlo
0%
I

=2
X

ESUS
1 "1 O
= mg Asd. O AT, Aded, F4 AS5dA 5 ollEs BEF
Al B b 167 (2) [N 54 #aa @F Adsks W] i
AR EE ) EAQRAN OF) AL 54 a dolHE TE
& A AEA Bt Aue] 49d £ 9t Aol tE AlAste @)
oA AEA = At AEE = s Aol Yt H4 AR wiF
o] B4 FEZ AT F ABAF A EE sgsteln Belzte] w7
de AT B3 o]y HloJElo A= ols olH R V|Edtt 168
167) o] WS AHgatd (F olF ol A%h) Jiel SRAS 9 AR AT FE AN wdE v A
A £ ol9]e] ZE o] st ‘——%Xéol dojihs A wiAlE & flvhs Al folsfor vk &
W AElets Aeele OF) 7i S3A A dolH | ads A<l 5

ARERAL ve) TEOZ ASAY AIAA HolelE A
oha Az,
A7) A el v1E 9 el el SRS Adeks Wl A 13H g ek g,
Ak el AR e R 16E 2eeRe e JaE Brkn A7ka,

168) ek Ba) welst delelel Wiel AT S AU QNGR4T oo
Y GBI A3 AL FET A B 23 38 Agske o] F8shh
B 1U3E Bl 22 5 AT AZEAY, 9 o8t Aolsk ATHY ST A ofol
we el B4 elazh oA MBEAE A4S otk 1ene A%H0E $HL PET 2ot
ik
RIS/ A S BlolE e A5 Al AHHE SAolT ol (GFY) A 534 da

=

- 128 -



(3) [ 54 g~

@
mlo

HI
to
rlr
N
S
o,
N
=
o,

1% s W] R
7

AnERE ) A 54 i delHE 43T A% 544 g
B D
SICE B e} 1919 #AE AYA FFHES FEshs Wl k-
o sht AR FE(HEY) Y WYL o] §H Zlo] f-§etrh160

3 o)% o]ge 1 S4el W el etk [ 54 ¥id DL
Ageks P ElEelg Y )] AAS 48 Sk £4L v 4@
9. Ohg AW, ANLY, o, 2% B4 5) o]A& BF A Ex bE

23 O A 54 daa @ g de =
= "OF) JHQl 57448 dlolE el AR f1gel”V]
22

g g O el = 224 HolH

£ 4
gl
o)
=
ok

r'l
=

O
_IIITI

olE] o= AlFHrh

169) & 7ho& 7IsAom Adste A %OlEﬂ 2

170) 1A Z*E/AVJS Rop W2 A9/ R ARksts VM e SIA/AIREe R 19 Xg, 7FE Y] A AR
o A, 7 o8 A F. 99 e l% ato] §1A RS AHsA shgsta, 22 A AR (0)F
A EZH7F o4l e RS 2 x —"é 7hse] Axprh Az e AEAr Al Ao o B
Are| wiHol Bk o}E}L A& HFoHAE ¢

171) 1A th_/*lﬂ B} b A /AR ‘Q‘is‘}, OE AA/ARe R Yo gk 7hE e g AP
2 72, 30 ol AAl 5. 9o % ojgato] YA ARE AHsHA H 0}1 7E‘° °1X1 R (o5
e 461-)7]- o]glo] Q&= /\lﬂ X =

OL
N 4y
O_\..EEr\]

- 129 -



= dole el

ggoln

-
L

el osiM Ad Zoz

WOH

i

=

Haell AoiA

Al

17

sh), Az
Hlj A

2 st

Aol

T
T

AL F4 5

-
-

5

KN
=

i

2E §
Hi}

|

A,

4 dojH el o9

4

) A 5

AF7HA 2 A o] (7}

SR
*4;

&

= ol Tkt A

A A]

d2< 7hs =

CERRIES
Aguel el

==
QLN

8

)

ilf

ol

Uk

7}

-
L.

4 "HolH" 49
U (@) "Rl B

DA 534

2 "0}

DAA 54

= n
=

A1
-1 =

R
=

stof A

=3

= Rz
o el AN "HE) F
F#e) e s "k o

3

ol A
= -1 =

= 54 7

735l

)
—~
file}
ﬁo
i

Sk
]

3o
o =

o (ke 919 )

s

A==

‘UMD #

w2

= v

o]
B "(7FE) A

o
ks

o

-
o

I
of-
ﬁo
|

~
fife)

7 A el 7hE

)

715

o (e "}

AR

==
QLI

=

s

==

)

B

=

oy
pal

)

—

0

+
o
ol

=
[e)

PR A8l gaats )

Auas o

S
T

) ARl 57473 A4 dolH

A et 7H

S
=

=g
=

63—

ok (@ 7] 27HA

o
il

gteh)

A £]

olty. Uty TLo=E VNI

3) i =

Mergwel (7

) &

8

o714 (7}

=791

)

iol

Jro| A, (7}

o=
A (e 2

=454

S E
=

)
st 7

Al 7R

s

=z |
=

sht

7hel&

L
L.

ARl ¥3y

- 130 -



o] dojElel vuwdo g T RN 54 JidE AEE ¢ du dE
R 5

B2A 7i1e o5 S Ad F4a7

olEl7} & ABF UFE) AR wWd FA47F 29H o] vk sk
o] Zl& sty B il 54 ol=A " 3 (UH) i) 584
A HolHdle Jhde shuehdt sk FEVE 7R E 97 Wil
(& =% 718t ot e A¥xh) 1 7k AleAt & ¢ Sle
JRE ol &t o 54 Jide AEE|7F of it

(b) H AT FA A 7FHH172)

N
-
o
ox,

{(

B s (F) S RN CF)AL 548
Fol A3AFAAl Al W] AIAF FHefoF sk

23k Ak dolE e 543 7ol vekaty] )

A HolEHE hEshy] e HAade] B AT ¢ glon
Helel thet AEAdS A= A AAS 28

S aEste] ARYAR AAR ] At 2] kel AAds] 7pyd devt
o agEE 9d R i 544 34 ol R Ak )
R el Hark Al g, Ay e HolH T A

Al 7vsE Folq=A7 2AE F JdoerE, AlFdE (UF) i

o, OH
O

Au)
rO*'

o,
I
oX
oX,

oX,

’

o Jm

A/ U
ot

ox w9
ol

oy T

b o

5 in

S x

) i

=2 o K
8

o

N

N

ok

o
o

i)

%

rir

N

K

s

:IOL_'l

31:‘5

ules

1o

ok

fot
e

<y

o

=

o

=
=
3
2
o
X
=

ATE CFD) AL S4 & delEt AgeA AFEAEA] thalA
5 A0S AEE S gk ek ol ofw Raxe] ta Aol
AA ook ek 71F W Sl vl A #RFS AN FL sto]=etel
2 A ARGEE FANA o], 1 7}%—% Sol fAsAT )
94 g Fee AES : g
e 8 ABAA Qridhs A AnEAY a9 FOE o

= &3l A3AANA AFE 7 Ak BAF BA AR A ARl 5

iy
ol
o
-
(o
K

=
(o
=
[AO

o
f
rlr
Jm
o
2
©
32
rlr

O

>

172) MAARLL FF) FAJAGRAAN 7hgste] (FF) 719 Solid 4 dlolHZ 7

OH
e
o),

- 131 -



4 Yazcte BAy 5 AFe] B Hel, AR AT 9@
e AdetA Aeael stk AR (1) EAAR R telAE
QgHow (17) AA SAA i dolHw ATe Aolw A3 AT
2 FsEA @ 2L ohlnh Belo 9% &w AR A AL
AE2 S FHL BEE A dAHNE PRk dth 4T Py Sol
a0 An A3 A1Bel Az 5o 2

© UF) WA 5ol A4 dvolHE 7heste AFIAE Ak 244 A%

A A3 7oA A= ALY

JAe St A9 A U A B 2AE As: Aol xﬂoum olch
OF9) M S 2 dolEe el AAL SARE AL FAsE
FA Bate] B4 AN AMss AL e FAAA WS Jehs
Aol mHAoletm AZHAT, vhers & AdE A AR 2§
b Bl AR AN Sol @@ HAe B A, shol=ekeld)
A= A BE s gl Ltk @A () A 544 pa
dolglo] #ak okl wel zH o TAH YgorA, A o] ta)A
t o ogE-Ea mE e 3K ey o vk erEg. (FR)
M) 544 A dolE7t 93] owslE AL 5L b vl
b ooldets BT 0 AT FEen WA b el B e B
oA bd BB sfof stk o2 e @ AN SAHEA @7 A%
A4 2A S AP0k ok, @ AR AAR EE £ QARTE ] 4
WofEo] AV1A RES AAH 222 Aok @i dol QolA A
B2 27} et A W dof & Ao AzHEn

Lob7b AR A Foll #E b #el A9 FAIAQ o724, HolH <

AEsHA HolHE d71d A, HES
el MRt diolg o #4 & AAl
7

A g A AE)el w

- 132 -



2 ok ok #e] A= uE Jlolw 1 &8 A wE AEg o
RS Aol gtk o] Hie] AAlE FR fEo] WAE Ao HAH(FA
of W, A3A Vel i RudEA §)e AAR A Ao A4EH=
e Frel w2 Aow, rpol=kel Folld W&} sk Aol ukEA st
thoolel A FEAE FEE OF) ] 5844 HZ4 volHel AdE
SAsts AR xF¢H e As TS A ASA olE= TA
st A olelel, 3] thall AleA 9 ASA Vo] TR FACl AF
A= AL AR ghetst JRAde] wgefol ks HAY des e e
AEsof drpar A4 oju R ANA A 7zt E<t T HolHE
HESEE & Jlo] A% & 3l

7HE) Ml 5H4 4 dlolE e A3AF Algel Slof, A3A 7ES Ay
AR EE by U Sl ¥ AR Al O 99 v T AR
= WA AR =2
4 HloJE 9] A|3x

ﬂl O
u\l
2
ol
il
_EL
S
N
)

ot
N
=

g A7 elolE] Aol ohE ARIARRE W (F) A 534 #a o
OBl (47 HolE B) Rl X3 ASE Az wap o A9, A3%
el AFHE PR (EE AR /%] sebsiol & Pr)elE, A% dlo]
B A9 £3Ae gu ol¢l, Az dole B AF YA By IR =
Fellok Arka BZEE ol B dolEd B0l FHHE e, A
37 7)ol A% - g 4FS shetsts Aol oW At WAT A
o Ao} HslT ALY 5 YRS sz Zolv, Aide] Bk WA

Z71A71% Ze] ohet MR EFAQ $0o]7] folth,

o -

A3AF 71 () A

ule Tl UF) A —‘—?Xé*é 2 "ol elA Jile]l S 15

ro
g

N
o
oy
B>
jin}
o,
,
2
s
X
i,
o
%

- 1338 -



o,
O,
FN
S
>
to
=
§:
o
6
Y
)
i

JaA olme A Ak 4L A, 1 A9
o] A7) %sw Bes g v vy fAte 2, = <7}xg> A

N AREE B A8 dasel IF Ba A w0 FAA 9
=23

& M3 FEEE T, owd siQle] Aol A= sl sile] ool

o] ZheHl oW Alcto] WAL A xAF Sol B A4 AuE A
Aol sofats 2S99 ofe HolE ] FF thad 4T wEe w
G oolE= sk & Zolk thuk A3A /W 53 sHo] o}y Bwstd
%741 o 917] e 1*&101 DR A5 TR AelaAt 2o

O
Sl Xﬂ%—% 713) 7H"L =787 Z.%_/h dlo

AL BARsSTRE AelA AA ol AEE uedE i dAAw
1% AAZ AYAZIE A4 slwo] AFRA = oS wa: 2

W HolElg FhFel wate] AR IE A% 7|9
0% 4HHE RO Thaw g ol AR

O AsAH L) GH

@ AF A CEFEHA) R

©® AF 717 9 RE

@ dolg FE 101 dolE, & 711 dolel 2 7|4 Zro|

® dlolel 8 2(7 v HolE o]F H=, WEBL#H °lg &

® dHlolg ] 5

@ 7ty B he (7 &5 GAd, AR ARE A & AR AES X

&)

- 134 -



Fob e
1Al A3

)
A

9 A1zt

°©

°

il oF

S

HES
ol A&

}

2RO Al K

hyA

o]
=

1= e75Hs AR

[

55 o

1.

T W XKW T ool o W ool B T M X T o
\)‘uAlomlwl‘mL J—,NOH._J_,NO%.WLH—/”MWL ‘I_/_Alo_%ﬂimu
=0 r = J ! . K 0
ok T > o M oy W Hoy oM
S H o ® = & W T o - X
ﬂ.m WNQ o ﬂ.ﬁ ﬂ\%‘% = do Wro o o
B R T Em S R R
N R N © o R o~ %o wo N X2 gy
T o 5 RO e T W e & T OO oo
» T W g L I oow T g
" ) s X 5 T ®o HE 1
Jatio | NS 0 © o J.dﬂEo,ml
= g W T E g Voo m
B wor < o S B N
o A m) g O " iy N B
P o oo W op B M =0 3
. T UZo 0
wo g™ R wro o of KO o ~ QOE Do jn
B S 5 J o) —
| ) ) <t H ojpy 0 ). H_.__uﬂul
RS = SO N 2 TR Lo
T o @ T w W . E B L0
N o g %2§ N N o N = —
T ot X o= R =T o MW I S I
o ol 7ma,&|7oﬂ|~| MTAXJIﬂ
- . N R CA R Ty -
Mo 0 O od Ooa o 9 o or ~ - >
B oA e S T o o M Nwom ook B N
o= % 93 S o F o T w4
o3 ot g el Lo MR ARy )
TE:gan B sEgRSgy nEo T
0 o T
PTEEe < BE IS gy FTgkTE
%immzoul - ﬂIaLﬁEﬁmm ﬂﬂ\z,o_z
N il il == { -
TAN g - B TR IR R .
R W W = ool ar oo wo, e RN
ORT 5w 5 pdMou o E thaul
— % 5 . oF ®O L I 8 W o re
i
T oo MX = . o= ®op D o .y 0
s . T m N ow o N o W opE
~ o W B R NEEE T W fo B < T M

15w (2015.10.24.%
Azt A7 of

=l
T

Fol

A=)
=

34

2883&page
shEe] Frjold HlolBE RS 9, EvkE S8 AEe] FEaka gom, okF AW} okxB(T R,

Al o

U T

Eu

trade&wr_id

AAZE F=3 Tl Hdole &g 7H

- 135 -

-

=

A K

$ioleta me17HH o] gkt

of AR Aze] WEH, JluH(H 24, ERE

1%

A
A

Al HEE AT

)

174) sAle]

fUN

173) HAo)alE, 4 doly &8, Adst MAPRE T FA, 2014, 6. 10

http://www.koba.or.jp/bbs/board.php?bo_table




A A A 7
7t %37} UL ®ekr} sHAIRE A A= o]l T &l
stoh. "ol 9] 7hao] weldsE dolH e #84 S AASHI
wolvk. I Ay 20149 6€E 9ol IR JHJIAE B N Xtel=
/DGR JiE AAZE AAHAT. 716 Feidd R T AA
of thet AR = MAYEE, f5o]x] oy &

Atk yolrt A7l ARE o] &T A AldE oFQl iR BS9dd]

g

oA EefolmAl Ae) e AUA R HRES Felsh

HY Fge AW © vho] UM o]§ AT HFS A BF A3
2 sk Zelthi7e) 1 ge @ AANFR o9 FHH1D @ 7
A% FE okl AN B f8HS FW T @ AAYRY BIE P
179 @ AQAIRREAA AN D AFEE10 G AAFE A
FEUEID © 7E A AFBDoE QoFF 5 Utk HAEs] B
g Fo AAAES o Eol gor], a7 Fo el Ui W A

LIAEE I E FELFshe JAEY 23w eI (wa) 9 Fujold dHolHE EAste] AE Tl
3} BEDFo] AME-sH] Al AT

175) http://www.cas.go.jp/jp/houan/150310/siryou2.pdf

176) http://www.cas.go.jp/ip/houan/150310/siryoul.pdf

177) MAGRL] gole] Has), wizlzl Fast MAGn(o]8ul 7|UAR) o #3t F4S

178) W7bagnel et 7ba oy HAw 52 w82 Ful, AMAARRTAH ] =
‘30] ﬁl-x%vq 7<-hj]

179) F849 FR(A32; AFel At Fl W 7152 2 o), FFo|5S HE HHo ot AR ]
olglHlo] X T AT A

k3

k!
del

U Al g

%4
ok
5]

180) QAR wE 9982 AAstL Ao £ 4w AL A3

181) %74 298 447 9= 49 @] o Au Age] B8 34 A, A=l = A3 oA I
Q1 HlolE] Azl et 14 A

182) 2ol B9\ QX o= A3A AFFE oF% ) AL TE 5 QAH, o854 WAL AFeshl skt

s 943},
T4 4w, A AN R 50009 ofe) it F5 AFdARe g ol

- 136 -



=
)

[e)

t= ZAlel dE Jroln, ths

°©

-8

(1) °] HEAM "HAFE" =t P=

D g AEel Eghe o]

)

K

)

s
ol
B

—

<

2
ol

)
%

¢+

0

il
I
el

0

JXlO
il

T

Y
;Oﬂ
P

2) AR5}

o

~
o

5

] 9l

S

AAAA7] Go= Al

[e)
A=

i

) Qe

Al %

A 719

=
=

1)

L
J)
%
-

%

7

<
o

il

=
54

OB

25
- =

1A =AY 7]

¥ = 7H= 7IE Aol 71 EA

Hls

=

FHAY JHd e

1

kel
=

Gl

Abgvieh A WA el

o) g2} o)A}

2) WA AF=H=

el o
kL

K

)

TC
a-

AR 7T el

JEF =olejo] Vx| dm= 11 F5ell 53] #ie

-

g 9

SRR E R E A E R

a7

B
]
X
o
-

B

e Hob 7i e

=0

olo

"ol Ao olA o] gH

=
o

(4) " 7M1 R do]EjHo] A

ol

T

R

°
ha

St

A 2]

=2

(5) MAFEAFTAIAS Aol FHsk= A

Ho= Hol 7i]le]

AF

ofiy

o

M
Hq
s

PE AR AT

no
2

Bl A

(7) ©l

e
blo

K

T

Hlo
ze]
NI

o7
)

JX!O

Mo
~

83 3]lA

o
A

T

o3} ol

=

i o

O

of o

=

o

B R 2
- 137 -

[e))]
2]

1

T

AN BAFA A

=




W o
xm o] ®o o o
NN T RN N T
) F Lnﬂd.%o%
K P iﬂ].ﬁ}% Wy =
of o ﬂo_Pﬂ o 1) PR e TN
w B " 501_61uwlr:u€1 X = N }
x A ol =N ) ﬂv = "o < = mo O T T ™
—_ = T —_ \n_ n ﬁﬁ JH = io Vi KO _,i —_
o o :: Y o 0 o ml #E _ io T — " NI - o =
,WEMﬂ Eﬂmouﬂ._q,ﬂ__lﬂ .;Aﬂ]ﬂwlﬂ_b ﬂﬂwﬂo 1rgvmo7 =]
- T X = o/ T o o _— 7o Mo o T
T o— oy X° oy © ol 7o 7 M e = % J|
YT %mﬂiigﬁioﬂoi ﬂoﬂﬂ = R o= X = oj = "
o N E o) o O % ~ o T = T o A T Wy oo T 9 =3
— il ‘GIHT_;OL‘I;O 7UHXO H,Ll,au lo Y o _ —_— -
N mo KO T & of W Y ~ T P_; =0 = o ) o7 oy o
- | %o X iy 5 X oo o o X = Ho © ol ~
aommﬁr mmmﬂaﬂ_ﬂwomm Mogawuiqﬂo_, Emmmmﬂ ~ N N_m_. o
e ® 7ﬂ%%%‘1ﬂmxeg ﬁiﬁ@iﬂ. mo775 g = M N a
0oy ™ 51@% = 2 A L =T o T ™
;o:._ X = ;O.# _ Eu_ fuze] E#E XY = _6L o ;OL - 0 — i
= = o 3 oo N = = o T % 3 NF xO
w O ™ EmA_uio El}o}%m% TR TE T i S
g B L ogm_ﬂinyniéﬂ @onaﬂﬂg mwoar ~ = o
R @M&mﬂo%imﬂmo mmJ%dﬁrﬂ %sﬂ% o "1z "
<o B W@%@@ﬂgmﬁ Lol R 2 Wy B A G N T
i T To o o L w D ® o ™ X B o o R g M 5
Emﬁﬂig%ﬂﬂ,ﬂ&%ﬂ wmww%w R Lo w 5 ~
Mo7ﬂﬁiﬂnﬂﬂigagwoﬁ WW%ME%@ :o%ﬂ. » B 7 Namm T
o ) — 0 — "
}O%Ekwﬂg%@gqﬂ @__iwlﬂ,og hamhw o w1 U o
Ws@ww%mﬂmﬂ.%ﬂo%% T X o<z L : pE o o 3 h
mﬁ%miojm_wﬂﬂﬂr_/mmﬂl ﬁ%ﬂ@@%ﬂrﬂﬂr.a%% o mﬁ,_ﬁ )
>oﬂﬂmﬁa%%m@7 N mogw%ifm%%ﬁ%ﬂ jo 3 W N % 7
1%H§)ﬂﬂ%%mﬂ%§ ﬂ.ﬂo.rﬂ.%iﬂ%_zH# ﬂmrm:gmr@ﬂﬂ_i oF
ZMOLE ﬂo :A,N_l ,mommﬂligmoinﬂﬂmoﬂﬂiéeq‘ﬂ/l Zx_ JHHLOL _foL‘l]v_Alﬂﬂ_OIﬂArLf
Jmu_,nn\/@l PR B ~ 1 ﬂo)ELn T G = X
MoBMMoEduoﬁmoP&HLoﬁiomwn,moiomﬂj.o6 ﬂwizowao]wﬂra&;A%ﬁﬂ
%)mﬁsﬂ@%ﬂ7me}ﬂu% %é%ﬂ_ﬂﬂAﬁéd%
N E@Hsmoﬁ.ﬂ onnﬂﬂ mﬂ'taﬁzfla%}_@eﬂ
= o B o N - e T Y
\&OﬁﬂA oju d_u‘l_ﬁi,llf o] ‘_I«owll_xﬂ._
fn GE - oo T ~ o o B | R o @ ° o
rEra @Qﬂ%z%ﬂm%ﬂ@
o} e ool ~ _Eil
q\7JﬁNOE 0
@ﬂ
B
~NH

- 138 -



Sl
s

L=
o

okl o
el el

5

0]
pal

).

kel
=]

APgel Qe
i, (@)el 9

o

oTef
o]}

= n
-
i

o

o}
kel ]

<]

=
(e}

}

o]
pal

AU B A AR A

B

=

T

3
2

°

o]
e EE R

Q1 B FAF #F
= AHo=z A4

=

NARBHAFAA ol 2]

144
o Y7

o)
1.

A RATAIA )

S 1R A A
gel7l o WEe A w

=

o]
(5) A4

)

X0
e

bol theat ge ARE

5]

A7l o

1t

o

-

1]

==
=

AbdARe]

L

T

Bl

S

]

FADN

1 A=

=i
=

A
LA

2%

)
=

2) /AR

s

%ol o

o

kil

]
=

L
AbdAte]

|

ZFA

st

o

&

Mo
N

J_.NO
0

J_.NO
il

)

Jﬁmo

;O.#
£

==
=

Al B AR

S

R

| —

]_

By
—

°©

A
15 of
- 139 -

2

1 AEE

o)
=

_]

A
il

o)

9) 71et MEe] A 9

8) 2%k AHRe]

L?L

(3) v]YH 7lol=gkel (59 Y, 2015)

AR A (AR 2



HEF o 2 2015d 5€9 30 993 7)< 7MEE
29 o3} 7|&E7lo]l= Verl.0) £
= 3]

FiARa: A8 g
-
LI

shol &k A3 A HH%’?Jr 7= 4 141%01] s sAdska Q) o] ujAH
sprtol=ehele] o 82 ofel o HhA <ol ItdstAl @ okt

—AA R g3} AE -

ifjxﬂ %%oﬂl:_ olggn oisle] sk rlolteRjle] 27 EAjgTE sty

NS BA AFGARE] TR B L] A gk Hgg HF stelEEl” o],
= o}ur_g “olg - s BA AR MAAF R AAS HFS sk sho)
ZERel” ot} 7)ol AR RS AES= el ek dHeolw &g A

wol E£FE olF, AYLY VI8 /& Bow 54 AL 44T 5 Qe
(G2 Aug 474 23 vad 5 gom 1h0% 57 /e AU 5 9
L e X dn godth £ o7ldE AR qPss A A
QRN AF Pu] TFA oF, AULY, F2 5 AAL AEse In
2 AATORA 54 MU AET 5 QA = R olgtm Ay 9
YR AzEe) ehagel B slolmekel” ol WA HAF] B i
o] 7145 o] ek

=) = ATH A7 AHES| oA
AR A= O AP KE JiddelE o]& W g FAF (M2 3
o] A51-3) @ 5 & wokellAlg JiQl dolg o &&/3 9 1o dist 1
(A 22 7EHEYH IS A5 E S =98 Yt od =oE ntgo=w
20134 12€¢ 20¥ ITFEAEH = “Jddely Y F83 &85 93t Ax
ANAE A7 & SRt of7]ees dEstd JRE 20 F9 §lo] A3A
oAl AFer] Y3t HA AR B3 HE)S YF Aol FAUA

r}.183)

- 140 -




NEAEAYIEFS ek Aol da @ S0 “FE & A A7 3
‘ERe = FRach o @ o /%49 £HE Asaun dwsel oy
oM cgAd R = 9% F evks A% AFeTh = g9 3%
s #Estel @ 9PatlE oy F£Eol dvks A4S APk s £
3} gAste] @ AA7bs oPulolE (4 53 AAHAW deel Pus hx
FomM A AAF £ Ut A Agsetn FE () o2 oyl
(97 5& AL A Jus sk TS @ . wHsey HE
B © 12 Fuole (re fHAelel g 53 AL AEshs ol
DUFES % O LrolR & Ytk ool AAYRE BFHE Aw
MY AL GFE S Joka @ 5 Ak ok olE ByekA FRsE
ot 0 LEE PAE uishe, EAOE k-ojH 807} ek

ZholEejRle: F7EE A EA wl=d =8 AHE e v=e] A
- HIPAAZF 183 st 12 (F 74 WY & Adgo] 7k - 1) 11842 18
el 4 AHAlstAY, 2) A 4 diEvbeEe]l AR Jljle] 54E A¥E
Hrbekal, F9] 1 A3E TAgHe v &
ol ol AAHI Qv d=¢ A¢ EHRes &3] A FHEA
SUS(Secondary Uses Service) 7} 75 5o Qlth. &= 95 FHO &85 9
gk Zhol =kl Au|E A Qlo] oJmFokelA e ARESS ¥/
EEsH7] 8l NHS7F 2013Wd  2€9] "Anonymization Standard for
Publishing Health and Social Care Data"gt+ 7lol=ekel-& #1433t 18
o gt o] WEstA g Atk

ol
flo
PV
o
as)
(2
rok
an
1%
1o,

Y,
i

4,

183) A3 AT o] BelBe] Aol vt AI2AS F712 ANSG. ol @ Aol HIE F 9
FsHE AR 1R HolHe AFE @ oF AL xAo] ATWE HolEE e Holes vxs
Th EEA g 23 @ ol AT AN AT A FEE 2T 2 AANY. ol
o] & FTC 393 788 02, 20154 99 A o= wgs Ak

ko,

189) k-2lBsold ki 54 RIS delelE kol wleez 9 5 9 RS welt oy Aol
& 20 39 iolol 539 e FolEAT Sl Jugel Hold AgAOR AR & gl ol

7} Hthe BAV} EAet,

- 141 -



L. = FAAA S EAA

AA =ul AFHG NP RS W18 = As] §A 18" 5 Qv 1
g7] wiitol AR Nl wigk #RAsdo &%ola}_‘i A= ARE A9 9
9] glo] MAAR Mgl A== AR diMd & Qla, 2o wet el
AR RoEe] Aguide] dch AR BEH A18x%186) 9} 2 o 9]
z3fo]l Q7] stk sHAIRE o] st o ejxzEg o ®E AP KR o] §o] §FH
o7l AjAos Hast Ao HT

rr

185) &3 WHS 7122 /MAAES WSS 9 dxAl deRA Fidsiis AR (201321517) 3 IMEL
AH1(2010315343)

186) A18F(HAGRE] o] & - A& AlTh

O MAFEA AR MAYRE ALLEALZ W HeE 2t} o] &ty A172A11F 9 23T wt
< HSE 29t A3AA AlFsti = ofy %E}

@ ;%]13?}011 ek ARJPEAYAE v 4 29 o= il sfdels Aol JRFA =
© A3AY olds FaetA Halld 87 e WE Addstae MAPEE F4 99 fER
oj&stA o5 A3ANA AT = Avk. vk, ASZTFH A9ET/AAC] F= FEvIHe] A

T2 e
1 ARFAzRE e Fo8 W

g
v
ru
i)
i
=2
2
ox,
ol

5. ANPHE B2 99 FER o] gAY olF AN AT3HA ol
£ e QTR £9T 5 9 A9RA REAAN 42 - 9AS ALY S

6. ok, 1 9} P2 SAste] GRAR T Aol AT skol BaH A5

7.9 FALSE F2el AV L RAF As] DG 4P

8. e AVYF AL 9lstol AL S

9. JOI) A 7E, REAR AW Ao} Bed ¢

@ AAGRAD AL A2FAL5o] GE FG WE Aol e 7 5 AL ARFANA el
of Gtk the 7} 59 o shbe] AHRE WMATH: ASelE o2 e FOE yolop dh}

Lol RE Asne 4

2. AR ol g HART Aolr AW A o) § BAL wah

3. ol& = AlFets MMAER] T

4 AR Bf W o] § AT Aol AFRE A9 B U o e FaTh

5. BT ARE Aelsk AT AL D F9 ARl G 2ololo] Y AL 1 Hololel
8

@ 337\ A2PA2ERE A6EAA, ASE W A9Eel Wt NAYNE B4 o) FR= ol
e/} ol & A3 AT Aol T ol i Al N 2, %4 9 A Sl
o] Ao AL AAAAYTOT AoHe vhol meb . wi AL EAolA o A

sofof k.
® AAGRAAE A2F 2 59 o= kel Aol APl AAYRE
A ABHE Aol AAYRE ATRE AolA o g %A, o] g
ol Hiadoh b G, A NE] AR NS sl B8 SAS PR o7 o
of BT} o A% 2L W A AR Ay HRE fete] WeF £AT shelob Het.

- 142 -



A% 9 A18x A2 A4zl A EANY B F=dT T HH2
sk degt A=A 54 VS Lok 7 fle FHE NIARE Al
) Eo 3= AA™ AR E BAES A 4EshHE sto] ol &siH L
slie HECl e wAEs Rl gl Wl AJFEE ol g5t
FAFA G, 33718, A7, AAFA §) e ols FASHA . 4
o2k el A Ak Badt shol=gkqlo] SVl AR oA W EO
obym ojdA daAM A} 23tEA s H AR F8% AHE AY

A9 olelgh rtol=eieleo]l AR I x3pHA A= Flo] 7testal ol&
AATA £ete] HAFEE HAES I stdets, F9FAs v
H3td JRE Aol o8 o flvk =l AW Lo oidt wd g el
HlF=oj = wf obFe] HASA WA (A P E it A4 o
APFA O R ol AHoRE VhesiAE, i AR VIR =2 3]s
A Har, o2 lsf =zt HA ZA7E g 5 V] WEolh

o

A5 s AR ol o sl R B oW, ATA} T 5
Qe AAAREA AR AT Wl 019} was) Hdoly ¥
Mol BS 1A Z19AY ARAse] AERE Ba) AAYE B =
Wl FAle maste] Bgel tE APAAY BreE 5L 5 U 7]
8% A Hgitk o) Qe AAAL el9) 1 fge R weow

ATA A okae] W qro] fobe Frk,

1. 9EFS 29

B2 E7E TR Boo] owdt dFS FEAE Ageks el o],
S Q5kA adslof sk s T St 63_% M MJARE A5 HFskal o]
Sote AT Hagelth 20119 MAYRE BFHo] skt gt o]
e E2 NP E BHoo] Al f1Folal o] 82 sty glow, H A3

- 143 -



5 Bo IR B W o] &e glo] AFAA ERS FA Xsta vkeE &
AE7F @A whEA o R A|7|H o gkt

AN o] 2 Fa AAACR A EIAARE A Her) oddd. 7199
JFellA FLE HEstA Eyuo] EAgletE Zlo] dAAo® ofFgly] Wi
olgtx AR ETE 7]Yo] ougt FoE i 9low &I Yoy AL
£ Hio] BAgtr AAste A, (D 71999 v =yA 2doly ARG A E
S TTHTY BAAAA = = Qdvke AFel da, (2) FrATIEeAA A
A7) TA] FolqlAlef &l A/FFHA SR A HtE Eio] Ho d4tf
A2 JHFoZA A~ E FHbel §1& ZAolql7] wEoltt

olf A #AHo]l B2 T|HeA v AEs dFE ek
2 al 7]

(1) $2& NeelHg FH83 A8 Bestn I

Z1elut 33718 4ol AFAES HHolHE R8skl LA4e &g
sl Aok A S sAY AR S sk Fsks A AFAES A
T 7HA AbEEel AdsHAl "uk shvbs 1) o DA sk Fo X AEelA THE
HAe) Rl=ys mES FRlsiAY HAd o AgdEe st = A
of that "AEad e ARAE"S sk dolth 7 WA= 2) o9 s
Al Fxeta Q= vlEYAY oS ARy SuleAl & "mAIY S sk
TE"S o] HxE I vl=ys Bdoy FRo 545 SAs - Ue

M, "Beskar bRl dolHE "Alstela s} stojof drt ICTV]E
o] o F&53] A ARt ARslelA ZF AAZ7I7E AAAted ol
Tt (Variety)stal %3 (Volume) 3t A< (Velocity) shAl %rof7kar

= =
kel ol g & o7 £t BAste] 8 (Value) St = g, o= A ¢

- 144 -




HHolH 2 RIZE
TABFeaL s o A,

@) X S weolEHE s B B8 5 Ak
Aol wEolE e 7197 98] 7HE =ee T B AW

© A

Hol = &5kl ¢ oy & Atz Fystay FA4e &83 71 ¢l

E}. ldlo 1E1 *P?M Ao BlFolE o, L?j A stel AddEo] He AE
o -

g 583 e A
£4Q A7t eTAT, @A g5e] el ulFolR w wuole Al #4
sjo AYEol Wi ABES Fz AN olfEeletn Aztath o 7
1ot FE/WE ol FEE AR/E wRsn gom vy B4 5
w2 AUz 97 WEeltt

o€l Aol WA AAAE S 1) doles 3ol 3 HOM z&u}.
Ggow ) Hum HellEERE AT AUAE 9L 5

Avtow 3) dolelE ole) Ae Eelurh} oJwA A %
IS 28 F AL R g0 T} ek olste] R ool

T dolHZ5EH fus st AERE O}_L_ o|E 7% ZEz(wisdom)
S 355t "AYwd e g "U}ﬂl S SHAY TR &8s &
Stk SHAINE |3 HA L] HAMef H]Fo] HH, 44 Al 7= B AL
RH7)1Z22 offdr} (7] diais &)
(3) Fgst diek2 "vjAds) gty ddHT.
— AR "H|AEE) TeA e #do] g
A AFAEY Fdae GHs FQeo F3tste] dldgoly A doE B
O%—Zrﬂ st Fdst dicto]l "viadsl ety A7tsta vk ThE AdelA Aw
g "dolg Fxr" SHnt F1 AwE Aot} vlglo]E At Ao dHlolE g
FESE gHyl BHolth, add R AdelM = dHolE Y AFAEe] &
7FestAY AFAAL o) o iE] At Al2GA (A, 4], dAd SH)U F
ABAHKT, SKT, LGU+ )t sz Q3 Holg:= a4 1S53t &2
QX fEgA(Mad, HH )} " (Naver, Kakao), 3&7]#9 A$=

- 145 -




FET Aol ARAZE F AT Auw =
ARAEY PPl 2518 N9 Al Feeha wolr

~ZFUelHY AdRoR: BT A& & ATh-

A= SoutEo] golEHE R A £ g 7o)y T v|He uo]E

o AU Aol &3 Fukel vk ARE AL T A7)Re o
~uiE dolElE FFW ANAE NI A7k dE AF 5
= R A

g 956 v dolee A 37 otk A% A EARE Fo

7b obd Zo® HFEHE HolHE Al F5eks " utel: glvh B2
e 3l

TE dolHE & HolE AAUIE FEEolE S)oA Hotk
o}, sHAIRE o= 7ol Fa 7S] Pl 1) BLoE s JRI}

Z whojol du}, sk ut HAH o7 HHFA ] AL

Nl A R

S7F siget (U EAIStE R, ald el WE sEd EA7F okd
b B2 ofur) glth BE 5ol S SAEE 2 e )] "ol 2)

AAR FeR AR UEA e B9 RIR§)
3. ARy 7=
(1) 2387} 2] et

—AFAE AJARE B39} TEo|HA] EFF T3 BFeATh-

og
dolE Al At ATATn sE £55 AAYne nEe
8o o]l Farol Ko Yt A

2 S A 7190l F31)

ﬁd
o
i
s

At s1900lt A1ge] FaAAY YAt BhE FaEE B

o o o ooy HOE OE T
[d
E
>
1o
N
N
A
z
R
RIS
L
1_4
HI
oy
o2
|
=

— A A AE A "SGR} okzh "qE Rt B @ st

| tidt eaiut EAlo] ARsel AUAAl mbda v

5 g8t sk VIdold 31 AFA el dEe A
A 01 S|
A

- 146 -




olefst a7} 7oL gl A Y AtstAl
AvkA ] (target—marketing) ) o] o 3+ st &= 3l St
109 W &b AR A T 2 MAFHE {FF LAE st 1/H2EH
7b & E ol2 QIS HolAu Ay T A
AFSEAIZE A skE A 714 1:1 mpA R ol
FAAo® nietRA ¥ Fo] ofd7t A AXI 3
F 719yt a7l 111 viAI" e HE @] vk vy gy FE
o]-&st niAIR oY FAZHI} AA| Fo)FAEoly ansE A4 vjEo] =
o] ] olggt A|EE ditk5e Tl
ZoE #HAT. A= @A #ooly 4k
Foaldgloly 49 &8 73]
g olx Axo FAstE Frolth 7bE 7Y A9,
A

i, ol
ol
N
e
1o
H
H
2
2
AL ofor

A wpAYe] of :
A qre] ANFA AuAEY] YelE EHS] A% el HolHE

3]
11 vhAgelt Bl Rt 34 AL
|3 etk ot 9 eidEol ojeld AAS ek

-

(2) }¥o] ZosA FAZAQ 7le]=E FA X0

—MAZR F7F U F 23t -

T2 W A NAEEY Foe Aot Sle il #E FEREA IS dotE
T Sl= AEoH, g AERtorE= 54 IS doke ¢ lEE vuE 3
Beol g7 ddste] Lok ¢ Q= e 2F add o R Ags)
of 54 7= AT & e AR B o AR RIYATE 48H=
AAGR siFetta BA HH, AAEAd AR B A85 TA oA
= RQlel @ R Zopry] ofHuh e X wAHEE Fil 57 A
= AEY F fles e FEue] VAR B AEe Hlojd 5
Hoh 3 AP E BaNAZE A8HdE AAT ApdEe dFo] A gHol A
A HdelEE 288  flor® VI 9 F3vEe Bl Este] d4s V]
=°]aL 3l

SHAIRE A& WA= ZIdEe] nAEsE WS ARRAA A Gl W E oY
o] &E&EE FolI7F ofHuh dA MAFEREIZH Aol THIER 9
A e B gE dre g4 AdeiAT doke ¢ Sle AERE
Arel sgdEta Uy Eedst Al sl 3l BE AR A Ebs
do] Qe BEE IR sFeitty A E X7t Fwstth. gty 7]

- 147 -




F717F o1&

°
uk

=

H

s+

=
=

=

A7)

sk
H
olZle] 7He

tel 2

s
-

°©

?:‘]L
tol

I<]

FEZ vl =

B

THAA A B AL, o] Alo]

grel 4

| —

R

o

=

o
o] 7|vk sttt AGHH R MAFRE] A tiido]

=

~8Y AAFY gAY el vl Ut

Fo] wlo]Yd (mining)

°

st dHolEl JieREE O] ARFAZTY JE/ A A AR

MAFR REHS HPoRE +f

n] 2 3}

¢}

00
To
J)
—~
file)

—

N

il
o)
Ho

g

d= i

Z

=
T

olue}, Hw

27] g gAY, 8P E AP E9

—_—

= o] Zlo] FRFAL THR

5

°
hud

Lol Al 2

=

=

o34

=

i 7s e

O

=

=
=

2

77t 9

i

=]

%

%
fa

71A = AL,

o] o}

< o157] W&

b Bk

—_
fite)

/g—

A7dol AAIL A=

Z)
=

19l
1

o

P2

&g

b masl B9l A

S

dolg 4 7}

=1
2]

5]

Al 7RI B9

& 714l M= AHA

. =
Al 3

<

=

qEet ofef

]

AN

o
=

mfefar
A
R e

AR

=

2 vheba gt

4, 710 8t=
A AT
st

[€)

Y

o2 ol

o

-

A

1

IS

S

ol

- 148 -




F el old 2AAE Adets] 98 /19 el AEgeld AA Aeg
3 Aol Qgith olgk ol WA JEEe] B4l g AN AL
AhEw 489w Y= Aol

ojedt =AY dla WEFoR MAGE RIWAY /HAER] Ao7F F ¢
gEsHAl A EHAY old Jids FAElets ARE S Sle VIEE0l Al
715 st Zidely g 71do]l 88k HolH= ZIHelE & 53] o
= Alglstare i il @t diojEeolty. T Jlel w3t dHolE =
o] AbAsh ZYATE NJAGR RIHAG AMAES] 47 9 AAFA T
dAsH BEE. oY RIAHEE st BTl o] 80 d¥s HsHTe
ARG R o7t Rgsta njads W) gl dxpe] s Fd 7]5o] jlo
7190 8 371 58 AN fds S Ha vdolE o] 8 tha)
A 5 FYHor 2Ase= W
Al

Jolrh AbdEe] Ao AT APES & Best Ak AAYE FE]
o gE BFAAL Qe NARA AHow AGAPAE Folse At
%9 9o HHo W

ot WAA wel Fol

of ofdA] ZiL Ant. yolr} o= HEVF AFWAE Al MAL AAE

2y

f
_EL
-0,

)

rlr

a3

4

X

8}

k)

2

>

1o,

Mo

o

Y

ok

Ay

AT

== o

2

e

=0 ¢
rr
N
i—"z
=2
)
=
e
©°
°
=
N
N
i
o
o
I
L
ok
w0y

A olofAl, A 7ot FF 1w WAe] BgA Bl A ohdA Ax
g Best gk Ave]l BE AN nusH @ Ade 0% (1) A%
wel Al B ol U A4 487t ARET ol ol AEe|oFEAR
A g ARslwel B A Holw 9t Aotk Ed IRFAL (2)
Hesiol & FHS AT + =2, Tedte] FAS AR YA T
F Qe T BFeehe whE 5 YRS s PAS B9se 2 A
st Atk ol oln] YR FA 5o AdNA AR 5 Ak ot A}
FEAY b AolFol (3) APBAA AEFIE WE F UEF s
Rol ozt ol Muelee wHA YA /199 Wa me] UHo=
Pgshe WA How nelt

2. 5 FAAAEZY 52 2 HL

- 149 -




A7 ?i?éﬂr% wigow % ul, slslold WAMEE sho] YuE o
f3l= Ao TAA Y 7FA "ol AR EHE oz Az E 2 9t}
= = HIPAA ‘expert determination rule’ A}+2] H]2
2, 5 71E&dor Aerke A A3l oEste] HjAE
+ WAE vl= HIPAA  ‘safe harbor’ 739l H]4]
A FAHAE AMEE ¢ e AR F9E 5
o, o]& AtAleta v vIAEstE Zow oJA|dh= WAo|th Al WA=
e HoWA ajadst Ao grtadn’ & AE
& ANAR APE EQlate] ARl BEAEAHE WAHOZ AFe, 1
S FA A3 AR AAHR BEAANE BYse] o T AAFES
HAEE AASH: Folth. wixut d] HAl= JarolAset 2ol F47Ql
‘motivated intruder’ 73S E]dste], AAE ThsAdel diE] ez

FE DHW 12 shn 2ol JEskel A s ks

ol r}

TR, ol | el d wAEEE FaAA ANE AsYS e 9

S A AAR A geol FHT Aot ok, wAEE £t oy

512 oA AR A5 e S s FRe dF B,
A A

e

>,
e
oty
1o
Sl
E
2
ok
rE
[o

% w]= HIPAA expert determination rule %
o] mjAEst WA AZe] BAk o] WA mE HEvke] AE A
%}t—’?_ Hl 2357 ofygl AAE e 7heAde o EAE

Ejell A B = A Bt felA AdAEHA A E A o], o)y
g XA ‘jo”ilcﬂ ot AWl =W X oR RIS o
o] == JildlelEl7F HIPAA Zeto] Al 72 o] 7| Fel wheh A8 7bs e
P AEVEE AYsin AddE AT i i)ldlo]

Jz

- 150 -



/E}

of A e

ahl o] Zi]ldleolH

S

Aets A Pxast Qe

Aol wl-¢ 2t} (very small) 11 It

3

[

=]
o}

L=<}

a4

5

st2 ¢
F 4 9= dlolg®E 7FFEyE o] HIPAA Privacy Rule® 4] thAlo)

8
o
M=, A

]

A
&

B 7}
Al o
12 =

¥ T T d = T G oor A
_
5o P oo 7T 2
T TR s B
T

Te®he 5 =i

7_;Lﬁ1rb1_lﬁd,_m.1_ﬁ NoE
ROZ 2T w w e w
- 0 T © B of N _ = W

vA - lze) q,ﬁ
T 20 mo XA S
PP yuxw 2T
%ﬁo@ovﬂrﬂﬂ " E =

—_— X
TR oo B o ox
= TN o X y =
mﬂao_ﬂlmﬂ? T oo
o B op 2 om oy ooE o
TGN~ S Komo S
S ~ o BU oo <0 - K

S X T R
ST s T om o

sz 5 < o
PETET® 3EE

() — =~ 7ol
rmjx_]ar;u@%u N
G B o .
SXTE R TP
il o — o
Pw_.a._mu%ﬁow_ xdlﬂw/l

] o oo

i BN = oo N & B
‘IEMLA‘I_/A D_l‘._n%_l
. Fgp i a® a4 =

.Ul " ﬂ@lmjl_ﬁam X°
) Mz ® Do ® T oy T
oY K < X < 0
N B ome = BT wqﬁw

A a oo oo o To
w o BB % o o CORC il

T
_}\é

[¢)

bof o1& 74

o wepA s AbAlE

s A4

sto] AH &go] 7}t

S

1t

2

!

<)

= = -

<

[e)

Rl H W

- 151 -

A A A
=R

AR 4AE B
[}

g

]
~

=
=

A

A AR e o A 2919
At o

HolH =58 A

ot



B2 WATE AAY Zolth 53] AR Aol =YE YT YRY
A9 AR AFA ARFAL BOF WA golw HES sk 1w,
ol AYATINE AYT W 5 AL Austs 2 D a1 Fyol
olgett NAANE AT & QED ] P4 BLF oA A9

ARnzods FHo] Jat J1Fel ek AP AAFRE AT ejob Fk.
2Ao], AAYHREI A3 2
of Eatd el Bet AR FEL wudol o 5, AWATAR A

Arp B APITAI YR, 4EAAFA YR, <

&l A
o} 2] digste] MR B rt AYEA Ho By 9 E9] A
Al A W 2 58 o AR Fol digt 2Egl el E Sl F
Atk o] e, A FF ojdow nAHsd AW d& LIS
dolF e, I QoA AAA, A SAlE deks Aow A
T otk gETtE AR & u s 2AE dAR e JRea &
S ok oyl AHALNE FASE AFE FHeta kd#EE e o
g Foets 59 WA, A BAS Tl AAE AAE Aol A
st 7sd & A Aot

4 ‘motivated intruder’ ¥ 19} A} @S
sl FEsh= Waolt), o] whdef wrEw Az FA A 9%t H]2
]

=
8 e AW bl B BEAA 2 DY NES Pokol, 1

J
of 7]xstel AAE 7hsAS BrtsHAl "ok o] WS o] & Ag, V=
Al HIHo] ofyEt #ejHl HIH e &+ o AxsH I o714 o=
H FAA(motivated intruder)i= Sl dHlolE ] ol o] # L4 Sl
A7 sl 9 AE7lsAs 236k 9k, 18 vE2A g4 aE
°f T¥S ML Y, =AH, FE T sl i HE4E vh
AWA SN gk F7F A A 7H AEEe] AYE = e '@AY
5 of T2 gr® A
ANAE ThsAd e B7FeHA HERE @As] sid dHolE o] st Awrh 7
=57 Tl g8l AAEo] dojd kel tiaEiA = BrhskA ev

- 152 -



=
[e)

ot} ol wel o WHe A 7t

A

e & gloks

3

3

W ol et

T
L

- 153 -



A5% &2 A v AEs} A AL FH
AL A= FARAAL] U H& M AE

3 SulHs AAZ & oo, SkA iﬂm @ W= HIPAA expert
determination rule “+e] H]2HE3} "2 u]= HIPAA safe harbor?]
A Ba @ A8 N AR Efi‘ﬁ” Hl A st A @ P=
motivated intruder @S = sto] Hrlsls WAle o]y HPHO|E F &
H7] ofHot vkl ol &= FAAAE Fulel A &5ty stobd Q1A
B H3Y = #aEdg o Aol Hed Aor Kol

o] & A WA HH<el HIPAA expert determination rule & WA|A O R
AAEe] ThsAo] w9 e 38 o] V|Eo® AASEL 2

M odEAoRE AXEY ThsAdel wie RARE YR Etekal ARS-A
o

= RS
P AN FEAe sk e AAZ NAEEE S 2e e 9

g AR HeHE AAY &

T WA WHQl HIPAA safe harbor rulel ZA$%E &Ezo= A2
Velde AAR ke ZolEk = 4 A o] Wl wEY PAAoR

A A 9 FAUARE AT F ARES G843 £ A Hed, e

—

A m FAEAs} AR Fole AAEe] Bobsd Zolet nyY >

% AFoge vhse]l YA Y] wielth 23¥ 1 Ww
Z27HHQ A7 gelA Aol
oo} & zlo|th. uwhebr] HIPAA
expert determination rule®] 7458 wpzt7EA 2 A 2H TS A Sk

2]
Sl WP A EHY] 4A

N
A
ofr

ol
ol
X
il

N
N
ofr
oX,
rlo
ox
rh

ol
ol
rlr
P
o
HU _101'
%

N WHolgt & ¢ Qla, 1" wE I8 A o2
ol & Aoloh, uhgk, =yl dlolE Ao Y] xsk HES AT =9F
%3 HIPAA safe harbor ruled] A-&3sl+= U 7|+&& vldst= A|Es

- 154 -



% 7]'X]7]' 9311’% 7/_12_.% E_?_Tq- O]._EE— %3}]’ EILLH /\E];ghﬂﬂ} iﬁ-% o]%
Qe wAow AMA B uAEAE 545 2o bsd AAA F 0
FAHeR wAHE Ber Qe Aolrh

A HAZ, 20159 A B AR RTHA B2 E3} A A A o 3]
Azt Bz 5 AAYHS (1) AJDZRL (2) MJAGE obd FH Alo] €]
ol WA olal AAH HITwA A gyste], 1 F3F Je

T3S AEA =9 3o Avst EAoln. ol AWEAS A=
(degree) o] &A= N7 xel 7 Aol sl &+ o A3
Azrar A Q7 9l F738l= Schwartz & Solove (2011)9 F

al
A2 ol s Zojh1eD

_\f‘i
12
Ol
il
K
N

AAGEL] A3A Azl oM Else Y
& NS MAAREE AA VAR Uire Ale AASSskAL Qlvpar B

N

187) Paul M. Schwartz&Daniel J. Solove, The PII Problem: Privacy and a New Concept of Personally
Identifiable Information, New York University Law Review, Vol. 86, Al 1814% (2011)

188) UEARIYEAARFUS| (JIRA), 2w e89] o3l 7]=7tel= Verl.0, 2015. @ Y¥9 A7} €
"ZiQl dlolElel e AEI" Ve AE 97 IF AR T O 4% 71ee @l diEiA (EkekAl 74
D A3 Ve HE 97 IF AR 2-3, @ A AEE F gle 99 dolde AT I (EEIA
T4 A23 Ve AE 97 OF AR 1, @ Vs AE 97 IF R A3 AR 2-18 FaE B
W, 97 35S © oI s A g "EA g R et Qlth @ oW e s Atk
AnkA ofujefAle] "ebAst oEE s g F lthe WS A @ AFE Axed dis JdEstls o
2] 7o e AT oA7]elA sl st We-S ok "1"2"3" I8 41004 Avfgih

EAEHRE
ShoEHE e
I

DEZ QEZ '-l%'—a @z

S e

|

1. EFEETHE 2. Lbwa| | 3. FEL
BE&T—% EET—% || EBT—%2

L]

':
HIRET S EET 2RI T —AENENIRBAOLO TRAMETIEZL

NAGEZ F7E WY AAl= "2"e] 77 Fol Avkn & oyt #YsiA 143s7]= o) "3"&

1= oyt AYE oujstd, It oJ2A "k—oW3'7t ek o714 ke 54 ANE delHE kb

Rko® %3 4 ol dEAE Role oA Axold, kE A shd Jdle] 5AE ¥ FoeAnt

SAlel grgo] "ol AgAow AREE F gl HlolEl7E "tk AI7E EAg

1. 94 7bs 9 dlojg : A% TS5 AR e drel gxgoza sl

A4 7bss A rgstea e

2. o] vk oY dlojE AW T& sty dee Frel oS A XIEE & A

(Fgseta FEh

3. 5129) o dlele] + 319 oy Aele] ¢ 54 A Aol westes & 5

- 155 -



AT}, ol Fujel A g mE, Ao 4
F wet 3AAC AR, PR wAEgR )R G,
AgAE B AEAY Y @TREe del AR =018 gE QU

e Ao A7 Qlrh ol wAste] Wi vy 19 2k

A LAl || Eisst Halsx e fers | MA: 7 Sl
= 2 7HA
4 B30t @go| FHY b ol Sl
S IT
a3l e P T E L T e rem—m—"
B e i =z 7|
S i o
> BB B, »DE: g8 gixjo
= {eEE(= 7)) | Rt
= AAZISIFE R 3 7h
= == E
«<— (IHZE7 HIAIEISE H2]o] "E OHIZE) —> o

[EAH] 'SAITEL BIEEEE fio 48 §EE, SHET plis, S E, 2004.10.

o] ool WEw AgAE wAMAee] gFsEol GekAm, 1o wheh
Auol 48 Asieiol 3
SEFEC

o~
I
ofy
=2
>
2
=
re
o%
_II-U e
o
=
0%
o
U
=
1>
e
Lo,
fge
S
rO
L
>
e

o)
(. i) (v(E®) ZEZHOA HHIAE 817 8 HQEEE S0 B )
1Lygs D(E7) BE 98 2A(=SY HISE 5)8 24610] $10/2
AFBRE | p(E9)) 2 JjelEE KR} of AR A
s a | | DR HIAIES SR 22 Azjo] YH(raw data)E T2 BR
\ ) \bES) =2 EseF e @HEE S )

( \ /[ D(EH) 52 470 FUEY, 1 ZIE 0|5t AF/SA S EoF

= T i —

[>(Z22) E= ¥ M18x=H2etHl4s0f M2} M S0t £4 0|80| 7=

2. M5 B> (82)) i1 B ENE| A7 EF L0 A2 HlSot, 1 HSEE A= 25
S4x Lo Aet SEHEE Bt FS
G " [ (ng_[;_f] -Ex-ll Zﬂo]g okoi =oAL *EiEHE }H0|x-2[5|_§ Eljl_a—lh o
Seai (AFBX7t 5 7100 Fofg = gl= = W +20 HIAEEf Aa)
“‘“‘[‘,"a{;"““ #1.0| WEE olgsl HEatD UL Sx F2H0|0lE D, O|RY WA 5)

2. 0152 SEEF7|=a 7Ie® Yo A HAe oHals TGN T

\ ) \D(E2) 52 2547 2700|102 23 ¥ §4 4

(3 om ) (@) 2eimEel 4 HolH 248 9o B8, JARH S 2 )
'S A% D(27) € 27 £ (IR —» Au HRjo|oe F2Ca ok (I
. | (29 2 HoE B4 S 282 susE oE A= 28 /s
190) | ==meicpe || b(ES) 2 YHot 23 TE MAS] 27ES0lES blAlEs 3 W
(De-identification #FHEO| 7H o2 HAolohe HAZet H2| $Ho| 2a(atA)

2 ) \bE YL US J

[F]'ZEZEE 4y - 20 2 QTS SSKE L BENAE USRS 0130

- 156 -



A), A FE s ofme o wAEE A T AP o
), 7 MOR o 5F44 & AA/H(2™I B, C, D F AEA 5

H#3h, B F= @A) A A At sl 29 g Fol

o,
2
=
L
offl

, Y E" F42 (motivated intruder) 2] Zidel s g Z}el
BAb flelA e A Zo], ke TR JES =] v 4 s
sl hell Brbske A2 vk A 3ARE AEAHA AAR )

7} TAAE AAZ

d

rlr
ofr
<L

i i

\:‘
— T
53] A27l=4 &

stel ket Aol oha, o A% F2 AFee A
Moz Bt BYelA nels i Aot oUW W7k 1FEe @Y F

191) wlpaatel paste] ARUY WU Ael9) FFeHE DIF) SIshel nAHs} B
Walh FegAe] o o] 9ltk ol wAHste} oWsel el watol AR T A 7147
whgolch. 1) olejak mAAe ojgsle] PR AAHA SHeIAE 2 vE /A oh]gh
@ gtk FOF A WANRE YSHE AW UF SN HEHE Zo] o FEe HEyo) A
7 i g Aololof she A7 sk Holth olelat AAHQl BHowRH nAE wolg A2
solok & Aelrk. olel we olsk % o] BIMeIHE WAME L Folz BUste] HAHQ Sl
A A7k A5 AR W9 % geke Eolshudt sk,

ohl® o

- 157 -



Hlo] €

A 5

A

N
ﬁO
7
_
b
e

i)
gl

<

B

_
fils)

A
ol

N

HJ

)

oy
gL

—

<

1o

ol

)

(i
_Z:I

b

ol
W

tol

)

]1

P2

1 el AU

] 2 5}

aH7F A=A

-

k)
pal

ol¢} 1o Tf

)

o]

=

=

< 3

L.

L

Bl

[¢)

A AdHo

)

H]

1

k)
s

o

s HBe o

S

ba b,

H3r o ZH, dlo]E 9

=
=

A7t A Sk glo]l AREA o18F & Sk o] ohdr

3}

ol
.

i

N
B

2ol mAEst 7|H e g XAe

-

-

3

°

=g

=

[e)

=

A7) e

S|
=

o|J

S

185 =

Aol

s

5
w7t vkE

hH

SEED

|

F1el

A

VS|
=

- 158 -

1]

u
=

o

Fod, S =ol, 7t

9

qZsAe dd



‘release and forget’” SHZ dulo] T3l %
=z, o& 59, 4% gy ne #AaA= A8 oA
a0 AR, AskEQ HAEwt L ojof 3 Aot} 7t SdAQl

=4 f . -]
Age, Zehesg B8 A% AT A dold n@ FaT S ¥

, HlolE el gt HA= s 8HA 2 ¢ 9L

g, dolelol g el wete]s, Aot} Aoks @ BAlv}h E3td
& 9 otk Ak Aefeliz VA ow Holm @AHINE A4
ol Fbsata e Ao Lw Y 2L CFF AEEL I NEES
34 bk = X9 g Fol FEA G Folck ofe] waME 713

HIPAA safe harbor rule®] W-&< #x3 i, (5 Wgo] =7
347 EUY Standard Contractual Clauses % Binding Corporate
Rules®] WO ZHEE AAMS @& F s Ao=®E By, T3 4y
g FAE dast e ARl A= vjAEEEE FRo ofsh A3
Al BEetel JRFA L] F9 glol& olF oA FAveE HEes E£F

A e Sle Zlofh

rir

2. NAFEY Ad A9

Agua NAERE o Wt g 2 oguae f0e AR
A Aot UT gasistel ML A9 RE Jhle] e AR 7 A

MRS S AR AR T3E 5 drk: el Qb Ao mal:



) AMAE AEL g8 olgd S AE TFeAel SRolEE Ux FY
o Hug di Adstel NAE 49 sok & A, olF B3 A7
A HE ARE F8Y EF Polald i R8AE A sl Er,

ol
o
X
2
=

Ol
L
2
=
o
o
H
e
fol
rE
1o
o
ofo
o
=
2
ol
o
rir
S
krt

jus)
==

g Aol = MR RS LE 7 JNJAF R JlFel #et Thol=

=8 o7 Qrile FHHOoT u=

Adete o glold QAT /ES AASE 2L e o)
AAgnel AEe um ol Qi Ao
ME U 9 52 Bl AUS Lol

o

= H
oo HAAsAA, " dRUoRe 54 dS dotE 5 jiH

e

| p I
gt g2 Are g4/ ddete] dots g e AT & xSk S,

192) 7WJMAREIH A8 A1 Ad4ZoMe /MJAEREZT A7 NI R Boo] dsk MY o4 - &
Goll w5t AR o Ao - o Aghe 7Rdva sk Stk

- 160 -



Y, FUESNE W JY 5 oo RE Just 23EE o] ok A
o HY, FUSHWUE Y P} BEAAL fAR AR AEAbs &

2 23t Aoz FAsALY,  ‘F)

o

T AR E= 5 s ok

of deb gl U & SlMel oM E AMJIGRAYAT, dkAt &
T A= WY HE AR A golde RdVToR AR &)
o &4 7Iv7bed s slAel oJste] FrrRo RN @AY VeaE
ot el A FEoE Avtshs s e] AT Ao oE ne

ol e ANEN WP FA wok AFHoE PPA ANL =
FE 1Y 5 gtk Teith ANARREY AGAYE WE ot B

=
oz9 AN AP Fau A AAT FolAt ARE BE
Mo X ot Woly] WEe|195) AAYRE o] AssHe WHFOE
o
=
Z

L=<}
=3 AR AET 3

2e B 529 FAE FA5E Rolth F, naAEYRY ofF, FUE
MEel gol AH AW 5ol S Ay MR go| A 7R
4 A2 Og B 5ol ¥ PN FANOE Az, A AA
g ARl el AAG g FAAAS FAsHE W, 1 99

193) ©lQlg, TR E B JiRIAR Jdel it e gst AU ARE FHoR, , TR
ek, #1938 A%, 2015, 82WeA= “ AR BRI, A2z A1z 35 F59 ‘HE R
s A dgstel” & ARAZAE BAAA QFHEAA A d-E e ohE ARt st
o' 9 u|z FAls]ofof npgE Alo|t},
194) EUS ZSele “dedoz AH8d 3 22 3 (means reasonably likely to be used)” & &
alo] AH7sAS #skt) EU Directive @ GDPR 774 3z, dEoA 9 sj42& T2 AR
23 (e [2oAA dobaldlol e A W TR dF A dgske Aol EHst A &
AglEefol s} = JFLEE Y, oA 2 Z3 o] 20159 MG HAE ot HE F39 MQIYRE
7 2l E ATt
195) FAgh  THJIARE] Jigel #ek A, TEHAT, , Al427] Al35(2014.2), 69-74Hel oJahd,
RAFAGE YehiA o s 08 Ju9 dfste] JRFTA L JdAFAGE Halgd 7heiol
lom olF fgsle] g Re WHoE st A2 FQsh 47 ogkal A, VIR A
7} ol Ax Bebdsty, xdHoly, Bt 212 dAd ARALS A ErkHe 7 o]ty A% u
=8 AA R ol Ak

A=
ol 7

)

- 161 -



=
B
=
0,
=
ri
L
oX,
522
rlr
to
—n

>~

b AR WA s Zlojh

olgl astel olejd AR AP ARRT T YHEe] Tistel
Bake 7 )Fe) gl TkelAL ol dode] EAY sbsAel &
3] el gs7] wEe] 4@ sbsAel Hurstrhn wlwehs AdE 9100
ol Selelw FHs] Trrol AAW, @A) AN AWE ol 1 9
A4 ZRe]A AR SFe=rt 197 Festel tete] il 9
o FHFAA ERE Fu Aw, AAuANA g W wr
Baa strjebe A% SEFAC olma o] AuHEA 184 A
of el A5 AR Ade] wel a4y W] Agre] )
A3t gglel o 988 4L gust 9 Aow 4w Adnos
st 12 BEFe 3] A el e AAY U 7
A e WAS s glo] WA Row melth 1¥am 1 0|9
ANARE 9hH0 24088 5 i, AREIE e T AL
ARE Jbed BAoE FastuA AATFARA A2 FuFAe] og
a7k = Aol AANE Ashe olAstE FawAS Hshs o] 1%
AR ekl @ 4 QITh119e) o]eld olAsiE WA E T &
AAos @A FHe AR Ade fASEAE drel A A
AunsNAY NNsE dNPoR wgsy] skl dre] oy
AR o e wAEs AeE guo Ade AAdons deHow 5
gu w A S PEeN s Fehs BFow Qe Fshe
A% st ol s P WA PPAAS FAHEN )97 gL

_\'.)|L
~N
2
o

9% 5§ WA FPPALe wARGAe] hAHNE Ag9E 8T 5
QA MAgre] g W A% BAPE BE HAY F QE @

X
~
;O
o

196) AWz, THQGEA YR thE A7, dddEieh , A269 Al43(2014.12), 2469, o] A
(256-262%) = ZAAGE] 7de] oyt AAFRA A Fe] AFHeZFEH EAHE sfdsiatn
TR

197) #7437, “geole - AFEJIEY Al AAARBSHAL] LHA e A% AR, AAERET A
37F AAF NI RRE Y AF 4559 7Pd AlmuH(2015.10.8.) A4, 18-194.

198) H AEE 429 AJNGRETH o] gy ne de AR A% PR i 249 ol
O RFH FRFA A 7S Folshr] s Zlow Held,

- 162 -



A

[e)

=

REEIASERNE
3173

]
&

°

o FQ
A

7

?

J

A
=

-

#
jo= ol o] ol

=

EEEREEET

*
i} A

Al
=
H,

b

3ol

°©

<]
Wl e

A39 A7
18

©

]

=
=

=

o} 1
S
F ]

3|
I

-
A2 &

o)
S

A
Z
S

ke

Sk
H

MAE R

15

b, s Aet ks

3

°©

3=
-

]

A
%)
A Bl skE 7l B

Mes 49
o 3lejA

1

H

o T BT T TR T Ho o
oAk o T m .o ™o Mo T 5
— T %o Ao
o o Iz N I Y
To R Aoer T WM s = o g
of o _HWE__HOATEQ %o aﬁ“
— ol
o ™ Mman_rm%ﬁuﬂw T2
_zﬁ_@dl. JooT e = ow T
- W oW Kz w B2 P
X _ 2 odm® o X og o = 2w
~N T Y O N N o
™ ﬂ_OI mo MH ﬂ%._ m° o _,_AHI TR \EE ﬂwwE _ ar
) — T
%E% @ﬂﬂ%&ﬂﬂ o 1
W % O#E@%E_LWOE@ Joom g
o oy T %7N_.Luulﬂr. o oW W
M oo %%M]QMJ&-1 = N
9 O I A )
SRR P pgTam P FEE g ®
IR on N =3 oy X e - M
o s RGN B ST B
BM T ,_J_Mo ol - w ,mﬁ N B o] © ok
T — ol we KT - 0
onﬂoo,ul.._o‘_ EaELL.OHZ_HOLO ‘Zlﬁ_.iﬁ
o ) w 0w " AR
a‘mﬂoﬁa MﬂLJI Jl,l,ﬁl A ‘Wrﬂ
dnﬂu xoPVﬂlc]._Eﬂ7 1!03_71_
%_al NI S NG P = 2y F
awﬁ_ﬂw o B T R oE W g 2
" X : = i
= mEToaumeTT ~ B E
i BOW bW BT ) L)
=R TP ARR % ® 5 T
mEw mATAR 2w " Y
OJI ﬂuul_ll_l71ro X }L]M
Joox o ~ N T RO T o o
T o5 M TR O O™ OB W T ® GIRRCEENe
o o o] N o T T W o ~ Ak

- 163 -



ojy

ol
o
ar

3

5
dlo] e} <)

g 47

4 2

ok

At

ko3
T

—_
o

s

) N

o]‘—

st

<)

e Fe

T
a1

Al

A

-
-

A 2A], o

[}

Fof e

7} B

°©

-
-T-

2 T

=

HA = A,
e

°©

A

3 <A

oy
7

2 Sashs swo] )

= =
6 ©

A vy 22l

Eis

shel, e

A N

—

0

i+
AV

o

740l

oF

Aok A=

RSERE
97] olHth

[

4. W2 E3t A HHF Y N9

T
L

A

2

o7}

=
Fi.

A=

9

o7 AA

H o olm
T 1:11_:'7&]'

X

HJ
=

ol
J)

o

i

0

¢+

B

Aol 8ttt

s

HEz JiIgEe] i AAe] o

Mjn

™
)

Gl

I

(Accountability

}

¥
s

7]

- 164 -

&
748 o] APEC CBPR A|%e] o]u] F9]x o]

5
Agent) 9l 7ol A& AAEE AT E 5 k.

e}

=

oI sk
p==1

U+ A18x &)
199) olelgt 7]ge



oy W

mﬁﬁmﬂ?wzfﬂ_,&ﬁﬂﬂ ﬁol

%W@%me%%ﬂ_@rmﬁ T I ) }
O ﬂ.._ —~ ! UL U —_— 0 Z,t ‘\H_Hl o —

B w o B < ™ %Murﬂ#nmﬁ.laﬁ%_ymr W

< o y o N T oF K o M o] - u 2 ~— o Br

of T oy E ol — b &) i ~ E

o %mﬁﬂ%ﬁﬂﬂﬂ 5 WP ° i%uﬁ@ i -

) e MW ooy ° o = oo G+ ™ i iy SO
ﬂm@#@%mﬂgﬁo% TR Mo L Mm B w g i
O et cruli~ S ajo R = < T o _r ~ © =9 ~N
iy X oR N e o) mH ) N _ e ~e WO
z B oz el - m X W oo T T T T N do wl B N O o Y

- m o T S = X T © o . W T X S o N w5
T B o o o < o X -5 6y B <X B ~ o
oo B K MW 8 5, M < ook 2% = Ju . W oo H.M s =
. o 0o ~o o) ‘_ﬂﬂ Y o Jl) Ll o . % © B
wl_w_dwo%#wM%H@ wrﬂnﬁn%%xﬂawmﬂw%@ e
—_ o g 2 o ey S W O = —
Hﬂﬂﬁ%ﬂﬂﬁﬁma%@ W%H%%%%wﬁxﬁﬁﬁ7ﬂ1% o

mo o, X < ¢ X< x ® S AF XK ~ x U R - T N o7
WM ojy N o M | B N ﬂ__AH I . oy R I N 4 B & o Wu NJ H B 22)
R B A oy - el
mLuwﬂ%Hﬁoﬂﬂmqﬂ ﬂﬂﬁn%%%fr%%l]ﬂﬂ <
TR T g 5T R FEEm AT I e
T oy T P T o oy oW ugﬂlﬂm %@ﬂi@%%d )
ﬂ}%ovxwrﬂ%1% 2 o5 o W T W o 3
o Jo B E YN o o& A\ 5 B oo L M x B o "
H : (CHCE R ! = gy B :

o B oy N T = o o ey Wox mﬁ % o N R s M = o K % T
M M my m# % M - MW S ay Woﬂ ° g&.o ~ 1J7.L L4 o N - T Jo ™ = <F ®a Mo k3
Aﬂﬂxﬁ@&m R . #Em%%frE%ﬂ#i oF
S R L O w o P N N
2o = o ®aﬁ4%ﬂ Aurﬂoﬂa__#ﬂzd)% do T o

G e T X WO < - = BN e o
iy o E 2 O Ay oo =~ £ % B "
wia&ﬂow;ﬂoo:ﬂﬁﬂwlﬁo mﬂuaﬂmw%omﬂ_gEWﬂ .

o~ Gy 5 . h
. T ko o ot e & B - B Mm o m]m ) © po o ) no= w_iau = 7o 2 m
I g M ZL Smw o W
o = N T HE R T ol 8 ol o] ., ™ N B Jnml G ™ e M ,Eo X of o} Y
ol ™ N T % M OB w " o __ oo KO — noX B T T
W= o o T K o o S o o T o V.o o N o]
Ao o - = B T o oR = N 4 N
K 5 X N T o

- 165 -



£l

—

0

i
-

ol

V2]

e

B

ol
Hlo

HIPAA expert determination rule® 7492} A}

7]

]
=

=
[

ol

e
)

o}

—

0
=

I

0

A
(-

o
o7
G
T

J)

~
10

o

K

245 dYHow 4y ¥

HE AJAFBA 2 H)4

3}
H

5.

)

1 4

S

AAGHA 2 2A <17

=9 hdew [

AR EER

Heto] A

= A
Y

A =

b ouj A skE 7Y

S
T

of whepal thal 19

)

J)

B

=
[e)

A2 0% 100%744, w2 v AEEE 0%l 100%7HA 7}

0%2]

g

T
ol

4gt 7}

S glth200 e A

i
e
=

ol

)

Wk = AAl= 7

)
=]

Aol7] wZolt.

=
T

A

e F5-5 7He

el

=
al A
=

o gz EAs/|: o3Itk Tt v

=
=

) e g
o] ¢ Ytth(very smal) Aut 71 WHE v Erie

S
=

- 166 -



ohy 1L
REEREERIE

o]

i

g

PN
T

A

o1&

Sk
=

Eaolu
o1&

Al w5

A
o

q

-

=
=

N
=
[e)

E]

3T

3= o]
golu wjdEA, dolEHAES FAdolu
gx 7}
release and forget’ )
Sin

Al o]
dolglo] +7} = (access)

¢

w
<}
S|
£l
Bl ddo] HA] o=

7}

==

=
FaL, o] o A

T

of we} wlAwe pebAsis} 2t
@27 o

7}

of H]

kS

=
37

[}

=
o
=

_]

& 2gust 2
%3

SRR
/_x}l:ﬂ

°H

=

=

Bz

-

o
pal

L.

T -

T

[e)
o7 A

A

S

3]

o
%3

il ElolE

S

HlolE 2] Ab

of AHHE= 7le
&

F71 o H e 7HA

T tolE el o

-

wolth. o), e FAl flo] Lduk T (49

o] Q=% o #HF(link) 7}
7t 4

A Qo] webA A}

o w 4

o

~
o

o
A
T

!

,_lrul

<

B!

oj

N
Ho
Jﬁmo

)

- 167 -



1o

(access control) 8] #TA-A EAL L2 Aafol diall H&atA 73t
P

i B Aerk s Aot

- 168 -



=3 ©o]
o9} o] dlol¥ o g

=

st

5 Aol

j LN

=]

dolg Agow fuE: oy
AAH A7 A%HoR b itk

=1}
=2

il

515 o]

dlo] o]

P el A

=¥}
YA

AEH ek

o

ok
k

0
He

A (trade —off) ]
‘xﬂi}fj ’

A, A=

[

Aol

-

L.

Atolel s dAZE ltkaL

2
ohm = Tdob @ ol glrh

7hed st AJAEE B

—_
o

25!

T
o}
Nlo

X
R
0

)

o

AA 18 Tl R <t

T = ASHe® dolge|

ol

0

B

ol
2%

J)

~
o

=
al

el

X
]

_?I

8

T

ol Al

<

W A ol

<

NI H H
ol 20114 MAAR B

-
-

=
T

SERERE
97} of

=
T

=

Al ©
o —

@
e %

(technical) 7Rdolar
Al

Eofof
&

o

J)
)
M

ok

}

3.0 7]

|31t} o

d o

- 169 -

2
3 ggo] F5

Zolle FE A

=

2 AMEACT. g E B

9



gto] FF ol o] Aly B o] &&dste] #gk WEo]l AFHAH. o=

kA o] HEglko
o7 dglo]
20153 ol = W3lsl= ICT S 7etste] 7K B9 o]8-9 +F
g A A A AE HeH, FEEAY o537 4 HAHES T

vt HE S ol He] ARkl =3 wejE o] 9l AdEolt

<

al A st e Al E wE, &
FolA I AFARe] FHAHL SIvh =oAL F2 HIPAA Eejo]njx
AH ARG o) FH AxAHQ A =9 =
= MRS Ro s dWbHo R qfEshs Aol Atk /A E BE
ek gFAl= ARRPE B FopEE o F

BA Al AA skelld JHIF R ] A 5
i PEAQ tAlY FEE 7P AL Sl olel whel, wSE-TE v A EshE
SHAZI S it dA MEL A8 7heAde ddstr] fH AR dd

= olal, HIPAA ZepolMA]l gt3 = Fate] ZHIAES] w2 stel] s
TS @ vk Qloh wsel e Aol FEske], /ARl okt
A g e s shs WE Sl A7 AEE nAEste] vt T gae] o
T woksels dwtHoR g8l slolsta dEsle 2 AEe wdelth
ME Gl AARJNPRIE A S W o& adste] Al Hed
a7k ol glelth IdelE Eatal vl IR g = Bl
Akl wiet gt Hol AASHAl Tt =k, ool disl AEHoRE =
7F Ao kot

njatel] A 2] =9 53] HIPAA Zzjo]n
=2 ootz d9 o8 Ut E 55

o[El9] mIAE3tE T FETtsAH = WAIH R dojF

- 170 -



el thall A2 o= AAStaL Q7] WZeltt ole] wet o] jFe] V)%

of AAZ wAEEE A ¥ At ALA R YEhva Qla, #dd

AFdegyt WHE L3 AL AAEE T gk HIPAA Zzlo]HA] 73
T 18709 2z 9 E2Este] geiA s 1 e

d

A Bl Ble] o] EHQ e ASHL YA, HoE obAH = o

oot gAoR AExe} FAEAS SAste] nAEEE 583 JeR <l
af ARFA AR Qg dzbek EAVE RS Sy Bale U
Bl A etk " AdelAl HIPAA Xetolua] e FAA S35
DA FF ol FAstal gl AeR Frkd ¢ s Aotk

HIPAAE *3sto] O WA & o vzl BItiio] ¥ /I s o

HEA o2 ‘el A o7 2 ¥ 7155k AR’ (personally identifiable

A
information, PIDZ 1A% o] Atk /I HHGA Plle JAS vt
FHE Y e L ANd AeE S ek e v T
Ao g+ Pllx ‘ofd 7]Fo] HF3sa Q= ZiQlel gist dr’ 24 A4
s 22 732 JEE Egethes 3oz & 5 Qo (1) i1 A
T AY FAT 7 e §EE olgdE F e AH, 281 (2) A
AAEAY A4d=E F+ A= 7] ¥

Bl Jr7} 270tk o8t B2 A EE T
= MJAA R s FHLleA deld -
3] AR e AL (2) FEe dldsts

R =g x A vebdth v Has olgs 94
P AR o ws WAl o g A ASRE Astgs dolEe A
Aoz AWylsst AWE ¥y x oA = WHolgts HolH 1 9§
Aol A v A 2
A g FA A

Hi AlEse] HERA FH Sl

1

- 171 -



VAE=
]E%

ol
=

o
I8 Al el a4

oo T
”ﬁutwwgﬂr.ﬂﬁ]
\aoﬂmzmwﬁmﬂ}
oV fis

%Mﬂma‘_ﬁﬂﬂﬁm T e
ﬂxma__omqﬂ,iqonﬂ 3 3
HoxT M = I _ }_ﬂﬁr BT
0o ﬂAl]ﬂ O_Ulﬂu ™ E&o 1&. WEdﬂlﬂ
&%a@ya%aqg e mqo%ﬁ@%ww%
— < ol o 5 _ : o
ﬂﬂ%%%l?@ﬂmﬁ EWEMOMOQOme .Ltﬂr_*oTE%L
ga%c7%d|%ﬂmfmo e uwﬂﬁﬂm.ummm;ﬂlAl
ﬂﬂ%ogqmd%uﬂﬁ ﬂ.@A%W N x NﬁﬂAﬂ
ik i W 3 oR 0 = Ko T — X I D o al) Nfo
‘Ul N :i _ 1 ﬁl N my X~ o < O wi u_m‘._ mmo — HT.E m
R ITRC & noRT =S o ® A < uy
oooﬁdrémoaaﬁo? _ Imﬂouu%wqo.ﬂu..ﬁ
imﬁ%ﬂﬂomelbtﬂwﬁ WMH%EEO%EA%MA_.Z*;&;%MO
—_— J fi%e) ]Lr]
Wﬂmﬂﬂﬂzﬂzﬁﬁo ﬂ%f%lzﬂfmou..olohzwugﬂ
ﬂ?ﬂrmﬂ%ﬁ o) (I go@ﬂ7imiﬂ

or o L#L}mem N B Eﬁﬂﬂi]%Poﬁm
I o r N = ECN T < o EY < W _ﬁ,_ w M b
n zgl?%ﬂﬂﬂ < g Ba 0 K2 2
L = o oW wm S g 2 T T m%%.m)ﬂ
25 mggiila mAq;m@%aa 5z
mma%mﬂa.i%ma HA%A_:ivmgxﬂ.mROf
c Bk & o oy mzAlw7Hzﬂmr%
A — OﬁIJ| ~ | = — I'e) I'e) O]
m LW A}ﬁmﬂm% %HAP@I 7_mamb7
ks TRz o T HEEHCTQ@JMra
e J) o 7o W el I m,_ o ay % = ey 1 Ut ™~ 41_ o T i
z,_TﬂLquw_._ = N G maoHH_PEo_ufxa o g
SL.;O ]Z o - ,IOL ]JIL ‘mr,._rrn_mjlo
Iuaﬁlﬂ? o) &.EJI J.ox_.x} eax
w ~ S g P = T xL%_zﬂpsg
ol Mu.l ) S X o i o L o O#E ZT _— ,wﬁ V ,h(D\ = o7
nﬂ%_smazf umﬁ@zﬁma ﬂogﬁﬁﬁﬂ./ﬂiﬂﬂmayo]
M]ﬂnﬁ}m«ﬂmﬂw?g ;ﬁaomaﬂooﬁmex11 =3
s T < R ﬂoaliﬂv&omn

) i 0

xﬂr@m@ﬂuo]«ﬂ% ME@M«Q%MO_HM@ﬂmn
T ox ﬁ;%%id« @ﬁﬁ7£¢

X B ETLlaHoﬂj‘_&opuI]
11__040#,%}5 H@oﬂ
Oq,wmoﬂ_,mo‘.,_,m_uﬂ_v,;loxﬂ‘pu‘l T N
w Mo = V_u W) o o) o M=
i
0w &

- 172 -



Article 29 Data Protection Working Party2] v]21*H3 2]A A (Opinion)
of tEAoI. F4, 1 A AAYRE nEsHE Al Hat
£ EU Directiveo]d °l% 3% dlojel Aol =t MR} ofy
ok A RE o2t o dte] tidt 15> EU Directive?] Amollwt A
‘ﬂ%%%&EUDMMW&$%%§%Eﬂ%@ﬂﬂt%*?ﬂ@iﬁ%ﬂ
Stk o9k EU Directivew €73
¢k o] & EU 3|d=EolA s
aL o sto] wigk WsAPol 4
29¢ eyyds dxsgith. dAe
He7E d gl dibHlolH e e 3 (GDPR) =4 <=
B3 B A TR AAgnel golsh dAwael
2l GDPR 141301]% 719 EU Directive &3 t=24 ¢Jgslo] st =t
Al A S sl A4S o Advkar EAE Y FEo] AHAE
i ol 48 Frela ol delth WAL GOPR aiel Al v s
J (reasonably likely to be used to identify the individual)¢|2}+= 70
= EYE JIAE S8 HelstAl =9 Folth

J=e] JR BT/ PHICO)0] 2012
AA el @] Pg AwAl vgEo] wA
gat AL ARFES AELY] o

[e] =
174 (EU Directive A& 26%) o Z738o] nfdE %9 =750

O
—
\\]
T
=2
9
o
Z
o
offl
oyl

Holl&= EU Directive

o
0
offl
o
oftf
Flo
19
of,
o
2

= e}
= AollA 2 27 vt 7EA R o] FFEAFAA &= oY
AEe 2SIl gle 5ol oidEke Zo] Fosttt A AdAd =
Aosts 7|Fo w2 el 7b5A (reasonably likely test) 7152 xjgidko
224 Aol 9ol dedox =4 B AL el He i
Hol sfigetA Ha, I vtz A<l Ve AdEe] el glvkd A
AR FAES Hojd & A Avh & BeAHY 7P Fuex 54
AAE g #Aste] dAZHA WAYSES 1gste], “FRAFH w
T AEINY A¥E 3 ddd FAHd AR grT & a1y
T ARl SHT oA A P ddriEs A Fve Holth olE

- 173 -



ﬂm ™o N
O_E HT.C mA_H N =
-
T Pk o o E
Nr = lo
ﬂ%o_aﬂoﬁ memﬂom,.'ﬂma
=~ ﬁ 70 ,_Hw_m " Mﬁ wa ok o T T
T N 2o N N ey ~ g < rj . KR X
F o~ g < ° S G o~ T N Ir o
Mo O Lo . 0 ]T = o o e 2 I o
B2 O _ Jn N E ~ N o) © o oy oy = o9
_. 3 o ITRES - X0 T X ™
o) 0 - ~ = .
= E = ) 3r 5 - ¢ 7 y 5 l k
FET LG ﬂgﬂ%ﬁlg.agwg I
= NG A T o o ™ T H o X _,0135101% () T
S o 3 o N an 0 o = <0 — = < el sl
_gmwg}_ﬂ meazmz ﬁg}ﬂa..ﬂb%g o
a.u&]%1 _gvm@u.a;aﬂ Hya};Tf] o
Moo bt e N iy S T oz = o= . % o — NI ~ 5= R
0 R = < s = 6 3 o O = T
.(m\]zﬂ_ola ﬂmﬂﬂ%7mE;lo _Zfogﬂlﬂ_l;o HPQE
ﬂr”u%ﬁga A Hothﬂgﬁa?u.ouhlwa ﬂ._g%
= K o% TH S RO i T Xy oW x° 5 T o ) N o e ™
ﬂmﬁ@lﬂni: 7@Hﬂ%ﬂ%ﬂﬂ%ﬂr?%f%ﬂ = N
0 J ) = ! —_— ‘OI N ﬁo —_ ‘O| —_
_diomﬂﬂﬁmﬂ w_/mmu?moasﬁ@ LmurA_M e T
N| o xe | X0 N o O A or A R B oy B ST o ™ o 2 m
17r0 JAW JH HW ‘IMW ,_Qv ol Mﬂ —_ d.ﬁ Jlmﬂ C my 1;1_ ﬂE wmo s ‘UI o“_o w; —_ ‘ﬂLli —
X e N 0 ! 1~_/l ‘ul —_ 1rc — ﬁl =r ‘Iv_Al ﬂ_‘lm J N 7U
w M 2 ™ W ) == SR ] e ) e
o_‘ﬂﬂwzoﬂ Qﬂ@rmomﬁ%ﬂé@_ﬂ?ﬂmﬂ ﬁm_/n%
™ - Eg B How,._ Gl ‘;lmﬂ o ol xlu% = L‘Ull o T T 1D| ‘;Imﬂ = “ml X WT_ HL N N
n L Y T . 5 o W o B = st W 3 o
5 o oT K £ 1 - ) 5 0 =~ ¥ 2 m
g%o_;&lﬂ %mﬁqutW}o@;@zﬂ7 = K g
%ﬂ%7q§ = m%7m cE g ﬁnmoﬂﬂo ©ow R
v ~ blo o A s J oo ) n- ) =~ o} o ! ﬂ.OH N =
‘l_le ﬂIl‘._ L L_O [@N] — ;OL ;OL g _ZT .‘% mn_u ;IV‘ ,mvl‘._ O_I 0 ~ N
B o T N ~ . .m Y B — LS ™ = et 1 = o) mg A _ n_A]I ©
e 7o = ol B = o] 3 0 ojx o w 5 O K = I Nlo
= A B O o T 5 X Lm ™ T o ! Ul i = ~
— N i i ~ o N HO N x = —_ E~
< ) T oV R o N o all ] - ) X X0 o N
ﬂrxmﬁDVﬁma é@%ﬁ%]ﬂﬂé )
T o = X o p B T oT - N ~ o T T ™
e & = T A o) ol Lo
ﬂpﬂip& £X mﬂﬁu.aa% mﬁ_l
o| & 1_% o m#e u%. do ms X 1 N N B
Saﬁbﬂﬂ}z L:oga
© TR < o] T o
m < ou_o T = %o EE
= o o 5 o
2 m:L_ ~ 4
o
i)

}

S

™
g7} 5
O;S]E‘ _
= o] A=
1:17]]

- 174 -

=

Zl'%}og
%t
A é'r
o] J/]- 20034
=
124
N4

o =

=

AR W

|

o
l

N

€



A A 7% AR 97 185 /129 Bl 2 9 el Flel wet
oE gue asts BN ZefelmAl Fast zdE 5 vk w3
oA AdeolEe et AAE TA A7 sl =57 B} A
W oolght J]ES EAadth ol MgoR CEAAAR 9 e =
A ol Ade AAlshd el AelWal FsHe g

o)F vgoz AAWY AAYR HHE :
YR I} oW R Apolo] AEE R G
stk WA oF5E EAd AHels olWATHR" o )

49 4

499 AR TP, FF wdoly B4 So A & Ut b
e BAHoR doiFi HAh oldd AYEE Fiu =S s A
o RANR 5o Wzt Folold AAHOw wAE Fojmekel s B

AAJER Bzl A thdo]l He= /AAFES] HeA7F w39 =4
of Ay HEFH Al AA vjFo] B, 9ok gL 9= nj =
58 U g gt Ao Avsr AV s Fubel Qlth 5
3], ole} ol FWAsHA HE TEEE A ISl HAG R
v 2 ks A sk 2l ARAZE offith. o=l fAl AAES] wd g
& A AgS T dAY dEE 'sk] e HE Y A

1o
2
l

ojth. #a el HMHEY JMAM KR T A2 #
g =2 ok ol ' 3 BaaAo] obH L 9l
AR AEE B8 V& YL 14 #HAES et
= o BE ARE JNAHERE sofste]

<

oy} #HEF 7 wallof st AOo®
A= = Utk AFAeAe] 2283 239 EFAEE =017 flEA

=8O ANE AQgRe) AEE F o 3ue daskes AL has

- 175 -



K

ol

HE e A=

L

.

H A =2

=y
T-

A

AbH R H]

=
=

ol 9l WY AbelE

=
T

JEE

i

o)
s

A 3te] o

ojpy

~
o

e

3
ojy

ol

NR
\n

ol

] A o]a 7144 (technical) WX &2 71

A

Al A

oV

W

~
file)

A, dolg7E o' FE2 FellAl shE=

-

9
pal

o ;

T

Q o

[€)

i dole e

S

A Fox Ax

ol qick. webA

e

o= 7t

H]

g Sw 9
- 176 -

7V &

o

AEREE:

=
T



fi%e)

ol

o
i

i
ﬂl

)
fie}

5

)

—~
fie)

il
o

X
TR

)

Aol

Sk
=

(e}

o
o =2

7]

!
of

)
N~
a

ol

0

Jo
olo

- 177 -



[E3d 1] ZolHA B3 B

<Appendix>

k-9 4 R -
A. Machanavajjhala )
. N. Li
D. Kifer .
Aotz | L. Sweeney I Gehrk T. Li
. enrke
) ) S. Venkatasubramanian
M. Venkitasubramaniam
AokAl & | 2002 7 2006 7 20073d 7
a7 S e} — E
R EREEREE: Lol B wet | X oAt [-TFeFA o
= 1 ?ﬂé%ﬁ,fﬂ HOL(H -1 0’0 RS = il v‘i—x‘ﬂ@ J}l%
Folxl dHolE A |[Fo4x dold AgelM |4 A delAg vzt
goli  FAMEA | PdIEEe B4 A U | gRo ®¥xe A4
Qo] | EA Sl A | M= HA 1Y A® | dolE AaeA wze
d3a=7F F& k| O st ARE A | ARe BxUl t o]t
7b EA ok 3 o} 3 oF 3t
. Ol E Z] Bk o o T2 A]3H X | zF
EREREEE . msEe B | = A geld vy
olmE A A g drel 2x7t AA
N ol MR & u ) _
el o =7 7 ARE 71d £ 9 HleTel A grel st v
Mz g e D S TR T P s gl Bolde
= E2A AJas 1A
Eok-UAe A= S, AAs = A
ou] | =2 HE= @ cuee ST e o] mge Ane By
O Ss AREE Tk : ]
e Rk K e E R Ik
ekl olw e | U T 0 5 E el (5
. h 3 W AX o] o A °v
A wed s A L C T T e AEEE A9 A
2 o)z} b5 o
A e AR ou[7kA
' Pl A 1%k —y !
D BATE L ww wa a w mam A o
A o] &
37t ‘ﬂ;ifoﬂ_ oj“ AP A e Aokt | 1-thd 2ol o 4
A AT s wwe we A e sdske s
}\J__

x+ =A% (Equivalence class):

(records) & &¢I

wx =24 I A (Homogeneity attack): Hlo]E] HaoA EAd3t

- 178 -




4 ode] NE JuE dohjs §4
9l

A AR7E 54% ghel AsEHE A5l

L

7] (Similarity attack): W73t AR7}F &2 FAFE H9-9 34

=

- 179 -



[¥3d 2] GDPR =9 = n|dd¥3 B3 AF 5200202

Whereas (23)

European Commission
(Original version)

European Parliament
(Text adopted by Parliament)

Council of European Union
(Consolidated text of the
Commission and Council)

The principles of protection
should apply to any
information concerning an
identified or identifiable
person. To determine whether
a person  is identifiable,
account should be taken of all
the means likely reasonably
to be wused either by the
controller or by any other
person to identify the
individual. The principles of
data protection should not
apply to data rendered
anonymous in such a way that
the data subject is no longer
identifiable.

The principles of data
protection should apply to any
information concerning an
identified or identifiable
natural person. To determine
whether a person is
identifiable, account should be
taken of all the means
reasonably likely to be used
either by the controller or by
any other person to identify
or single out the individual
directly or Indirectly. To
ascertain whether means
are reasonably likely to be
used to identify the individual,
account should be taken of all
objective factors, such as the
costs of and the amount of
time required for
Identification, taking into
consideration both available
technology at the time of the
processing and technological

development. The principles
of data protection should
therefore not apply to
anonymous data, which 1Is
Information that does not
relate to an identified or
Identifiable  natural person.
This Regulation does
therefore not concern the

processing of such anonymous
data, Including for statistical
and research purposes.

The principles of data
protection should apply to any
information concerning an
identified or identifiable natural
person. Data including
pseudonymised data, which
could be attributed to a
natural person by the use of
additional information, should
be considered as information
on an identifiable natural
person. To determine whether
a person is identifiable,
account should be taken of
all the means reasonably likely

to be wused either by the
controller or by any other
person to identify the
individual directly or
indirectly. To ascertain

whether means are reasonable
likely to be used to identify
the individual, account should
be taken of all objective
factors, such as the costs of
and the amount of time
required for identification,
taking into consideration both
available technology at the
time of the processing and
technological development. The
principles of data protection
should therefore not apply to
anonymous _information, that is
information which does not
relate  to an identified or
identifiable natural person or
to data rendered anonymous in
such a way that the data

201) &% Be 3y

Comments on the Parliament text
e Bold cursive : Changes from Commission proposal

e [not amended] : This paragraph or title was not amended

e not agreed

Comments on the Council text:
e Underline : Text included by the COUNCIL compared with Draft COM
e Crossed : Text deleted by the COUNCIL compared with Draft COM
o 744 : Text COUNCIL agreed
e Bold : Changes after Draft COUNCIL (No. 15395/14, 31.12.2014 (Italian) )

202) https://edri.org/files/EP_Council_Comparison.pdf
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subject is not or no longer
identifiable. This Regulation
does therefore not concern the
processing of such anonymous

information, including for
statistical and research
purposes. The principles of
data protection should not
apply to deceased persons,
unless information on
deceased persons is related to
an identified or identifiable
natural person.
Whereas (122a)
European Commission (Original | European Parliament (Text | Council of European Union
version) adopted by Parliament) (Consolidated text of the
Commission and Council)
A professional who processes
personal data concerning health
should receive, if possible,
anonymised or pseudonymised
data, leaving the knowledge of
the identity only to the General
Practitioner or to the Specialist
who has requested such data
processing.
Article 5 Principles relating to personal data processing
European Commission (Original | European Parliament (Text | Council of European  Union
version) adopted by Parliament) (Consolidated text of the
Commission and Council)
Personal data must be: (a)| Principles relating to personal | Principles relating to personal

processed lawfully, fairly and in
a transparent manner in relation
to the data subject; (b) collected

for  specified, explicit  and
legitimate purposes and not
further processed in a way
incompatible with those

purposes; (c) adequate, relevant,

and limited to the minimum
necessary in relation to the
purposes for which they are
processed; they shall only be
processed if, and as long as,
the purposes could not be

fulfilled by processing information
that does not involve personal
data; (d) accurate and kept up
to date; every reasonable step
must be taken to ensure that
personal data that are in
accurate, having regard to the
purposes for which the y are
processed, are erased or
rectified without delay; (e) kept
in a form which permits
identification of data subjects for

data processing 1. Personal data
shall be: (a) processed lawfully,
faily and in a transparent
manner in relation to the data
subject (lawfulness, faimess and
transparency); (b) collected for
specified, explicit and legitimate
purposes and not further
processed in a way incompatible

with those purposes (purpose
limitation); (c) adequate, relevant,
and limited to the minimum
necessary in relation to the
purposes for which they are
processed; they shall only be
processed if, and as long as,
the purposes could not be

fulfiled by processing information
that does not involve personal

data (data minimisation); (d)
accurate and, where necessary,
kept up to date; every

reasonable step must be taken

to ensure that personal data
that are inaccurate, having
regard to the purposes for

data processing 1. Personal data
must be: (a) processed lawfully,
faily and in a transparent
manner in relation to the data
subject; (b) collected for
specified, explicit and legitimate
purposes and not further
processed in a way incompatible
with those purposes; [further
processing of personal data for
archiving purposes in the
public interest, statistical,
scientific or historical purposes
shall not be considered
incompatible  with  the initial
purposes] (c) adequate, relevant

necessary not excessive in
relation to the purposes for
which they—are—processed;—they
shatt—onty—be—processed—if,—and
as—tong—as;,—the—purposes—could
not—be—fulfited—by—processing
" .

involve——personal—data; (d)

accurate and, where necessary,
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no longer than is necessary for
the purposes for which the
personal data are processed;
personal data may be stored for

longer periods insofar as the
data will be processed solely for
historical, statistical or scientific

research purposes in accordance
with the rules and conditions of
Article 83 and if a periodic
review is carried out to assess
the necessity to continue the
storage; (f) processed under the
responsibility and liability of the
controller, who shall ensure and
demonstrate for each processing
operation the compliance with
the provisions of this Regulation.

which they are processed, are
erased or rectified without delay
(accuracy). (e) kept in a form
which permits direct or indirect
identification of data subjects for
no longer than is necessary for
the purposes for which the
personal data are processed;
personal data may be stored
for longer periods insofar as the
data will be processed solely for
historical, statistical or scientific
research or for archive purposes
in accordance with the rules
and conditions of Articles 83 and

83a and if a  periodic review is
carried out to assess the
necessity to  continue the
storage, and if appropriate
technical and  organizational
measures are put in  place to

limit access to the data only for
these purposes (storage
minimisation); (ea) processed in
a way that effectively allows the
data subject to exercise his or
her rights (effectiveness); (eb)
processed in a way that protects
against unauthorised or unlawful

processing and against
accidental loss, destruction or
damage, using appropriate
technical or organisational
measures (integrity); (f)
processed under the

responsibility and liability of the
controller, who shall ensure and
be able to demonstrate the for

compliance with the provisions of
this Regulation (accountability).

kept up to date; every
reasonable step must be taken
to ensure that personal data that
are inaccurate, having regard to
the purposes for which they are
processed, are erased or rectified
without delay; (e) kept in a form
which permits identification of
data subjects for no longer than
is necessary for the purposes
for which the personal data are
processed; personal data may be
stored for longer periods insofar
as the data will be processed
solely for—historical,—statisticat
accordance—with—the—rutes—and

assess—thenecessity—to—continue
the—storage; for  archiving
purposes in the public interest,
for statistical, scientific or
historical purposes purposes
subject to implementation of the
appropriate technical and
organisational measures
required by the Regulation in
order to safeguard the rights and
freedoms of data subject ;]
[Proposal GER: (e) kept in a
form which permits
identification of data subjects for
no longer than is necessary for
the purposes for which the
personal data are processed,

storage; especially by applying
measures of pseudonymisation or
anonymisation at the earliest
possible  stage;] (ee) processed
in a manner that ensures
appropriate security of  the
personal data. (f) proeessed
shatt—ensure—and—demonstrate—for

; . I

" e :
this—Regutation. 1. The controller
shall be responsible for
compliance with paragraph 1.

[Proposal GER: 2. Compliance
with fair processing referred to in
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paragraph (1) (a) means (a) ...
(@) (b) [Subject of another
German Note coming soon] (f)

the use of privacy-enhancing
technologies, such as
anonymisation and

pseudonymisation applied at the
earliest possible stage, having
regard to available technology
and the cost of implementation,
in_order to minimise the risk for
the rights and  freedoms of the
data subject ]

Article 6 Lawfulness of processing

European Commission

(Original version)

European Parliament (Text

adopted by Parliament)

Union
the

Council of European
(Consolidated text of
Commission and Council)

1. Processing of personal data
shall be lawful only if and to
the extent that at least one of
the following applies: (a) the
data subject has given
consent to the processing of
their personal data for one or

more specific purposes; (b)
processing is necessary for
the performance of a
contract to which the data

subject is party or in order to
take steps at the request of
the data subject prior to
entering into a contract; (c)
processing is necessary f or

compliance with a legal
obligation to which the
controller is  subject; (d)

processing IS necessary in
order to protect the vital
interests of the data subject;
(e) processing is necessary
for the performance of a
task carried out in the public
interest or in the exercise
of official authority vested in
the controller; (f) processing
is necessary for the purposes

of the legitimate interests
pursued by a controller,
except where such interests
are overridden by the
interests or fundamental
rights and freedom s of the
data subject which require

protection of personal data, in
particular where the data
subject is a child. This shall
not apply to processing
carried out by public
authorities in the performance
of their tasks. 2. Processing

Lawfulness of processing 1.
Processing of personal data
shall be lawful only if and
to the extent that at least one
of the following applies: (a)
the data subject has given
consent to the processing of
their personal data for one or
more specific purposes; (b)
processing is necessary for
the performance of a
contract to which the data
subject is party or in order to
take steps at the request of

the data subject prior to
entering into a contract; (c)
processing 1S necessary for
compliance with a legal
obligation to which the
controller is subject; (d)
processing 1S necessary in
order to protect the wvital

interests of the data subject;
(e) processing is necessary
for the performance of a task
carried out in the public
interest or in the exercise of
official authority vested in the
controller; (f) processing is
necessary for the purposes of
the legitimate interests
pursued by the controller
or, in case of disclosure, by
the third party to whom the
data is  disclosed, and which
meet the reasonable
expectations of the data
subject based on his or her
relationship with the
controller, except where such
interests are overridden by
the interests or fundamental
rights and freedoms of the

[Lawfulness of processing 1.
Processing of personal data
shall be lawful only if and to
the extent that at least one of

the following applies: (a) the
data subject has given
unambiguous consent to the
processing of their personal

data for one or more specific
purposes; (b) processing is
necessary for the performance
of a contract to which the
data subject is party or in
order to take steps at the
request of the data subject
prior to entering iInto a
contract; (c) processing is
necessary for compliance with
a legal obligation to which the

controller is  subject; (d)
processing IS necessary In
order to protect the vital

interests of the data subject;
(e) processing is necessary
for the performance of a task
carried out in the public
interest or in the exercise of
official authority vested in the
controller; (f) processing is
necessary for the purposes of
the legitimate interests
pursued by a the controller, or
by a third party except where

such interests are overridden
by the interests or
fundamental rights and

freedoms of the data subject
which require protection of
personal data, in particular
where the data subject is a
child. This subparagraph shall
not apply to processing
carried out by public
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of personal data which is
necessary for the purposes of

historical, statistical or
scientific research shall be
lawful subject to the
conditions and safeguards

referred to in Article 83. 3.
The basis of the processing
referred to in points (c) and
(e) of paragraph 1 must be

provided for in: (a) Union
law, or (b) the law of the
Member State to which the

controller is subject. The law
of the Member State must
meet an objective of public
interest or must be necessary
to protect the rights and
freedoms of others, respect
the essence of the right to
the protection of personal
data and be proportionate to
the legitimate aim pursued. 4.
Where the purpose of further
processing is not compatible
with the one for which the
personal data have been
collected, the processing must
have a legal basis at least
in one of the grounds ref
erred to in points (a ) to (e)
of paragraph 1. T his shall in
particular apply to any change
of terms and general

conditions of a contract. 5.
The Commission shall be em
powered to adopt delegated
acts in accordance with
Article 86 for the purpose of
further specifying the

conditions referred to in point
(f) of paragraph 1 for various
sectors and data processing
situations, including as

regards the processing of
personal data related to a
child.

data subject which require
protection of personal data.
This shall not apply to
processing carried out by
public authorities in the
performance of their tasks. 2.
Processing of personal data

which is necessary for the
purposes of historical,
statistical or scientific
research shall  be lawful

subject to the conditions and
safeguards referred to in
Article 83. 3. The basis of
the processing referred to in
points (¢) and (e) of
paragraph 1 must be provided
for in: (a) Union law, or (b)
the law of the Member State
to which the controller is
subject. The law of the
Member State must meet an
objective of public interest or
must be necessary to protect
the rights and freedoms of
others, respect the essence of
the right to the protection of
personal data and be
proportionate to the legitimate
aim pursued. Within the limits
of this Regulation, the law of
the  Member  State  may
provide details of the
lawfulness of  processing,
particularly as regards data

controllers, the purpose of
processing and purpose
limitation, the nature of the
data and the data subjects,
processing measures and
procedures, recipients, and

the duration of storage.

authorities in the performance
oftheir—tasks exercise of their
public duties. [Proposal GER:
processing is necessary for
the purposes of the legitimate
interests  pursued by the
controller or by a controller to
which the data are disclosed
except where such interests
are overridden by the
interests or fundamental rights
and freedoms of the data
subject  which require
protection of personal data, in
particular where the data
subject is a child. In
assessing  the interests it
should be taken into account
that the controller  or
personnel of the controller has
taken effective measures of
pseudonymisation of personal
data in order to minimize the
risk of the data subject. In
such cases there is a refutable

presumption that the
subject’ s interests and
fundamental rights and
freedoms do not override the
controller's interests. This
subparagraph shall not apply

to processing carried out by
public authorities m—the
performance—of—thetr—tasks |
2. Processing of personal data
which is necessary for
purposes—of archiving purposes

in the public interest , or for

historical, statistical or
scientific researeh purposes

shall be lawful subject also to
the conditions and safeguards

referred to in Article 83. 3.
The basis of—for the
processing referred to in
points (¢) and (e) of
paragraph 1 must be [provided
for——in established in
accordance with:]18  (a)

Union law, or (b) the national
law of the Member State to
which the controller is subject.

i - The purpose of
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the processing shall be
determined in this legal basis
or as regards the processing
referred to in point (e) of
paragraph 1, be necessary for
the performance of a task
carried out in the public
interest or in the exercise of
official authority vested in the
controller. This legal basis
may contain specific provisions
to adapt the application of
rules of this Regulation, inter
alia the general conditions
governing the lawfulness of
data processing by the
controller, the type of data
which are subject to the
processing, the data subjects
concerned; the entities to, and
the purposes for which the

data may be disclosed; the
purpose limitation; storage
periods and processing

operations and processing
procedures, including measures
to ensure lawful and fair
processing, including for other
specific processing situations
as provided for in Chapter
IX. 3a. In order to ascertain
whether a purpose of  further
processing is compatible with
the one for which the data are

initially collected, the
controller  shall take into
account, inter alia: (a) any

link between the purposes for
which the data have been
collected and the purposes
of the intended further
processing; (b) the context in
which the data have been
collected; (¢) the nature of
the personal data; (d) the
possible consequences of the
intended further processing for

data subjects; (e) the
existence of appropriate
safeguards. [Proposal GER: (f)
whether measures  of
anonymisation or

pseudonymisation have been
applied to the data. 1 4.
Where the purpose of further
processing is incompatible with
the one for which the personal
data have been collected, the
further processing must have
a legal basis at least in one of
the grounds referred to iIn
points (a) to (e—f) of
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paragraph 1. This—shalt—in
particutar—apply—to—any—change
of —terms——and—generat
condittons—of—a——contract: 5.
T - o

chite. | [Proposal
Where personal
pseudonymised, the
re—identification of the data
subject and further processing

GER 5.
data  are

of these data shall only be
allowed based on  points (a),
(b), (c), (d) or (e) of Article
6 (1), or if the controller
demonstrates compelling
legitimate  grounds for the
re—identification which
override the interests or
fundamental rights and
freedoms of the data

subject. The same applies to
personal data which have been
anonymized by the controller
if they are attributable to a
data subject again.]

Article 81 Processing of personal data concerning health

European Commission | European Parliament (Text | Council of European Union
(Original version) adopted by Parliament) (Consolidated text of the
Commission and Council)
1. Within the limits of this | Processing of personal data | Processing—of—personal—data
Regulation and in accordance | concerning health 1. In | for—health—retated—purposes
with point (h) of Article 9(2), | accordance with the rules set | I—Within—the—timits—of—this
processing of personal data | out in this Regulation, in | Regulattonr—and—in—accordance
concerning health must be on | particular with point (h) of | withpoints—{g)—and—I)—of
the basis of Union law or | Article 9(2), processing of | Arttetle—942)——processing—of
Member State law which shall | personal data concerning | personal——data———concerning
provide for  suitable and | health must be on the basis | healtthmust—be——referred—to
specific measures to | of Union law or Member State | im—Arttele—9HHH—may—be
safeguard the data subject's | law which shall provide for | processed—on—the—basis—of
legitimate interests, and be | suitable, consistent, and | Unten—taw—or—Member—State
necessary for: (a) the | specific measures to | taw—which—shall—provides—for
purposes of preventive or | safeguard the data subject's | stuitable—and—specifie—meastures
occupational medicine, medical | interests and fundamental | to——safeguard—the—data
diagnosis, the provision of | rights, to the extent that| subject's—tegitimate—interests;
care or treatment or the | these are necessary and | and—be—when—necessary—fors
management of health—care | proportionate, and of which | ‘a—thepurposes—ofpreventive
services, and where those | the effects shall be | er——occupational—medieine;
data are processed by a | foreseeable by the data| medical—diagnosts;——the
health professional subject to | subject, for: (a) the purposes | proviston—of—care—or—treatment
the obligation of professional | of preventive or occupational | or——the——management——of
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secrecy or another person
also subject to an equivalent
obligation of confidentiality
under Member State law or
rule s established by national
competent bodies; or (b)
reasons of public interest in
the area of public health,
such as protecting against
serious cross—border threats
to health or ensuring high
standards of quality and
safety, inter alia for medicinal
products or medical devices;
or (c) other reasons of public
interest in areas such as
social protection, especially in
order to ensure the quality
and cost—effectiveness of the
procedures used for settling

claims for benefits and
services in the health
insurance system. 2.
Processing of personal data

concerning health which is

necessary for historical,
statistical or scientific
research purposes, such as

patient registries set up for

improving diagnoses and
differentiating between similar
types of diseases and
preparing studies for
therapies, is subject to the
conditions and safeguards

referred to in Article 83. 3.
The Commission shall be em

powered to adopt delegated
acts in accordance with
Article 86 for the purpose of
further specifying other

reasons of public interest in
the area of public health as
referred to in point (b) of
paragraph 1, as well as
criteria and requirements for
the safeguards for the
processing of personal data
for the purposes referred to
in paragraph 1. A

medicine, medical diagnosis,
the provision of care or
treatment or the management
of healthcare services, and
where those data are
processed by a health
professional subject to the
obligation of professional
secrecy or another person
also subject to an equivalent
obligation of confidentiality
under Member State law or
rules established by national
competent bodies; or (b)
reasons of public interest in
the area of public health, such
as protecting against serious

cross—border threats to
health or ensuring high
standards  of quality and

safety, inter alia for medicinal
products or medical devices,
and If the processing Is
carried out by a person bound
by a confidentiality
obligation;, or (c) other
reasons of public interest in
areas such as social
protection, especially in order
to ensure the quality and
cost—effectiveness of the
procedures used for settling

claims for benefits and
services in the health
insurance system and the

provision of health services.
Such processing of personal
data concerning health for
reasons of public Interest
shall not result In data
being processed for other
purposes, unless with the
consent of  the data subject
or on the basis of Union or
Member State law. 1a. When
the  purposes referred to in
points (a) to (c) of paragraph
1 can be achieved without the
use of personal data, such
data shall not be used for
those purposes, unless based
on the consent of the data
subject or Member State law.
1b. Where the data subject's
consent is required for the
processing of medical data
exclusively for public health
DUrposes of scientific
research, the consent may be

given for one or more specific
and similar researches.
However, the data subject

M 4
msarance Sy Stein:
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may withdraw the consent at
any time. lc. For the purpose
of consenting to the
participation in scientific
research activities in clinical
trials, the relevant provisions
of Directive 2001/20/EC of
the European Parliament and
of the Councill shall apply. 2.
Processing of personal data
concerning health which is
necessary for historical,
statistical or scientific
research purposes shall be
permitted only  with the
consent of the data subject,
and shall be subject to the
conditions and safeguards
referred to in Article 83. Za.
Member  States Ilaw may
provide for exceptions to the
requirement of consent for
research, as referred to in
paragraph 2, with regard to
research that serves a high
public Interest, if that
research cannot possibly be
carried out otherwise. The
data In question shall be
anonymised, or If that is not
possible for the research
purposes, Dpseudonymised
under the highest technical
standards, and all necessary
measures shall be taken to
prevent unwarranted
re—identification of the data
subjects. However, the data
subject shall have the right to
object at anytime in
accordance with Article 19. 3.
The Commission shall be
empowered to adopt, after
requesting an opinion of the
European  Data  Protection
Board, delegated acts in
accordance with Article 86 for
the purpose of further
specifying public interest iIn
the area of public health as
referred to in point (b) of
paragraph 1 and high public
Interest In the area of
research as referred to in
paragraph Za. 3a. Each
Member State shall notify to
the Commission those
provisions of its law which it
adopts pursuant to paragraph
1, by the date specified in
Article 91(2) at the latest
and, without  delay, any
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subsequent amendment
affecting them.
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