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SUMMARY

1. Title

An Analysis of Technology Demand for Big Data based Privacy

Information Protection.

2. Purpose of the study

There has been an exponential growth in the distribution and
possession of large-capacity data amid the emergence of various
information channels such as smart devices, social media, etc. As a
result of the exponential growth of data, big datadata which
collectively refer to the tremendous size of data have emerged. The
term, ‘big data’, encompasses the tools for the collection, classification,
and analysis of the large-capacity data. Resultantly, companies are
focusing on identifying new business model based on the collection of
various data related to the preference, behavior, etc.,, of consumers, by
leveraging the big data technology. However, there is a growing
concern about the misuse and abuse of sensitive personal information,
such as the hobby, health condition, purchase history, etc.,, which is

being collected recklessly using the collection and analysis technology



of the intelligent big data without the consent of users. This study
aims to identify the threat of infringement upon privacy information
and weakness associated with privacy information based on the
highly advanced big data element technology, and present an insight
into current applicable technology and outlook for future technology

development that can help protect privacy information.

3. Contents and scope

This study is progressed by following details.

o Examine domestic and foreign policy trends & case study of Big
data

o Analyze element technologies for collecting, analyzing, manufacturing,
and processing data in Big data environments

o Suggest possible privacy threats and weak points for element

technologies in Big data environments

4. Results of the study

o

Analysis of big data policy trends and case studies

Trends of big data at a policy, intended for use to increase

competitiveness of each central government/local government, and
improve the welfare, and the analysis of big data service offered

to domestic and international private/public sectors

@]

Analysis of element technology in big data environments

Analysis on the latest element technology and its characteristics,
which is intended for the collection, analysis, processing,

treatment, and management of big data

@]

Analysis of privacy information threats in big data environments



- Analyzing the threat of infringement upon privacy information and
weakness associated with privacy information based on the
element technology within the big data environment, by major
cases of privacy information, life cycle and element, and thereafter
deriving the issues

o Development of privacy information protection framework in big
data environments.

- The privacy information protection framework was presented by
using the current technology based on the issues of misuse/abuse
of privacy information derived within the big data, and the
technology required to be developed in future was presented. The
framework for privacy information protection technology was
presented based on current privacy information protection
technology capable of protecting the privacy information within
the big data environment, based on the results of the study in

this task.

5. Expected effects and applications

This study might be expected these following effects.

o Examine the latest technology specification and trends for data
collection, storage and analysis technologies related to Big Data

o Establish necessity of privacy information protection in Big data
environments by deduct abusing/invasion case or possibility of
privacy classified by core element technologies related with Big
data as an issue

o Suggest direction of privacy technologies for future need and
application plan of current privacy technologies classified by detail

issues
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ww DB Agreement

The Worldwide Protein Data Bank (wwPDB) consists of organizations that act as deposition
data processing and distribution centers for PDB data.’ Members are: RCSB PDB (USA),
PDBe (Europe) and PDBY (Japan), and BMRB (USA). The wwPDB's mission is to maintain a
single PDB archive of macromolecular structural data that is freely and publicly available to the
global community.

‘wwPDB Statement on Retraction of PDB Entries

16-March-2012

wwPDB Milestones: 80,000 Entries Released, PDB40 Meeting Report
Published

The Archive Grows

With the March 13, 2012 update. 80.041 PDB entries became available in the archive. The
PDB hit the 70,000 mark in December 2010.

In 2011, 8865 entries were deposited and annotated. while 8107 were released

wwPDB deposition and download statistics are updated regularly.

s A2 - www wwpdb org
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RSS+ Really Simple Syndication, Rich Site Summary, RDF Site
Summary®] °fFo R ThFet § AolES) FHIZS 2°f3til AT
3 & Y= e XMLYINY (e ZHE wF Z2EZ|,

R 1__1__—

[ R
<rss>
r

<channel>
<title> < Mitle>
<link> ... <flink>
<description > < fdescription >

<item>
<title> ... </itle>
<link > < Mink >
«description> __ </description>
<pubbDate> </pubDate>
< /fitemn>

<fchannel> )
.

</rss> )
e

(19 2-34) RSS ¥jd 2.0 718 =
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Ad(channe)s AAFHE AHAR(EZE2E)E YeEE ololH(tem)oZ
TR, AFE FFo R Al &(title), F=4(link), W-&(description), A3 =
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o
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<description>o] al® HAE=9] /Lol 1AL Llink>7F HEl= AAS
AAsH, AEoly FAo Az e WAooz md H
shuhel <tem>2 <description>o] ZY ® HIMLE 3Ests HAEE
Z9bskal link>¢} <titledo] Wz HEjd® A BEZFR o2 bdsith
BE tem>o] 84EL AdgH oy, Ho= (<title>e]t <description>
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URL A X
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description Adel 2% GoUpstate.com
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2}, 91 = =2 (Web Crawler)

4 =2 i(Web Crawlent© &334, 72538 WYHOoE A& oolt 4]
t AFEH Z2aYe|th gAZE FES AES ZE o]
AR S *@*é’é‘}—‘ftﬂ AHEEH, AA AW olFA AAPE FHoAE
AL 3] <l At =3 328 g3 A=y HIML
< ¢ AlES AF FA #E AYS 9 AEHIE
stH, AE olWld SR 22§ dHoAe 54 FEHY ARE
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AME &=38tH 7 FHlojAe e "Z2E AH, Fi AR
AR, I¥" AHE, dErge AHH T F B2 HEE FHs
ZrIOfo® Ago] dde] FHolAe 4 HAE wElvhA AR

Lo e ool o o

ftlo
4
iy
rok

ol
H
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Initiali=ze:
UrlsDone = @
UrlsTodo = {*‘wyahoo.com/index _htm?”*?*, ..}

Repeat:
url = UrlsTodo.getlNext ()

ip = DNSlookup{ url.getHostnamed{) >
html = DownloadPage( i1p . url.getPathl{()» >

UrlsDone.inserc( url )
newlirls = parseForLinks({ html >
For each mnewlUrl

If mot UrlsDone.contains{ newlUrl >
then UrlsTodo.insert({ newUrl >
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sl T / /- e —
L Crawler ) / ( Crawler )
- / \ -
v
< D ol ™
C 1 | < | }
N Bt I i S

A e FHEFTH WYY FEREoH. FYHFTAE URL
Manager’} AW el & 48
TZolt}. crawlerdl Al £A4& t#=Z ¥3 Outlin
URL ManagerdlAl @745 URL Manageres Th&ZZ e FA9
URLRIA] AAFste] URL FEAAE doh. &, g ) 2E84 4 URL
23 URL #E = FE-E URL Manager’} ti4l & = o]

=5
n c
=
-

o

_84_



)
[\)
o
o
1>
rlo

v
oo
[
o
i)
.

o

N

N
O
=~
o
=
D
=~
A

N

e

=

By

¥

~
rO

-

BN

il

7hzi
/ i f"_____‘-a,‘\ \'\1
/( Crawler )
T Al T
( crawler ) - 1) | Crawler |
I i -~ o
e ———':/,\““\.L /}/\# -
o C6 i af /
LT - e
\ 7N
BeE T Twg et wepmet oy
L | Crawler )—=(  Crawler ) |
Shainas commet M pit e i
(19 2-39) P2PYA] BAF I 3828 112 %

9 awe P @A FERECE, 7 Crawlers #d @A
TZE 712tk Peer to peer, or fully distributed)®2]e  Z+z+o]
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olF Ashs 74 tEA el dg U =77} ofuA|(Apache)®]
3l (Hadoop)elth. 3HEo th&so] dolElES Austr] 918 o=
AFEH Ze oA BHsE B gZgAold AL 9 A

QEL T A Fo|Th

_

1}, In-Database

A-vlolgulo] == TlojEulo]l2 el #4& HFH L F 3

rr
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7Iss EFst Aok wEbA B4 Y AR oldlolH o] 29k EA
AXEJ o] ZEE % tlolEH ] A 9 ZEA 2 Fo o dAE
ARA 3 B} 21&5HA HolHE BT F IAEE (YT F+ Ut
TS Ql-vlo]E o] A2 AE3stE mlo]yd ZRA| et HAAZT Fe
AAZE] 2HE 715 S ALste B4E 7HsstA gt ol¥E Ve
Adst= tEAHQL A-vlolEHlol 2+ H gt o]E(Teradata), IBM
Y Bl 2KNetezza), L8 = (Greenplum), °oj 2~E] Hlo]E] A]~Hl(Aster Data

Systems)s ¥ 2 F8 HolE dojs¢A wWHEel o AdH

AT,

t}. In-Memory

ol-wiwng &S AHAH T FLZ JAEAS S]] Yl

dolElE BTk WA W AYstns s a7 mobel met
O ZFagel A FaA¥L ok ABA WxUx AAYHL e
dzzsh 2 Fad A48 dolHE gyos =3s: AYE
FAT, - AEe Haa ol WEdE olgsle] A9l
wen dolHE Asy] wEel dolH mEe WEm AelE
BN ohRe wHe BAS AYse U £88E ARe Y S
9ict.

vz s AWe BE  dzAsh gL w9
dolelaol 2ol H&A gkolw H7] wEe] doleuolz Amel

_91_



Startupilt SA0l DatabaseE Memory(ll 2ZA1H 22| ¥ 2H0H= DBMS

e
Main Memory
Database
Tables ‘ ‘ Indexes
C Ireckpiir‘nﬁng Atartip Logging
Data File Log File

(2™ 2-43) In-Memory

¥ Z# : ibm information on demand (2008)

2}. NoSQL

AE dlolgwo] 2 ke &S] BIAF HolEHE HolE Fx7
obd t& FHE At A syl 913 NoSQLo|l Z43g-& wha Ut
NoSQL-& Not-Only SQL, &4 N o SQLE <owmslH, AEZ<Q #AAF
oot T 2A AAE v #BAE dolEuo]AE own it
#AE dolEmo] 2o A DIABRAEH} IFEAG FHE Fi Ue
JFA, NoSQL7 &2 dEATsA Fde Fi 3489 fade
Aetx] ereth olgldk EAOE NoSQL tlolEHo] A& 7]E9
AR dolEluo] =] M3 EFg HAH wet Ho wE A st
7beatrl wEel & dHolHE EAMAA ARSI HAASE

AYgd = de 7lse Asd

-

T

e

rJ

1) ¥ #A(Consistency) : ZE

2) fEA(Availability) : I+
Ela=

3 ks A  MEYA HE 5 IF HelHE &4t E A" AdsH

< sjof arh.



Key Space

| Hash function |

Partition Numbers

Replication group 0 Replication group 0

Rep Node
Naster

Data Center1 Data Center 2
Storage Nodes

(19 2-44) 2243 NoSQLY =

% &2 : oracle.com
o} v Bjo &

Bigtableo] &t wj-¢- & #=2¢ Fx3 © dolHE #estr] g &4
2EZA Alz"Helt 2 9, 72 o2 g 72 w8§7HA
729 B2 =ZERAEZL HEolEd AREHS  Uth.olHT
ol ZY Aol AEL HolH Y], AAEA L dig &7F s Yo,
Jhd = ET-3kal, Bigtable2 BE T2 AFEC Ui Fdst =2
T3 QA4S dF3HoE AFAIgH 2o &S HHolEA W
gk "oy mEoltt

e o] &2 4HA &l Q) al(sparse),i4kE] o] ) . m (distributed), § 74 <l
gard el 2 Ae]d ¥W(multi dimensional sorted map)e]t}. ©] WL row
key, column key, time-stamp = <AdA HUck W zZF value:
A=A e nio]E o ol(bytes array)olth. o] I¥Ee AFH o)A E
A7 dA Elel&e & FES dehdn dow)e ©]5& URLY
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o<=olt}h. contents column family= ¢ #Holxo] W&S EFslH,
anchor column familye= ©°] #H oA (www.cnn.com)E FrFst= T
g#(anchor)e] H2EE YeERAT.CNNS] S9o]X]+= Sports lllustrated
FH o)A 2t MY-look F#olA =t o3 FxEHZ]  wEel,
“com.cnn.www €2 anchor:cnnsi.com¥ anchor:my.look.cagt= ZAH
o5 zZteoh Aty A Acel) shue] HAHES et 99
contents 3)-& timestamp t3,t5,t69] 372 WAL zt=th

i

{row: string, column:string, time:int64) > string

"contents” "anchor:icnnsi.com™  “anchormy.look.ca"
[l 1

_______ L AR TR, YU T WS B TR D

e | —_—
" n -— il . I"" 2 i i - "GNN. Lo
COM.CRN.WWW I”" - . CNN" |= tg com tg

i :

(28 2-45) Google BigTable Data Model

% %3] : Bigtable : A Distributed Storage System for Structured Data

vt GFS(7= 3t Al 2=H)

T2 9d A2"e &3 B4 dHolHAERE ofZgAolAS 9%
st BAgd Ax®lom, AHriel dubERl st=do] Aol
5 T A=A 7)%(failuer tolerance)® We o] ZTlo|AEM

=
3 o FFA%S(high aggregate performance)S #| &3t} o] 3t



Hopo] AFEEHAT olF 7 E FH2HE ¢ A gaze A
TAE S HyulolES Alo]lzE iAW ZAo] 4 W mo
ZEo|AEof o3 HEEH ot

clientread 23 :

a0 I FH, I offset (chunkid)
200 chunk S |, chunk server 27 (CACHE)

GFS client GFS master
- CACHE MEMORY
client TOCAL DISK
app“catlon 0% T name chunic id chunic id iocatand
mamma | oooo: oo | e =
oo oo =
client 87 : table chunk locations
chunk — chunk M=
gjo|g — bytes AO|

heartbeat 0] M3 :
— chunk location 241
— chunkserver S3f 2421

{ GFS chunkserver | | GFS chunkserver

- Nz

oh
m— o s

tnk ontnk onunk anlink

(138 2-46) GFS Architecture (read operation)

¥ EF4 . JERFA4AZFY.2010
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3. Hiolg &4 7<&

HuelElE  ®Ms] 9% EES BASS  AuE, 53
AAGEHIE  vheld  Eokel A oln] AEHW  HEolH, o
BA/EEY Yueze oiiE dold Add REZ A4
yejole Aelo] A AT ek AT Ldudel 5 Y dolg
Fh2 s, T B4 JME hed gaE/edudd whely,
AAVEYD BY, 2HAEN ol F22 wn ok Yuolg e B

. E Fmel delee] HgsHw ek
Aehe FHsha HolHE A%,

g 7S 82 i) o] Jhd

1

olf g AT =l HdHolE &
#e] sh7] faiAE 1o Ante <

& 20059 24 ARl vl AT nrolm FiugEEs T2
W8] +2(MapReduce) &arg]Fe 7387 Asi 7Estio.

o
I

(3 2-21] "ldloly &4 7<=

tlolEfell A I ==
shooln] gl HRE ol
Text Mning | _ =2 wx »s e®A 2e2d9. Topic
Tracking, Web Mining, Question Answering, &4
2 9F, Duo Mining®] A<

- QIZEALS Y] AT A AdRAAFHoE AU
s}stal oA A F S g3t A FHOEA

ZkA o] A AFEE T e A

- 2o} A ElE Foj(written text) x ]2} F-o](spoken
language) A 2|Z 4

“A%E Ee JA/ 499 dold
[e)

Machine

. - ClEjYl AR AAM(web mining), ©Z2Ewulo]yd(text
Learing | ining), et ol A, 23914,
HCI(Human-Computer Interface) So] 7]AStSG<S

A&
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- AFEAEC] Zde gArEAS gGA UE ¢ AEF
= 2= o3te F= AZTE oo
DDS(2] A} ;}EJ%EE AT 98-S 3= HFH §8
BT | _gns  casmse pdngn doms
=W azwmesa ananAe sgagnel ng
FHH R o] FAAA lF
- FEo] BAFH S AYsr] 9% HHoz Az
-9 YRasE W gAY gFs BAE AR
MapReduce o] 2y
-d&F dolHe 4T 4 ¢l HAFHE TR
ZE2E SHoA WEAE A
-T2 Y FAY'E 8 HolHE ZT9t AolA
A&3HA BT Aulx
-H Ay d=ZEE AR JIdES AA AW
: EFHE TFIA ¥ dHoHE AAsta, olF
Bg Query | wusie mzoaw o9x w Aus B L)
AR 28 9 7Hs
-HHYY Jee &5, TR, @ed, T Heh
o A= He R g
- Mahoutell&= E32H¥Y, #/, CF %2 33
Mahout ZZOYgUe 93 o] x3}F
-ZH2Ed 9 CFel #dd 750 %ol AL
- RDBE #gstr] A &ZTEYO] = A0
RDBMS 2= Al 2~H
- 7lkey)}t #k(value)E9] ta3k #AE Hlol &3 A2
o] - 7hehsk A2 o] Hibg R golEwo] A
- ZglolwA REF dlolEl mlo]Y(PPDM, Private
Preserving Data Mining)elgt & =3  HolH
PPDM af7kel ZElolwAlE HEEHA @FOoWAE
tolgo gHHoZ Eo Ju Aoy HHE
ol 71&

7}. Text Mining

g vlodold Adolz TAE HAY HUiE dolEd
we #AE FEd A9 ofn JE ARE Fohle
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Z1Holn AlgEo] wWalE Ado]E ola|ld 4 Y AAojx @ (Natural

Language Processing) 7] <ol 7]4t3lc},

[ 2-22] Text Mining 7]}

71 8 W &
AREAR] H2E FAZRRE AAE dte ARE
Hn =z T3t A4 _
dsles AR= Z49 FAolu AREATE ol
Aolgt Ao xHlo gt FE2E F UF
A BEHe EA FYH2HIELE EAES EA4Y
W&ol wet Fxslete AEAH °92E viold 7|
S A BRe FoX 719z e EAE BRI
&<=A ZIMe g Foxl 71 A wet o] 471 sid
FH=HA ZHlg 2 7% 2 ZUAE 24
A FE2HEL FAES 48t Y93 WY
TAER ¥
Topic AeA7l Z2BE Juro g A&7 BAl 9o k=
Tracking A7 ol B YA o =3 A 2H
A 7HE 23 A9 JYHL e FE
o H2E  moly JWe §) AolEd HEsho
Web Mlnlng /\]__Q_X].Eo] & ]:—] ‘dﬁ] X]-/‘] o] oJ 0}1_4 =] .]5]_% ;g_ﬁ] _B_H
=
Question Aoz AEE "XW| Alxdlo] HFo dig
Answering O3S A2 F= A 2H
e AR FE0l HY BAA 54 B4 dgure
o] goF T4 Eve oY FHE FEeHe ARAHW
- EA8FE £ o Yoyt EAA BE T8 WES
22 Q93 A=
Duo Mining | - dlo]g wlo|Ya} € 2E nlojdg 7 2§
L Ao A e
g=o], Fo] TH ol A FAEH A AQTAYZ
AAYGL Aststar oJarase Fehr] AT FEo=A AREHI e
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Aoy E Ao (Natural Language) 2kl &3t

Aol A= A F AR 7T 7 Adsd, A= AAA
Zag ARET ofye}l ool SlojA el ofF], &, ojulol] AT A4
(Iexical, syntactic, semantic knowledge) = AF&3|A4 & (written text)
£ Agsts Aotk

EAE flo st FACA BAHE fuEdE HRId 54
(Phonology) o tigk R7FAQ0 A& HFeF 3s+= T (spoken
language)E # &t Zolth

e

[ 2-23] AAo AHE 7Hb7]|&

7l & &

TZEA -2 2gEAY #AA), FHAE BAEH

Syntactic | Aawe BA), FEEAGEY AR B, 23

Analysis) AA +ZF HM) o7 o]Fo]H

- YA A W, = A T FE R T

=73 ou A4 W Mg oEN o] ko] oumFH Aok

(Semantic Gl = 2o FA WA =& 9ot

Analysis) -th-8o A g AR AAE EATOEH

Aol &4, on 4, fFFAHs &

=3k A - &Y B AddA B4 7

(Discourse - =T E2EN(EA AAAA R A,

Analysis) JERM (A= Feh)& =33t

t}. Machine Learning(7] A &)

-

71 A 8k<(machine  learning)-2 3+ E #}3Hcomputer  science)®] ¥

B2, AFE 52 7147 489 HolHE HR R AT R &

IS & F UA st dagEEs A7 st Aolth

< #8&3= 7]%01]% oleiyl AR A(web  mining),

ol Y(text mining), Aol A7, 4202, HCI(Human-Computer
o N

Interface) 50| Q1om, Sxat= wolEHd mE sty BEs



[ 2-24] 85 vlolElol e FAsts 7

= 7 wH
- Y4="(input-outpu)e] Moz FAH4=E  training
SEHE d¥& Y& AMEte I
Supervised S;‘t&_ _(;E}ir :‘11'76] = = Feret T
: A= =
learning - WAEGS F2 B F(classification)®t 3] A&
(regression) &#| 3 2ol 233t
- =9 #glel 22 oY @AW FoAH oy A
, #EY F5HA EAES Hotste &5dte 34
Umibervied | vimasige F2 2 AsHclsering, 4R
g (density estimation), A} = 4x(dimension reduction)
ol A&
- WASHE I Bl W ALSHE S SHE E
- dge s 2do] PFs HdYsta, I sl
e mdo] ~xg RAAXE AlFstH 1o ot
Reinforced EEH= 3A
learning - WASEE I BaARERG S g AFHAdA EE
tlolE 7t Foj A=t whall, Z3leFolA+= ShEol
AZEA QL AAE 7R &34 0 Z(sequentially)
Aol

2} oAEA A Y Al ~®] (Decision Support System : DDS)

ded ARE £ A% BAE 9% Az dolA
AT Adel AnEAE 4 WY 5 =R Y ARE
BYSFE 9L S FHE $§ Z2adolth DSt A4I95S
TP RE AYFY AAAAY AN RHE LolFn YnE
sskatel  BHEYS  dolHE  AFFOEH  ARRA
o)A AR TG Bt EAHO R o FolHA HF
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(3 2-25] oJAREA A A"l FH84

® F W &
- YAEAC Ak e HolHE AR e
tlolefuo] 28t o]E  #AYst=  Hlo|EHo] X~
#2 A 2~=(DBMS :  Data Base Management
System)o. & A
o] & - JAFE A A LA 2=H o U A o] o] w o] 2~
Hlo] 2~ Al 2H] AN2z"lel Tse gAEAC Had HolHE
A st o] & AlFske A
- HlolE o] 2ol= 229 WF HolEHo] 2z, 9%
ol o] B vl o] 2, aga 7 g He A 7H <1
tlo] g o] 2~ Fo] E3F
- mado]s A 2EE oAAA FQd oA
2d & A Jde Bz oEs
wa #Aest= 2dujolx YA 2"(MBMS : Model

Base Management System)o.2 4]
- Rdduo]~ A[2HIE oALAAo] dag md
At FHstn FAGE 75e ATTFo A

B S E Eat

S AERAAG glo] AU ATE F

~AFEA QlEdol -t dolee] uds #4, 1ol
GakR BABANA  Yolb: ARl
AzEgde  QEsels  @AE  AEehe

N2RRES T3

Q
amo - FE Aot 1am AURAE oled
- o AREAL7E olefslr] gl ARgE] AR skl sE
A 53171 R o 3 A 2L
#YAZEI(DGMS : Dialogue Generation and

Management Software)g}il= &
- AR gAEAA (A ZE Y] ARRAE FE
719738 Fo AEAAS dete A9 weA
A2} -olE2 BHE gAEAC M AHZg 2dS
o ALA 7 mdaol~ZHE XAy FAI HolHE
AL Al2=H tolguo] 2= HE AFEAY AR JH3 o

o

HerEe WSl BAsel  AAe  we
Aujshs o)A AR AR S
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o}, MapReduce

Wl w22Map  Reduce)= FE°] EAHEFHEHE AYstr] A
HHo=2  AZF, 2004 LFEI AZEL O Z LAt o
zH Y9 A= FHEe|EPB) ol 3o d&F HlolEE AT +F gle
AFEHZ TAHAE ZFYH2H AN WHEAHIE Ay sl
AEEAT. | grzae ¥ @AY gdws AR AgAAES Uro
2t sttt Wimap)S &4 AE HolHE dA#AA JE dHolE7 g
B2 = ZAYgold, fF2Reduceo)= W Y F, FE dHolHE
AASL Y3te HlolHE FE3te SAEZ AP dxF PErs
zH A F M FES e Aol ofukX|(Apache)?] sk (Hadoop)

-

DG

Combiner Intermediate

. -
Barrier

Input Output
(198 2-47) MapReduce?] A8 &

MapReduce= o2 @A=Z vs £ JA IA 27012 YeEuHA
Map¥ ReduceZ UEs 4 At 4 dAE d83 3| key-value
A& 7}A 3L th w3 Map? Reduce = MTArt A 2HA%
inpute YE HolEE keye} valueZ Uro] F= 9L 3, Mape
Reduce®] <FH] Aot Mapd<re dHOoZ=  keyot valuer)
=ol2th keye 3 ol 2 WA A e azAlo] ARk
Map$tol A= F-Al®th values dlolElo]lH of7]A reduce E=olA
AAZE keyst valueE FE3= ZZE AU FAASoF @t =
Mapd+ HE dHolgdA Keyet values F= & of &A%
HolE7l oW AASE 948S & F& . shuffled MapolA

=

ol

- 102 -



2 key-valued& key= Hhste] key’t 22 2718 15 TETH
Reduce & HA d=8€x} &8 g key-value o2 o] Fo Xt
AH keyx= Mapold =H3 Keyel FHUsHATE valuex Iterator=
o] Fo1x Ut o] AL shuffledA el A valueE 1&3} 3t3A7] wfZoltt
Reduce = AAAQ HolE A& st7] W&ol oy E AHeste
A+ NEAVE AH AAsiFF o A3 g Mapd mizA =
Key-Value’$o] UetA Hr

v}, Big Query

T2 9 Aes 9 dolHE FPs oM AL B

Mulzth ol gx7t Fa  FEeE 2EAC  BAsaz

o
N
rr

= ah=
dolBE JeEstd § He$AE B A dolEHs w484
etA 719e MR QlZgE FHA ¥IE HolHE 24T F
itk T2 20119 114 ¥ FHE wetelA ZeRE g el =3

Aulsg Agdvn wEQt. @4 ZdR FaE Ausst A
Folrl, obd 4§ AHx Ade ¥FA @e o deAm Uk
2o W2, v A 23 £y 99 Yeows) HolHE e
t HehHelE FEAA 3% & Ak Y
e AR AMet £TAE THAA QGAE
s pAss zZead o4 9 HAE %

&SItk g £RA e shHo] Adak,

71 %
2% | 2@ 4 Ao FS F x o] BT
g | ® B AREE TS HEiclE av1e) delEHS
R
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S=A | Google 1z glo| A T H QE SQL &AF A7 Ao
— o | Google A& A&SHE YT 15 B AHEA 79 H3kS
o 1T Xﬂ :g_
HQk | Bk SSL HA 2~
9110111]":]}\ BigQuery Be}¢-A, bq W#¥ < =7, REST APl =& Google
g | APPS ZIAHES A}a%}o:l BigQuerydll 42 7%
A}, Mahout

e
L
=l
Mo
)
ol
rir
>
i
filo
b
okt
rir
i
it

Mahout& =718l X
ZEAHAEqA FAHI] WA
AH83l=  Apache Hadoope AF&stHAAl A ojxl o] Folty.  Apache
Mahout-2 ASF(Apache Software Foundation)el| A =%l
A2 ZRAER GF Jhs3 VA SE dagEes wEs A
83 EAHo)m Apache o)Ayl Jod Tz AL 73T
Aol Holeil Awol: ETF8aL o] ZEAEE
g5 IEIYPTh Mahoutll= FH2HHY, £/, CF %
2Ia9%WE AT Fdol =ZFgHo Utk ATrb Apache Hadoop
o] B2l & AMEStH FEh9-EoA Mahouts BHHCE AT 5k
AT

Mahout& AH&AU AFAS] AFUEIE F58tal Adstd] =
A2 o AL == tiste] FAbo] wls| 4 ediEet -
g3t Zo]l HZolth A Ay ASHA & JIsEue 44
oA AT T e AEAHQ A FHES T

LE &2 EojEAE ¥ Al &oldedx ETstal Mahoutdll=
oln] H2 7lwo] 5o don 53], Fe2EHA 9 CFet #Hd 750l

wol

o

U?l',
x
> o
b
2
=
kU
N
AC)
i
fr
ki
fu

N

2

r

[

o2

i

x2
2
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o}. RDBMS (relational database management system)

RDBE #dstr] 93 &AZEH o] == 7ol AXE A|2Ho=
TA o o] #| o] ~(Database, = Relational =~ Database, T 3}o]:

ARz A, BAPZAR7IA, RDB= Zlkey)ot #(value)Eo] Itk
AE ElolE3F AlIZl vl-¢ g AZ o] HdAHE o] W o] 20|t}
19700 zwt IBM A4 System R'elgle Z2AEV}
APEJom, o714 Aol oW 7jeg HieE Aol AHIAE
aefstz] A% A77F 3 HIa, SQL doldlA g Asol AA
How =Rk Amo Ao, AR AHHet As AHT ddo SAT
7= 7HAE dolE FAEHIAT dHolH doje A" HArE 1976
11€¥<] IBMe] “Journal of Research and DevelopmentA]o] =& o =&
T FHAL 1976 el 2 o] =&©°] ORACLES] ®Ael =20
Hqet. 197739 ORACLEARS]  Aya= SQL  AoE A5
RDBMSE +#A3H7IZ stem, 1 A3 ORACLES 1979do X x9
483t RDBMSE A& stAl Ao 1982 de] IBM2 DOS/VSE2}
VMol A @5+ SQL/DSE W +gkem, 1984de] IBM2 tiaS <8k
MVS &GA A4 == DB2E WEIIFUS. =3 SQLS
25 ANSI 3]l ¢l RDBMSS| #£3 o] & who} Sof F T}
olo} e BAIYALE 71z RDBMS+= 197998 =% Hxo] 483
ORACLE DBMSE Al#tog st #AY|7A] PCE BIXS IBMO| O
7hA wG- R 7SN 8 e A= TokdE RDBMSY
AAR71E olFa Yotk tEAHQ FESEZ+ ORACLEAFS] ORACLE7=
H] &3} Sybase, Informix, IBM DB2, IBM SQL/DS, ASKA}S] Ingres,
VMS/RdbE°] At

oT® % 54

rJ

rJ

ot fob
i

il

- RDBMS: &9 A%® =& wde DBMS/H #Z=Se
AAsE PATRE el oAU HolB F AYW =SEA
o] Fold A
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- 292 AHo TR
A

- BAE Ed2 HolHe FxAHd ®do] ©A ZHN} ZFEH
ojFolF AL, THOZA HolE o o] H-¢ A

- delge AdA AR Fae T vHHSE SE&ZEIHE
HAAZ davt gle =94 722 FHY FHAS AT
uet 2o} ggo] oA HolEe =W
ot o wol floid

- @AY DBMS RDBMS)= dHlelge] A% 3l Zde dA & <«
qom HolEHel 2 AFFA 7]ES] o= DBMSEGE 7
FAEFTE T

RS

Ll
FH
of¢
rlr

A 7 @50 BAE %5

ol
flo
Al
X,
of
ol
D

@]

o
X
i}
X

|4 "Hedtelyd #Hold Helyt fA EHavl A& WA
427t vtz s= Zlo] RDBMSS AY Z wdo|th. 8L}
olglgk wHe RDBMS FadAle FEF AFMNEHR AEH
AN =g Yo dAlE ASHDBMS/E ¥ 4 A& 1000 TPS
A

DP2I= QI AE A

PMON | | SMON |  SNPn | LGKnI HEDOJ Dnnn

| |
SGA Pnnn
Shared J DB Buffer Redo Log

Pool Cache Buffer
ARCHJ

[)BIWn LGwn Ji ‘

e eem—
— L
Loa GIOIET el e =

M ZZ Al
AHSXH HES J
SLoo Ml

(29 2-48) RDBMS9] %
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Zt. PPDM(Private Preserving Data Mining)

PPDMol&t  xglo|HA] HEY dlo]y rvlojdS L3lm oo H
A ZEtolHAE FsletA e

= Aoy HElS Fotl= Ves BT
HolE wmlold(data mining)e 22 &9 HlolEH| FEHFHoz Eof
Jd= Aoy FE S ol = 7]Eo|th dolE wmlolydL 19831 IBM
Almaden AT4E FAL2E Quest HlolE wmlold ZEAEZL Az
ojg® A A+ IYPHL YTk HOlHE Roal oF oY
7HA e R EAMsteE AAdA ZtolwAgt dAdEd  EA=
Adz=H4A dFd. 53], dHolH wloldo]l HAAGAHY wiARI

< HmA, AMolZaelmA s oleeE AR

)
>
bt
n}
o
o
=2
%t
e
2
o
ull
il
2

&

SIAHE Aolo] ol&FTE HAd BHAE AT AW AL FHB
gnel wEol BAA STk HolE iAo ZetolMAE s
YomA HET ARE FFHE e ARE FASE Y
et WA S fAStA St A9 AMAYrade-ofDe] HE BAE
2 5 gom, o8 sasux ZgoMA BEF  doly

Information Sharins

l Privacy for Information Sharing |

Data Mining F:‘}'F-"t‘ety,/ \r)a\ta_:_umjg System 2
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&4 ARE A Fsted vE] o] BuE &4 QAFA

Ao e ARE A F3F

o,

b
ox

- 127 -




<A BYd A4 Y JFgezm FAHCG. £A gYe ZZo
EAS FYA AEE F IEFS FA3 Object IDE 7HAH &4
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5 5 U &
- Al olE, afF AEAH, A9 AS
Service ARZ FAHETH 28 AH| 27} AHEAE 2T
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AHE-E
- AbgALe] H HEES Jedte "ot &
Au| 2 Alzd"lo] &4 RIFSA AFFe HI
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Identity ARE 7|lesiy o8 71A #e 7HE 5 ok
a8y gAY e A8l tiE 2=
ARE XFgHA &S
Charging - AElA AlzElo] &AL QIFA ARFFlA
Identity #=(Charginge & + I=F 1¢dE =4
G -EA JASA AFFY IF "Wdgd dig
o YRE AFse B
- &4 AdFAY AfFFed O dFRole)E
Rol EdsE HEolth o E W 4AfFF7F Al2H
o e, ZEode EE du ASRAAE
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- AA] o] =x O =0 Hol =9 z:s} dH =
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Audit Identity &4 AFA 219 /\] 28 A8
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afAel Ad ARE AR AIHAE
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g Zlgsted AR EE EEonh 9
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e 2 ot O 2 i
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Al AT wE F4le Fastth 2y o
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AFEY UESY WolA ntoldg]l Hd(binary file)® AHdE EA4F
=1

37 @ Aol AA Agoltt AFe HY FA o] FOR o}F

Ak o2 Aol Qlgre Aol BaAg oJste] AMEA Y4 T
L oAge £ AFEe FTEA F48 Ao

L

A FAg = Aew, Ao gAY A3t

afA ol9els o Aol e AHT 5 glojof Frh upebA
A AHAHE o] 8F AFE WEA Ak T}

- Ak MEARke] zRAle] AW e AT F de HYed

- Qz7 BS99 E BEbsA

CFTEA A FE A FAT F e RS Fle] folA
- AEAZE e Sl zRdle] AWt AREE RldE Ao
E7Mss TARY EVMEA
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Aol SlEels FHY AR fE2dd AW I oA
22U R go] 59 g9 EAo HAL 5 o fdA, H=

E7l5A4 52 USSR gtk
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0 ~TIEFE Aol
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A= 7] wE] Wi ZZ=E WAT 4 ¢l EEPROM =&
PROM<S WA sta Qloh. 7l=W o] Wzl 859k Aol wet
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Agshe 7% xE Aehe At 42 dsoEe AREA olee
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0 Y& 37t AlFste AR

i =) A &3t = NAHHKR S Ml 2e A
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93 A2 nEss AL ouI

- 132 -



- 7h84

A7FE ALEAA HAF PPOR AR AuAE QTA

32
SR

g AE 2ot

3

<A

5=y

BE

o

FEEY WA

=0
o

|

o

7N A

g 2o,

_?,]
3

7H <l

T
=

1(identification)

o
p

A

‘mo

AAA

= AS 2 ARlZolth

015

WAAE B

T8

A A=

H A A 7}

- Ao

WA 2 Ao

?:5_]_-

UES A Hete] o

Aol =

] =
) .

g

Aoz WHAE 317 9

- 133 -



o HZEA
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0 99 HFA (DAC : Discretionary Access Control)
TCSECelA = AlE-7I9F HISAA YR Fd3T JHds
Aolsty o &, FAY e IEol I e AFEY AR
SASA A e A

—_
HAIETAE ddolnz ou HI s|7HE dEAS

DACE A+ “need-to-know“<
A= MU st HAE 4 Jdoe= YvldA AF AFAEAS
AT

0 9&7)4k HZ5A] (RBAC : Role-Based Access Control)

RBACY s a3 w7l #A7E 337 oy Bde AAFS
SEACE Adsty 37 F TIdel EA HAAAS HESH
w383 Algslr] Y3toldtk. RBACOA = B AtolA F71, A,
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oo, o® WFL FAT & YA FAY F As
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RBACe] Ao =+ AA, #dexdA Hd #8 €& AlFsto
FH =4, FZS FAstLA st AA d9E HISAE T s

S
71Ee WHAsE gy #EAeE 9%, 9% AlZ(hierarchy),
A (relationship), A eKconstraint)e] AHE E3dte Ag29 FFS
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2. YESZAEY Bt

HEYE nete dWESac §%, T4, R Wy wHd &
lom, Agatel @A dEYD B, ASR, ARR
YoldE gebd 5 AR, dwdow tew Lo FEAUS

Zt=

- dlo]g X<k (Data confidentiality)
- o]y FZ4 (Data integrity)

J_?L
- dlo]E] 21= (Data origin authentication)
1= (peer-entity authentication)

/é_l
- F<1'4#] (Non-repudiation)

ol#d He QFAFOE YELZ HSE ARAES AEZI E3
A2 el glol URux FHepst WS 7HA dd ol %
Aol Bee fASE A Uge gustel 04 tzAT
sted= oE ARe  delE & Ul se wWyex
SIMIME(Secure/Multipurpose Internet Mail Extension) &©] ZA}-$-3 2]

HA=T2AM ARSI vy =3 YEQIS s Hed ¢
7S wWaH(Firewal), < EAAI2HEIDS, Intrusion Detection
System), 7} AR VPN, Value Added Network), < =FeHA| 22EI(PS,

Intrusion Prevention System)%-©] U

%0
[

o SIMIME (Secure Multi-Purpose Internet Mail Extensions)

S/IMIME (Secure Multi-Purpose Internet Mail Extensions)& A z}-$-#H-&
GAsHA A st d33t Alz"olth QIEYl MR Hde
&t (headen$}t vlH(body)e] F HE o2 UF o] RUYA =6 MIMEE o]
oA vy RES o9A 74T AUl dE AHoE st Ao
J# v MIME AHA 24 ojw g BQE AR 2~E AlF3tA] g+t
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MIMEZ|¥Ee] EFo &= SIMIMES] ol oh5-3 22 AE°] Ut

- PGP/MIME : PGPE 7]Hte 2 3k MIME =+

- MOSS (MIME Object Security Services) : PEME& 7|Qiko. 2 3 MIME
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- SIMIMEC| A Al &-&k= Hk AH] 2=

SIMIME2 WA Aol gk 71"A, F24, A& dF, $4 <
2 HeE Au2E Al o &= SIMIMECIAM Algst= Het
|28} Bt WAYZ AEEHE &% dugse el Atk
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[ 3-10] SIMIMEAN A A -F-8}= HQF AH] 2~

Bl Aulx Bt WAYUE ds L E

WA A 78 A Iz 3} Triple-DES

HAIA] F-A A AAA SHA-1
AL 1% AR X.509 v3 21Z=A]
2 Bl A4 ™ DSA

e ARE edstel AYSA BE HTOERH
CEA BN el e s s /e
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(Firewall)
9 AFEAY HIA7IATE YUY Ze W8 Y EYA

Aol A of| F)ake] Mt Agle] ByAel AT m: A

r O
o
Lot
rlo 1z

RIHES By AT Doz AgHT olAF B FHAI

AsA gL oefst Be A5e AATTh

- ey e
- 233 2-E|(Screen Router)
e HEE A P2 2B Routenz= JEY 33lS
Aty A=ZmARoutingS FIstE AHE ALLEA "ok
ol g tEl= TEAHIIE ol IiZle] &Y We&S R

A (22D T F de s8¥<= 7HA th
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- Wl 2~ & ~E(Bastion Hosts)

Wl SAEE PEY Axgel AL J% F MY 2
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71%S AFstA "ok A W 2HBastion)S FA4 AZY A
% FHlFEES oulet=d, wsE A2" #HApr A
TdEstA 2 Azde] #Hoh a#A wEy Alxge F8
702 A HIA H FEAZE ACIEgo|EA  EZEA
M (proxy serveneo] x|, <= Z1(og), #AF (Audit), F3

(Trail) s& H33kA At

- A AW (Proxy Server)

gAl AP L (firewaldo] AXEHo] YeE T AEA
2bet= Ao, W3ty Yol A= AREASONA Ik Hel

NE AWM EY AFEL AP 279 FFS W] 93 FHo=E

ol Aol

I
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L EC I E R ]
E

Bk BAE

Bl & (rules)S Aol st

. X2
—=

>

| Anl2z=9] A4
ol ofEg Al AlClES|o] W4
oA7lole WEA Y AHIAEE ZEA AHIA B
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0 A9 &xA 2" (DS, Intrusion Detection System)
] ®&x] Al2~®I(IDS : Intrusion Detection System)o]®t AA|Zto =

™
WEAE At Aol gl= AeARRE M4, Hre 2
o8, W& 5 UEHIIA AEHE 2Pl A9 AA0E %A
FPe W Aed W AYAE WA Bad z2AE A5 s
AgEE Az T

Firewall

}%x}a} Nzl e ols) BASL B A2
24 9 Ahyel el mH Aol Hed 5 e YA she
TAE gohith 131 A} 2 Bl B YL Auwshe
AHgAE A S
[ 3-111 2% BA Azd 7153 54
7] & 5 A
S -ARZRE IDSE 42 F A= Zlsolth siAVL
e DSE wAA EepA wA sAE B 5
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Session drop | - dZ o] Al=" w dZH FEHE E& 7IFolth
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“WEoSe] Agshe JEEEL WEo] Ago
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(backdoor)
]
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=
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=
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VPN(Virtual Private Network) o]2} 3o}
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} > } }
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[Supplier Intranet Branch Office Intranet
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| | VPN

VPN
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Abgste]l  ZAkeE BEAF Apole] TSRS FESe VEE,
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