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15 Statistical Policy Working Paper 22 (Second version, 2005), Report on Statistical Disclosure Limitation Methodology, Federal
Committee on Statistical Methodology, December 2005.

16 Cynthia Dwork, Differential Privacy, in ICALP, Springer, 2006
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17 Marco Gaboardi, Emilio Jesus Gallego Arias, Justin Hsu, Aaron, Zhiwei Steven Wu, Dual Query: Practical Private Query Release for
High Dimensional Data, Proceedings of the 31st International Conference on Machine Learning, Beijing, China. 2014. JMLR: W&CP
volume 32.

18 Abowd et al.,, ‘Formal Privacy Guarantees and Analytical Validity of OnTheMap Public-use Data," Joint NSF-Census-IRS Workshop on
Synthetic Data and Confidentiality Protection, Suitland, MD, July 31, 2009.

19 (Jlfar Erlingsson, Vasyl Pihur, Aleksandra Korolova, RAPPOR: Randomized Aggregatable Privacy-Preserving Ordinal Response, In
Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security (CCS '14). ACM, November 3-7, 2014,
Scottsdale, AZ. http://dl.acm.org/citation.cfm?doid=2660267.2660348

20 Fredrikson et al., Privacy in Pharmacogenetics: An End-to-End Case Study of Personalized Warfarin Dosing, 23rd Usenix Security
Symposium, August 20-22, 2014, San Diego, CA.
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34 K EI Emam and B Malin, ‘Appendix B: Concepts and Methods for De-identifying Clinical Trial Data,’ in Sharing Clinical Trial Data:

Maximizing Benefits, Minimizing Risk, Institute of Medicine of the National Academies, The National Academies Press, Washington, DC.
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St AL&AR ZE|(click-through) 2tO|MA SFo|ME QIEUI0| &AH AAE =
UCH AR AL 28 2H'®).

e UM @F(the Enclave model) 3, % : HAEK2|E JANMEE Q2 HEO
£Z(export)2 H|otst= 2ZF 0| UAl(enclave)o| S X|SHL, CHAIO| SXHA ARX}Io
ZOlE FE5I0 HIAHMEZ|E JHQAIFE CHE 22l 2YstH ANE Y +
ALt

ZalO|HAIQ HE Y™ HMHEHECQI Robert Gellman 2 G|O|E| 0|8 ToIME ELT U™
ots MAISH HE UCH* Gellman & 17b Moo= AlY JHs3H 7HQl  E (potentially

identifiable personal information, 0|3} ‘PI*)2t1 22 M2 ME HIZ F|QtsiCt. 0|0

SootE GARRE AHIEC| HIOIH 0|8 TolMolM, 3iE FEOA JHe MEA=E
MAZ UK OS] A EE 5 UAChs FE MISAtL| ofHE F7tE 5= ULk 0|=0f
Haite MAES A=Y Z200 UIAY MES s 5 QUCH Mt Jetel Y et
m=H, g EXaE JHAZE7 AL D2 SE= 5otUA = 2lete ME7F Ml

=
Z0[C}. Gellman o X|H0j| M2 M, fLIStH AX2te FEE HAEE = JU=XE L =
glon, At A FAMo=zZ MY Jt5st B E
2 o|ct.

TRSE HEES HNENSY| A% (R WRYS W2 WM SHH 4 Yo
QA8 YD Mot BCh O MOjAE 123 Y2YO| AFSots 8018 a%Ketn
HIPAA Z2tO[B{Al A0 Q= & Z4X BA@X2| 7|FS =olst0f, o|2f8t 7| Yo Cf3t
BT I 81 70) 20| LEEFH i B0f stof =ofBtet,

31 EM AExt A
Bre H|AEKE MAYS 2t2to] Qo CHE Jelol I E L B st Me B Uk
e B0l MBS W 1Y HA ofsfE 4 ACk E 101 THE el HE Yol HAlHof

2015

3 Ibid.

36 Ibid.

37 O'Keefe, C. M. and Chipperfield, J. O. (2013), A Summary of Attack Methods and Confidentiality Protection Measures for Fully
Automated Remote Analysis Systems. International Statistical Review, 81: 426-455. doi: 10.1111/insr.12021

38 Gellman, Robert; The Deidentification Dilemma: A Legislative and Contractual Proposal, 21 Fordham Intellectual Property, Media &
Entertainment Law Journal 33 (2010), http://iplj.net/blog/wp-content/uploads/2013/09/Deidentificatin-Dilemma.pdf.
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E LAY MEXE LEL = HAEE 22| of

7|0 JHQIEEE HAEN 2|2 I AT AMHXLE MASHE 40| DACH d2{st =39
Zt2 LiEtLE HEE A2 34 (linkage attack)2 Sl A& g 5= QUCE 0[0f CHBiAM =

ot2fel Al 3.3 E oA =2lgtCt.

3.2 7}HX2|(pseudonymization)

ZtEFAE[s 43 JjelE Y AEots O E JEE 71322 HAXsts 58T HEtol
Azo|ct * MY MEXES 25 MAXHCR JMYXNZ|SHH, JHNZ S S 249
HAIYE 7| Z2LE ZE ALH-O ZH, 7410 £3t= YEE HEY = UA &Lt

DHOF JHHXNE[E Aot 7| 20| @afe| MRS 7tPnt HESt= #E BRI UAALE T
HeE AU 2HY = A= YU2FE2 0|8510] TS ZR0= 7IBXNEE A
HlEd 4 AUt

7tEXE|= 0l2hel of Ao 7HEE 52 HEFHME MAEY &= AR St= 827t
DLt TroF 2 AMEXet 7HY kol FZ(mapping)Zt EEEAALE 0| MUY & U=
FLole Ztyxz|E 2 Mg =HET £ AP o2 29, HY 7|E 0|83l9
AMEXE S35t JtEE dde = AUt 7|2 Y2 E FECW 7PN 0| gde=z
T EHX| O, 2 AHXIF MMHEICH HIPAA O M2} 2 AMYHXIE HEFEHQO Aoz
D=8l 22 T2 J|ZHcovered entity)2tl HEZ2= HIPAA o #HOAM CHRE=
7|2HCHH 2 ©| 2 MBRpRE s8her 4 QIry

0 2HE Ml AMAZLMMIA(HHS Office for Human Research Protection, 0|5}
OHRP) Bref 7lBX2|E €A Qo2 EHEY & YW, HY Hyms

— = =
‘AE3H(coded)El o2 7HFEIH, MHRE T (Common Rule)“of mat o Hxiz|El

41 ISO/TS 25237:2008

“ HIPAA £ 7HX{2|S Slof MTs| ST E(salted) EH4E AT SHAIS ALBSIES 68SLT oL, HET BRHO| UREN A8

+ 98 2O|0|, Y4B 77t BrHsIX

() =0 5 =
b

2HOtOF BtCt See Guidance Regarding Methods for De-identification of Protected Health

Information in Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, Office of Civil Rights,
Health and Human Services, November 26, 2012, pages 21-22.
4345 CFR 164.514 ()

44 U.S. Department of Health and Human Services, 'OHRP—Guidance on Research Involving Coded Private Information or Biological

Specimens,’ October 16, 2008. http://www.hhs.gov/ohrp/policy/cdebiol.html
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45 'Riding with the Stars: Passenger Privacy in the NYC Taxicab Dataset,” Anthony Tockar, September 15, 2014,

http://research.neustar.biz/author/atockar/
46 Opinion 05/2014 on Anonymisation Techniques, Article 29 Data Protection Working Party, 0829/14/EN WP216, Adopted on 10 April

2014
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P HZE7] HZ0 Z2t0[H Al
|7] 73 (device pseudonym)T=

2|A37F Skt & UACE Ol FAISHA, 22 A8 7
Hlszoh Z2tO|HA| 2|23 F Of7|e 4= AL 3| Ch=of M S 4SH2 2 M ZE

3.3 ©ZA ZZA(Linkage Attack)2 S8 XAl

HA SN2 E 2 2 HAES = s o= 092 S4x QUCHL A2 3H0ME
HIASENZ B HE S0 fLe 2022 717|587} o HEQ WEFH L MYUS ZF
B0 AE F UM JE A JAs FAtSH 7HQI7| E R HZEICE

717 del €37 ¢d 342 o2& Latanya Sweeney 2| S4& & # ‘RAEP. Sweeney =
1990 HCHO| XpAIS| MIT ZEY IHAQ| YR E, HAIFMNZE FX[AL

ol w
NAZIZRE MALZSHACE FAIO HAFEMZE == YT HO| Us '31|)\f—’|‘—*1|’< =

Weld 7} Z| 20| HAFZFEM= HR0M X =2

50| A

2 E 22 21 U= Sweeney = FA[ALS]
4, Bz, GEO| OjEE= CHAEXNEIE JHQIVIERE  AMSIH  FX|Ate
HRAZ|ERE MAIEHS = QAL 4= o] YEE XHAI0] 20 {0 F o ALK
FHX SEYFOAM LACL Of LIOF7L Sweeney = 1H2| HHAZANE 2BISS}0], 1990 A
QILZALE 7|ZXE, O|=Q2 ZCf 87%S CHAXIZ| LEHD, 4, HdES 0|85
£0[|40 UA|(uniquely) AT = UCtD FHBIFUCE ¥ ZELO|HA| Oﬁw Phillip
Golle 2 =2 AL A{ 2000 13 QI ZALS 0| 8810} 62%2H= X|AlE H| & HMSHRCH®

-

Z12H| 0} CjEetm O] Daniel C. Barth-Jones W 4== O] 1 E H|TtSIH, 1996~1997 H AFO| 0|
AYPEEX| Al QT2 55%0 SESIF2D, Mt FHX HELF AAAH HUEL|X]| Al

017190] 55% O[5tk T Al S 4= QIACED K| KB}t

47 Sweeney L., Simple Demographics Often Identify People Uniquely, Carnegie Mellon University, Data Privacy Working Paper 3,
Pittsburgh, 2000. http://dataprivacylab.org/projects/identifiability/paperl.pdf

48 Golle, Phillip, Revisiting the Uniqueness of Simple Demographics in the U.S. Population, in proceedings of WEPS 2006.

4% Daniel C. Barth-Jones, ‘'The 'Re-Identification’ of Governor William Weld's Medical Information: A Critical Re-Examination of Health
Data Identification Risks and Privacy Protections, Then and Now," SSRN-id2116396, June 4, 2012.
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2076397
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54 A. Machanavajjhala, J. Gehrke, D. Kifer, and M. Venkitasubramaniam. I-diversity: Privacy beyond k-anonymity. In Proc. 22nd Intnl. Conf.

51 Office of Civil Rights, ‘Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the
Data Engg. (ICDE), page 24, 2006.

Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule’, US Department of Health and Human Services, 2010.

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html
55 Ninghui Li, Tiancheng Li, and Suresh Venkatasubramanian (2007). 't-Closeness: Privacy beyond k-anonymity and |- diversity’. ICDE

52 El Emam, Methods for the de-identification of electronic health records for genomic research, Genome Medicine 2011, 3:25

53 Latanya Sweeney. 2002. k-anonymity: a model for protecting privacy. Int. J. Uncertain. Fuzziness Knowl.-Based Syst. 10, 5

http://genomemedicine.com/content/3/4/25

(Purdue University).
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AL, 31 7t H O[LoM A EO| 27tsdt=S 57| 2Isf, HIHEXNZ =
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o 11GHA!: HEtE HHE Q|
=
=

HOIHEE 25517, HAEN2| 78S MB B MO 7|23,
K AlAXIQL EAIYAIE 7| A2 o HAIMA 2|0 Cft FE H|THS FAIMKIE Ba|HO2
AME Mo, HIAEHBS ST DA AAKIT LIEO EXSIH = HE So| 9= 4 2 [8#16]
HEOt RBE|ZLE HALQUS I S0|M0| YA AlHsle HAE L2kt 2 UCHs Ho|ct. Ll Eles
SAXOl UG AN WA JHSAHO| S ZHS 1l 20| FRLICH MAlY, [12
XEoto| G, 0|17t BRE FX|SHe HIO|E 0|8 /M7t Y= HAL0E S| 12{3}ch
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L El MAIY 2 AL Ho| HAMOR U 4 Qs HEO| Y(DAKY &) SHYE
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3.5 HIPAAOf I}2 7§91 2 A B (Protected Health Information, 0|5} ‘PHI)Q| H] Al X 2|
1996 & HIPAA Z2t0[H{A| A0l JHQIEAFL(PHIC| B4 X2 0| Botol, M2}
=h8 B (Expert Determination Method, §164.514(b)(1))1d} M|O|=3}H BiAl(the Safe Harbor
method, §164.514(b)(2)) 5 S 7kX| HZHO| MA|Z|0f QT F WAl B XAl 2|A3 5}
Mo gle QHdet(foolproof) HIAEX 2] B4 2 OfLICE T O] HYS2
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351 HIPAA ME7} &8

‘M 27+ 2h8 B(the Expert Determination method)'2 7|1 EE HESH= M &7t
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57 Yabo Xu, Ke Wang, Ada Wai-Chee Fu, and Philip S. Yu. 2008. Anonymizing transaction databases for publication. In Proceedings of
the 14th ACM SIGKDD international conference on Knowledge discovery and data mining (KDD '08). ACM, New York, NY, USA, 767-775.
DOI=10.1145/1401890.1401982 http://doi.acm.org/10.1145/1401890.1401982
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3.5.2 HIPAA H|O| T&}H Al
‘| 0| =&} H{(Safe Harbor)' HAl2
18 7tX| £ R JHAHEEE AHL2EMN 7H°_|§E% HIAEME|E A2 HRESR

SICH 18 7HA| R¥2 Cf3 2t 2Lt

‘(A 88
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X| @ 3 E (geocode)E EetsiLt, 0|2 EAH20| HX| 23 LHHSO| o N K2l

M| 2| oket.

1) AXZ| M 7H7t S Lo ZE SEHSE TS0l AP E X[2|H (o=
20,000 B O|AtO| eI},

2 20,000 F L{2lo| AFRtO| 2etE O2fot B X|2|H tHele] RHM D @fF

58 Office of Civil Rights, ‘Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule’, US Department of Health and Human Services, 2013.
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html

9 0f, Working Paper 22: Report on Statistical Disclosure Control.
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WA OR ZESHO Y HEE Aot S| U B2 2HO| Yk 2 © My
Jle LR HEE Awely| o wHo P AL HAUNE YEE
CEOZ wE CHE YEeb ZECHO) ASBOEN JHOIS AEsts A0 Botol
2D 92 4 Utk

TR O3 eiRet Wl Tt TR 7| To| Thadh X421 AHEAS 123
7|20] B7Hste QM| dafst W0l 0|8 Holats MXIHl X|A'S 2D
2182 OlOjsix| @ECh OCR 2 HIAMN|E HOHEE we DE HXH
MAAHE0| 28 S22 260 ICkT EF 7| 20| 25 H0|2tD O MBHK| Y
ol ofm M=l BT HABNALK Y| Y Haw wHg T
7| B0 7 R B5tet = MO|Z5HE| A0 o =of R3E|X| &S HO|Ch®

rMr ke rlo

oz JWQ7IEF HIMEXNZ|L HIAEXI|E JHAFES MAE 2[239 FHOAM
HIPAA M|O| 5t 4|0 2 1H0f| hot =20 ULt Sweeney = O|= 2| £0|40| A=
0

MAE 2[A3E 0.04%=2 OFSHA=H, 10,000 7ie| JWRI7|EF 7t2O 4 JHE

rir ¥0

61 K. El Emam, F. Dankar, R. Vaillancourt, T. Roffey, and M. Lysyk. Evaluating the risk of re-identification of patients from hospital
prescription records. Canadian Journal of Hospital Pharmacy. 2009; 62(4): 307-319.

62 G. Loukides, J. Denny, and B. Malin. The disclosure of diagnosis codes can breach research participants privacy. Journal of the
American Medical Informatics Association Annual Symposium. 2010; 17(3): 322-327

63 B. Malin and L. Sweeney. How (not) to protect genomic data privacy in a distributed network: using trail re-identification to evaluate
and design anonymity protection systems. Journal of Biomedical Informatics. 2004; 37(3): 179-192.

64 L. Sweeney. Data sharing under HIPAA: 12 years later. A presentation at the Workshop on the HIPAA Privacy Rule's De- Identification
Standard. Washington, DC. March 8-9, 2010.

65 Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the Health Insurance
Portability and Accountability Act (HIPAA) Privacy Rule, US Department of Health and Human Services, Office for Civil Rights, 2010.
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-identification/guidance.html#_edn32
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S0140] UA MAEE £ QJA2S oojpict ¥ HIUE AZ HE Za{0|HA|
LA (Vanderbilt Health Information Privacy Lab)Q| Kathleen Benitez 2} Bradley Malin 2
F(state)HE HTE £SO E0|M0| Y= MAIY Z|AT = 0.01%9F 0.25% ALO|2t1
ZEX|AUCEY D2ILt Ol £0|40] Ys MEFEIL EMAE, 48, 3 Xf2| LEHSQ
HIEEZ SHYEICH Sweeney = {HE FIb LONSE A WOIFEE 34T O,
Mojz=st Ao AgE FAEAE HMelst ChE TAgEAE Qe 223k USS

oI5} QI

0= EHEX| 89| 27192 E 7| = 24 (Office of the National Coordinator for Health

Information Technology, ONC HIT)2 2010 H0| HIPAA AM|O|=&|H BEAlO| CHSE HALE

o
g8 JMA7|FF 15000 AS AFASOA MSSHRAC. AFAS2 HAENE E
Hel7|ZEfet oj=¢ 2 9f 3 ™ 5 4ot Fof YEE zn Aot FFst= Al

MMBAWH?%QKWWEQ7MME$QWQ%ME&%WMN%EQEMHE@//W
H
o

J

=ord, AFAS2 HojE 7iel7[ =5 30,000 40| Ci=f H@ At 5,000 S ZEHSHLD
ULt FFSHAUCE ZHAS0| 8, ZIP3(HIPAA Of e 51E & 2, SEHSO[ & Al
At2)), A¥S 0|85t HEMS M, 3 AH=0M 216 42| 50|90| U= WAV FRE
LHSHAL, InfoUSA o Xtz 0A 84 719| 50[90| U= /WA7|ERE LASIA2H, F
N=OAM 2&F ODEE 7| S5 = 20 HOIUCE O|0{A @FAS2 O 20 742 XS
HESIO 2071 & 272 22 (Hh), A2l T4, MotHsE 20 USS 2ASHALLY o]
£0]g0[ U= MAE H[E0| 0.013%Y S LtEtHCE Eot AFXNE2 O EaHol LdYS
0|8310] £0|40| Ut MAY FHS 0.22%=2 AHAHSIUCE o|2{st HEEL CHYst
olzET AAHO &ob HEet BF MES o8t A07| WEo =7t T Fool

ofL|ct.”

66 Latanya Sweeney, Testimony before that National Center for Vital and Health Statistics Workgroup for Secondary Uses of Health
information. August 23, 2007. As quoted in Guidance Regarding Methods for De-identification of Protected Health Information in
Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, Office of Civil Rights, Health and Human
Services, November 26, 2012. http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/De-
identification/hhs_deid_guidance.pdf

67 Kathleen Benitez and Bradley Malin, Evaluating re-identification risks with respect to the HIPAA privacy rule,’ . Am Med Inform Assoc.
2010; 17:169-177.

68 http://www.infousa.com, accessed June 4, 2015

O APXEL HA Y2 GTE NS AY| W20 EE TV |ERE SYA0IL A= 7HES LEHE = RUACH

70 peter K. Kwok and Deborah Lafky, ‘Harder Than You Think: A Case Study of Re-identification Risk of HIPAA-Compliant Records, Joint
Statistical Meeting, August 2, 2011 (Z=Z0t).
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354 HIPAA R|3HE! HE X8t

HelEHFPES B
.|

FE2 HeE e Fi(imited daasenOlzs Al W 9o HEEZ oNstn Ut

== HI A ENZ| 2| AX| 2, 01| EH,

IZ2O|HA| A0 2T, MTHE FE He2 B2

Al F, REHDZ, dFEE ZHstD e ME IYo|Ch d23 EE= HAEHPEER
LFE|X|B ST HQIEEE S/5te 70| HIO|H 0|8 YoME A 42, a7, 35
BA, o2EY 2FS dl 37 = ULCL AKX 7|F22 A, HO|H 0|8 THoIME 2Ot
QM ZEX|(safeguards)E 275t ST HQAHEE 0| 8St= ZE AHRO| RARS HTHE &2
g 75, AlY 9l CHE Yoo Rt A, YHFH | H&S FX|8|0F shrh.™

Benitez @F Malin 2 H|$tel M ZISto| KAl B| A7} 10~60%0] Z{O 2 Elolsto 2,72 73
Hotel HE o2 MY HAMEXNE|E Aoz 7hFShX| OjoF othhs HS ChA| o H

Holz=1 QIC}

A2 % dof WHE Be ta GToIME B2 L $20| AYU¥EY 4 9o,
HEFHC A0 = HAES FEOf| Ciot HZ#(access)0| UL, THAIHO|LE AZAO| 2ot
X7t gle AXt GEOM 7HQIE AEY = U= BRI Wbt AHE S EQFUCH
o HIEZIA Akthe Netflix Prize): 2008 L0 Narayanan 1} Shmatikov = AtEHS0| &
FSIZ AYRIZ 0|3 & Yt Z27 UCHe HE HOFALL UBYAE Y8
Mol Y PR B PR YHS IIAD, [Ae USYA 4 FHelo|
AR2M 295 OiZICH HIZ BE UBolE MY AEXT} QUKD ADXELS
ZHESh Aot ME(S| Q7|7 H2 ZAE AT Q= Heh)E 0| 8510, HEHA EE
ol AAEA Z2 I HIAEX 2| 7F & X| A%, A FO| RO ZBHE ALEXL JHO|
Q= Ol U A H 0| E H|0|A(the Internet Movie Data Base, IMDB)0| Q&= EHSH

1 http://privacyruleandresearch.nih.gov/pr_08.asp

72 Deborah Lafky, The Safe Harbor Method of De-Identification: An Empirical Test, Department of Health and Human Services, Office of
the National Coordinator for Health Information Technology, October 8, 2009.
http://www.ehcca.com/presentations/HIPAAWest4/lafky_2.pdf

73 Benitez and Malin, ibid.

74 Narayanan, Arvind and Shmatikov Vitaly: Robust De-anonymization of Large Sparse Datasets. IEEE Symposium on Security and
Privacy 2008: 111-125
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75 Atreya, Ravi V, Joshua C Smith,Allison B McCoy, Bradley Malin and Randolph A Miller, ‘Reducing patient re-identification risk for
laboratory results within research datasets,’ ] Am Med Inform Assoc 2013;20:95-101. doi:10.1136/amiajnl-2012- 001026.

76 Yves-Alexandre de Montjoye et al., Unique in the shopping mall: On the reidentifiability of credit card metadata, Science, 30 January
2015, Vol 347, Issue 6221

77 Yves-Alexandre de Montjoye et al., Unique in the Crowd: The privacy bounds of human mobility, Scientific Reports 3 (2013), Article

1376.
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78 Ma, C.Y.T,; Yau, DK.Y, Yip, N.K; Rao, N.S.V., ‘Privacy Vulnerability of Published Anonymous Mobility Traces,” Networking, IEEE/ACM
Transactions on, vol.21, no.3, pp.720,733, June 2013

7 32 Rt2| AEE EHA| MBEO| MDS QS et SIA|ZCH MD5 Y25 HutR(invert) = Q1|2 7H53h EHA| MBS TO| 47} O
HA7| W2ol, MY ZHY 342 0|85t 2F SHAISIACE 2hef HA| 2[R T 227t 7|2 & SHAIE 0|83t 7|§ S7HBHA|
UUZILY, Ho T HS S SfAISH| 0 A ostUCHE(AR| D &= 7|5 SWSHA| HUACHH), E= EA| 2|2 T 12|17 Z2fo] o
H0f O3 Yoz IEE WEUEHH 27t GRS == UL

80 Riding with the Stars: Passenger Privacy in the NYC Taxicab Dataset,” Anthony Tockar, September 15, 2014,
http://research.neustar.biz/author/atockar/

81 Public NYC Taxicab Database Lets You See How Celebrities Tip," J. K. Trotter, GAWKER, October 23, 2014. http://gawker.com/the-
public-nyc-taxicab-database-that-accidentally-track-1646724546
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ZCHIX| AZICHH, S0|4 S Aot 2 X Ho| =& Bt o= UCE? ™

fEoh o|2 HAteL Al Ao 25 YEO| BN N2 QXHEH(perturbation)0] AUS
BR0= MAEO HEAHLU =7IsotA E & AUCte = 20F1 QU0 Atreya SO
AES ot dA 20N XMAtE2 P4 S2ES A BHSAZ|X] HeBME ME
FEE MAStE SH22 YN X0 33X L S(adaptive noise)g F7tot= Ehadt
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FAXEL7L 100 MSOEHAE| 2| =0 SEEAHH WHE 223 = 45 E/AE +
URSH, ZEIO|HA|Of CHpt Fek2 FAIE 5= AJAS AO|CE

El Emam £ %2 2001 WEE 2010 W7FX| 2HZ7HEl XPAIE Al £ 14 4SS HAESIGCH HAIES
Z2t2H0f CHell ol 2 JEZF Z& [0 JqUY=X], Mol 20| FAQIK|, RjA/HO| Yot =7t=
O{C|2IX|, RAHE Q17| Z 22| HE2 OfatX|, H{AHMZ|o HEE 7|E2 FARUK|,
MAHO| A U=XE 2QISHQCE HAFLAE2 AYW 7|F0f et HAEXZ[Z X U2
Ao ME ool A0 MAYHN MIsts A7t HUSE =QISHQUCt B2 FE20
MAE ALXE2 X R 74| JHQI7| S0 A HSHG D, O2{st IjA 0| AFEX|
AUZ T JA/UCE 27| Uf20f, ol 2{st AtOf A ntet™ ZE2Z =&5H7|= O FLt

37 THAE 2239 F=H
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82 Daniel Barth-Jones and Khaled El Emam, Assessing data intrusion threats, Science, 10 April 2015, VOI 348 Issue 6231, p.

194.

8 Jane Yakowitz Bambauer, Is De-Identification Dead Again, INFO/LAW Blog, April 28, 2015.

84 K EI Emam, E Jonker, L Arbuckle, B Malin (2011) A Systematic Review of Re-Identification Attacks on Health Data. PLoS ONE 6(12):
€28071. doi:10.1371/journal.pone.0028071

85 Catherine Marsh, Chris Skinner, Sara Arber, Bruce Penhale, Stan Openshaw, John Hobcraft, Denise Lievesley and Nigel Walford, The
Case for Samples of Anonymized Records from the 1991 Census Journal of the Royal Statistical Society. Series A (Statistics in Society)
Vol. 154, No. 2 (1991), pp. 305-340

41



=~

WG 2| HI A EH 2

=KX 0| FEI}= M (distinctiveness)2

sk QICH® El Eman

O| ~
=l ©

}.

o
P

X

]

Fk ™ol 740l 7}

—
E=3
=

s
p|
S

'Fll'

q

x
o

£l
|.

2

af

4

o

NISTIR 8053
S:

Oftd =X 7t Cf
‘717t

L

Ui

FL|C}.

=

olojz

TESHE K|
BHo
H=

—

Mz HMel 7]

off A

=~

=
H
=]

x| HIM)OIA

T2 CHEAX| T, O]
M
=
s

[

He|eh WA YL &0l MetE = UCt.
&l

=

=

o=

4

.
O:
o

A
=

. A

0|8310] HIPAA HE R4 18 Jf

L

2PN

.

St I ES| HIAENE
2

P

Mol H| A EXE

—
—

|2 2
=M0f

°

=

4.1
9

i

AutEol e

B & [$t25]:

=T

L
—

HMAHBE7| @

=
=

FL|C}.

=

olojz

—

b

—

-
o

z 97

=
e

UALY.

-

wjr
o/

QX2 22

I
=

t

o HET

(labeled) =2

=1
|_

o

2
b 4 50| Zof 7t Sk,

Lt
Ol:'él;

o A0 CHY

e

—
—

P

o H|

JAES

3

ojru

0= Eo| 2X 7t 2 EH,

42

2E I

~
(<]

oz

b

—

e
[¢)

2) 58

86 Dankar et al. Estimating the re-identification risk of clinical data sets, BMC Medical Informatics and Decision Making 2012, 12:66.
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2 ATRS0| A HIA B2 =0 Cfet HA B}

Ofl C| =& (Addison’s Disease), & OtH|(Bell Palsy), 2}0|E{ &= (Reiter Syndrome)

S)

3) HIPAA No|=ote] 2 18748 A2 S0I= [HEOAM o2 FHE Ags +

ol A O
A)I\ETlel:l'-

ol

i

S8t bt 9Uct,

—

2012 H0oj| MAIH|E| of5H &l o|& M E{(Cincinnati Children’s Hospital Medical Center,
0|3} ‘CCHMC")2| Deleger S2 MALLET 7|AgtE Ii7|X|E 7||=',_PQ§ CCHMC 7}
XbH| 7HeEst A|AEIOl MCRF 0f CHdl MITRE A& A3z{H| EZl(Identification
Scrubber Toolkit, MIST) 88 & ZAA}SIQICE &ZX ZUZ2X|(corpora)= 2010 HOj|
CCHMC 0| M X0t 5 H3F 40| ZHQI7| S8 O A 178 ot 3,503 Z12| & 77| =1,

2006 i2b2 H|AlEX 2| =™ ZZX|(de-identification challenge corpus)®®, PhysioNet
LS x| it

2013 Ho| SE} CHstul(the Univeristy of Utah) A olst M E Zstit(Department of
Biomedical Informatics)2| Ferrandez S 2 A5 H|AIHEKNHEZ| A|AE 5THE 2710 =X
LS KO CHel FIISIQACE 2 o] HAME HIAEXZ|StD TN HEE O 24
889 74 o2 0|2 0%l 2006 i2b2 H|AE 2| =X L2 X|Qt O] £ E 4K (Veterans
Health Administration, 0|3} ‘VHA")O| X| 3¢t 2008 14 4 € 1 1 2009 4 3 & 31 ¢
Ato|o| THOl 500 7H O]l EAMOIM Yol2 FETH A 800 ez O|F0{T
ZSK|E O|85t0f +=&StRALE.

2013 Ho| =3 o|stE A 2t(the National Library of Medicine, 0|3} ‘NLM’)2 & A2t
Arsh st xR 2 2| 915|(Board of Scientific Counselor)Ofj | ‘A 2A H|AEX 2|

88 Aberdeen J, Bayer S, Yeniterzi R, et al. The MITRE Identification Scrubber Toolkit: design, training, and assessment. Int. J Med Inform
2010;79:849e59.

89 Uzuner O, Luo Y, Szolovits P. Evaluating the state-of-the-art in automatic de- identification. J Am Med Inform Assoc. 2007;14:550e63.
% Neamatullah I, Douglass MM, Lehman LW, et al. Automated de-identification of free-text medical records. BMC Med Inform Decis
Mak 2008;8:32.

91 Goldberger AL, Amaral LA, Glass L, et al. PhysioBank, PhysioToolkit, and Physionet: components of a new research resource for
complex physiologic signals. Circulation 2000;101:E215e20.

92 Ferrandez, O., South, B. R, Shen, S., Friedlin, F. J,, Samore, M. H., & Meystre, S. M. (2013). BoB, a best-of-breed automated text de-
identification system for VHA clinical documents. Journal of the American Medical Informatics Association: JAMIA, 20(1), 77-83.
doi:10.1136/amiajnl-2012-001020

93 Uzuner O, Luo Y, Szolovits P. Evaluating the state-of-the-art in automatic de-identification. J Am Med Inform Assoc 2007;14:550e63.

43

AL

o|ojgh g




NISTIR 8053 WOl E of H| AKX 2|

& (Clinical Text De-ldentification Research)'2t= HS2| EME LUZISIA=0,
7|0l NLM 2 ZtMXo=z 7§gkst =391 NLM Scrubber(NLM-S)QF MIT 9]
HAEKZ| A|AE(MITdeid), MIST £ H|ms}QCH % 0] ZHAM= 1073 A9
O|At2HE E 10 A (Physician Observation Reports)?} NIH &l 4tMIE{(Clinical Center)2|
2020 74| At At E M2 O|ROT L& ESK| S 0| &5H0] A5}t

CCHMC ot wEt Cistuel a7 25 2 dEiel A|ILBS MR, 23K2 eFE
28 S ZFE A8ot0] =gt 20| HAISHAL. REF Cistne| A= S713H|
AT VHA LI JiQI7| Z R E SE29| HIAEXNE|SHA| X5t L, w2of 7|Hhot A|l~- 2 EFt
7o SEE F HOHHX| 2O, M2lEdHe, TMoto), CHE SRS FEO HsiM =
BH 7tse AI2"EO| O L2 Z0HE 20t HS TSI A" ofzte] #E0
QUAKX|TH D= QAT M52 LIERICE NLM S| A0 A= NLM-S 7t MIST 2} MITdeid £
3A S75tA L, NLM & ZHE0llA HIPAA MO|Z5HH 7| &0f DYl = A EXte| 99.2%5

- LIHX| MEXS0| hRpol Z2tOo[HA[of IA (0| =X HE

Meystre, Shen S92 30| 25}H, £E 0|3 A|E|(Salt Lake City) VHA o|& MIE9]

ASHoz HAMEXMEE EY SEOME SXte| oAb EE X2 HRIE MEY =+
m]

= =22

QCt * cCarrell S9o POME HIMEXME|E EMOM CEXHPATIENT) &

‘A (ADDRESS)'Qt &2 Ht™ol 2t iAo ‘EX| 24 E(George Washington)'O|L}

‘1600 Pennsylvania Ave'?} Z2 AKXQt H|=x=3t 7IHE A8t AL, ‘AEXZL 71Hut

d2(FEE) MEAE 728 + Y7 WO EM0| Hor A= L7 Yo MAE
2z b

S 0| WOLX| AL B2 el A S ol ™

- =
I

=

M

OF

-_

0|5 A|AHISS HIPAA MO|ZdtH ME @4 187
A|=StX| Qkof, CHE FHEE 0[83t0 7H2IS {4
O] =2t ZHLiCHel ftof MEH ofF 20| 2|
AAXFE0| AFY EITAMQ A HEOQF AMZ

In H onE
B1omet
ot
)

Ot

on

94 Kayaalp M et al., A report to the Board of Scientific Counselors, 2013, The Lister Hill National Center for Biomedical Communications,
National Library of Medicine.

9 Meystre S et al., Can Physicians Recognize Their Own Patients in De-Identified Notes? In Health — For Continuity of Care C. Lovis et al.
(Eds.) © 2014 European Federation for Medical Informatics and IOS Press.

% Carrell, D., Malin, B., Aberdeen, J., Bayer, S., Clark, C., Wellner, B., & Hirschman, L. (2013). Hiding in plain sight: use of realistic
surrogates to reduce exposure of protected health information in clinical text. Journal of the American Medical Informatics Association,
20(2), 342-348.

44



NISTIR 8053 WOl E of H| AKX 2|

A HSIALE T MAl ZE JIHE HEO| et Y2 A(access)g #1 S7|1E 7t
ZAXLO| ChH|SIY AFSCE 23t EME MY EE (redac) T 3= Y -
et FoHH el A7 Hastot.

—

rr
=

pal

»
(N

AFEIZ} HIT| 0] Bl A E R 2|
 BOIS HICIQ, ZAIS HICIQ0)E JHIS Aot ALSE 4 Sl B2 HEJ}
g 8

ALH. HI gX2|E Soff HIEIRE H|4

o

I

Ral
+>ﬂ
o

r2 o
Rl

i

(@)
E

rot

1> J:

OF 0 oX
— NE
J:_>¢

BYEE AN 2= MK 7120

>
Rl
o

=

HIC|RE HALS W 7t02t7t BESHAAL AA29| 7t5 =F& 0|&835t0] 715t
HE7LO|0|X| HEQL /A O|0|X| mHUof WHE HEFSE HEZ EXE 5= UL
, O AMZHO| FREHO| GPS F4x, 72t Al2[YEH, EE= ARl 4 HO| &0
U 5= AUCL Ol2fTt JHQEEE HAEXNE|5t= At 2T E Olfr= M 3 EO|AM
Of #x3tEl HEE HIAMEXNZ|Ot= A0 2TE O|FL RFASICE d2{Lt E2
HFO| 2] & (binary structure)2 O|2{3t 7™ EE XFSH 4= Q17| {20

pi

=
=
Yoot mEkM, MEZETE EY = AX|T & = AL dHA UAs =

oX
>
ng

O Ho ™ ru oo mp 4o X
’ m

i)

1)

s =2
m|ﬂ_|
il

[
_—

Of
3

il
al
62

Ho
=
N
JHI rlo

of

0 @

n
=

E|O|C|of HABEIX XN &S H A EX2[ot L & I Zdost= f%g._ Olft = THIE I:‘|=1-
SiCh. E[D|C|of HEXM= oS

S
—_

=

=

2 U
moet ox mA rot
ey
)

0o
als m

2% 4 YEE 5= 5, S
~

= o)y 1O -
SE 7t BCt

N
-

—
—

el

ICT COST Action IC1206 “HE|O|C|0{Q] EZI0|HA| ESE &3t H
HEZ0A "E=2, S8, 2R, 2320t 22" MEFEE AA?H|
M5t QIok * Jd2fst ZQol YUstoz, YlE HEOCIY HX
= FHAES 70 Z SR

YHolE HEA, Jiels MEsteH AESs TEEL FPYE + UAH,
getqoz 50[d0| 4, A d

- -1 —J1 O o —
M, 7, X2)et ASHH EHAT MBS Y, 23, MM, e&SHY, E0|B

97 K EI Emam, E Jonker, L Arbuckle, B MalinB (2011) A Systematic Review of Re-Identification Attacks on Health Data. PLoS ONE 6(12):
€28071. doi:10.1371/journal.pone.0028071

98 ICT COST Action 1C1206, 'De-identification for privacy protection in multimedia content,” 27 November 2012,
http://www.cost.eu/COST_Actions/ict/Actions/IC1206.

45



NISTIR 8053 WOl E of H| AKX 2|

2ERE) S0| /ULt
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https://www.census.gov/srd/sdc/steel.sperling.2001.pdf

127 Jun Han; Owusu, E; Nguyen, LT, Perrig, A.; Zhang, J., "ACComplice: Location inference using accelerometers on smartphones,”
Communication Systems and Networks (COMSNETS), 2012 Fourth International Conference on, pp.1,9, 3-7 Jan. 2012

51

o =2 [$t27
olojgt

1
t

: gk




JHOI™ 2 o| H|AlE X 2

NISTIR 8053

<F Jd - 11 o of LI||
4 o 4 or or N RS (W T o F % B
w B S ow 5w B oo
= 1 + T XK R T+ = o] o RO
N = - il o I = foll
Ho ¢ t oo B Ko ™ =~ B Ol gy i 823 < g B0
M L 'R X T oo b oL N o < of of
H < KR 10 [ - < ol
W o $E||..A||..A|H_ _ N 04 4 on ol o K oo o I _ 0. =
o &r 0 K ) S M o ol ot RFr @ m T M w o g5
o8 ar L VS o <l .Lmﬁol_urm.xo o e
- T oo ORI = - Rl = @ @
= < o 9= o2 Al g1y o3 ol o = o = — - -
N K K O_Lg_n_ < - = == ©°° 7o I_.Arm_._.__.r_.:.:._
o ojn > = 0 _ I X W H E - T N
= Kk OB X O o - R ) o H X N T Rog)
s Nm o SR o QMo =2 T wm &
) o o H .51 A K — o o N <5 B R I
RC RO of £ HO ERTRGE o D & B Ko o — o X O
R 5 B oor K0 B s I S EWT o
Kr g A S D XL e BT R o= ko RO oF %
o TR = ® NS =y 8 o _, <k = K 2 — K- &
Woay o ° 3% e T = LI Y
I o § O ol Kr 80 = T R AN o O ok
H . 1o x My I B2 oo o = W = " < o M m B K KO il
o d W o g <F E_Ew:n._ = B _Mo7 zo K| = N Sy
o) K @ o_mﬂﬂoaw% m g m g <L L=
S o e R <l Ao S Irm Mmoo m < 5
e o M % T KW <3 o WG < 3=
_._._l ol K i ._“_WT_ o A.t S ~N v _.___._._ L_L HTA.H = .~ 85 < 0 o <r Kr WAH
o g o KO O i m < 4 - oo = K KE <
Uy o My LTS RFmausggruw om0 D
K oz O ol ool am = = b= RS - = ~ 7
m X on J = 0 7 = K K Ko A_l_ja____._oMoAr SUBE IR
T =ol =K wl m 8 Y5 pww o = gy W0 1 uo M
o zr 10 . T Ar ._oHO A_Aun.vnﬁ/ur 0lJ -
o Mmoo W T X W om oo oo T
=N F oo dwar oy 00 op == = zr o ORO 5 M R
mMOTx_. Lol g = o WO g — %WM%?E%W EA RN
o U K — « d i| B 8l = o K 3T il =1 ~ ol K
zo Ol i T o = RI i — — < mu %o o0 =
F .y i o N ® o= I o = W . = m G o oXr
m A Moy ®Es S S A SN BT L N5 g ol
mEy PgNEZpog I Fgm = go N0 A S m or g oW
WO T V5T ool i Koo s KM oA o o omo W
s FIwmd=m <=z dx WD T X kst K
m Tl o €= = m .oMH oo 3l ﬁow._uuxu_:_e Ho ol
i mme sas By 7 oMmmOog g Mg <F g U
H oo oW o o = r o< m o O T mujn
m W T oo dE Lo = <l <l oo S N KL= =y Ko I
TS gEgogRN Rphs P pg® B
BT mBESum m R Do %%:A;D»MN% S ﬂom_e_.__:
PUEN TRy T I OoF = = = oot & e = o3 m I 7T 1l oA
SHS ST W= X0l ol T T o ) O
E R XN AGETER = 3% <

HSAL

—

.
o

eI = = of of

52

Ol Mot AHE A}

I.

.
o
=

2
[<)

Ho[Ef o

—

—

t

o
(¢}

x|

=1
[ ]



HOlg = of H|A 2|
HAARSEALE B A EX 2o 2t

=

{ L WEO| MLt XY
=

=

x
2tO[HA| 22| MO|Z=otH HIMEXZ| 7|E2

Iz

tXl ZStet. B EXE| apgel =at

L 02 ST HIPAA
gotr| 4

L
o

t=
A7

X
2

9|

PS
=

0]

f
t

nl
H
[

EH
=
7|

7

q

VS

NISTIR 8053
—

=

HIAEXNE| 2| 7| =7t &

Hl ALK 2] 7]

0]

7IF2 BiCh HIAZHME|0| CHet

gz 48
of 7|&E Yuot 2lAAE

ot

KIr

FEFH

f

I

AFER"(ISO/IEC 24760-1:2011)

o|ct.

20]

=~

-
[L

“Al

ool et & =

H M (anonymity):
1) (1ISO/TS 25237:2008)

ol X 2| (anonymization):

=8
IT
=

ol

1

YHAI}

ugi

i1 B (anonymized data):

=

A2
7421 #)"(1ISO/TS 25237:2008)

Part 1:

Security techniques -- A framework for identity management --
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=

identifier):

—

Al Xl (@anonymous

AP (ISO/TS 25237:2008)
= M E"(ISO/IEC 24760-1:2011)"%®

3 AKX} (attacker): Al
=M (attribute): “AEl, 2|, L= J|EF =
Ac3}(coded): “1. 7§olo| A

oy
A=

128 [SO/IEC 24760-1:2011, Information technology --

Terminology and concepts
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ZEH(S, RE)O2 NS A NS FAXTL &7 SO & YES T AP R(HY
Sl MHEFHUS 5), 2 EXoHs AES BY| Sig 7|2, NEHEE H Y £
=

SHl(control): “2|A3E BFS= =K. F4: SHOo= I8, M, 7[7], &4, 223 S
=

HZASI= CHE & Q|7 ZeHEIC"(ISO/IEC 27000:2014)

ZZ J|&(covered entity): HIPAA 0O M2} JQAEHAMEE HMAEozZ ML=
ol EH(health plan), °|EEHE 7 4tA(health case clearinghouse), == 9E2EYH
NS XHHIPAA Z 20| A| 1#2])

HE ¢ZAdata linking): “S5==2| HO|HH|O|AOAM L2 HEE OjHSD Zodtes

Z4"(1ISO/TS 25237: 2008)
™M H ZH|(data subjects): “7H QI £ 7} X|A|SH= AFZP(ISO/TS 25237/2008)

OojE{ 0|8 §olA{(data use agreement): 7HQI™E KX IXtQt JHQI™E T =X} Ztof

I
O|st= o= M 7HRI Y E O] 280 2ot oFts FAISHL ULt

— —

H| A X|2|(de-identification): “A|ZFYE S JYEFH ko] AAEES HHots WE=

7t2|7|= L4t 0{"(1ISO/TS 25237-2008)

HlAHEX 2| =l 7HQIH B (de-identified information): “=&%t PIl 7t HHE|HL ESSHA
[0 LI K| ZHQIFE T 7 Ql2 Al ESHA| e, siE 7HIHEE 7218 Al Edt=0 A8
u} 7 =

15
2 QUCHR ZHEEOISH 38| H 0l ALR T} Sl 71 Q17| 2 57(SP800-122)

- - e
| M AlHX}(direct identifier): 217 AlH & H (direct identifying data) &=

XA ™H (direct identifying data): “O{H JjolS =X
25237:2008)

il
[0

2 Algd= HE"(ISO/TS

Z| M Al Hax(directly identifying variable): 21 Al X} ot Qe HE §d

AN o o

i
H
ot

37l (disclosure): “HEE E|{LfAHLI 2 & (access)S & (ISO/TS 25237:2008)

129 OHRP-Guidance on Research Involving Private Information or Biological Specimens, Department of Health & Human Services, Office
of Human Research Protections (OHRP), August 16, 2008. http://www.hhs.gov/ohrp/policy/cdebiol.html
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ol AEZ & Y

rir
rir

27t 7153t ™MHE(distinguishable information): “7HQlE AlEHS}
N H"(SP800-122)

" il(effectiveness): “A gt 2SS doiotn A=l & 208 Fd5ts &7

HH(entity): “AtE, Z[Z, 7[7], StIAAHE, Es dEet &=2 1§ & 3£ U
]

HBUHAOIM 7|8 AlA QHTto| t2 o2 M Al JH5 31| TEE|S 2S (SO/EC 24760-

o

1:2011)
715 W 1| Q7S5 =2I0o|HA|8#(Family and Educational Records Privacy Act,
FERPA): stdio| u g JiQI7| S 82| ZEO|HA|E #&%t= 0[=2 7|2 €&

SH™M™HXl(Fair Information Practice Principles, FIPP): 1970 WOlEH MAZC=E
HEE HESENM, 71252 7HIEE F 0 tist X|&o| ElCt.

SQHMX HE(genomic information): DNA A EO|Lt XX} HAF At & 7|29 |SH KLY
2

si(harm): “Pll ©| H|Zo| HHE A2, 7ol E= 7|THO| 2

Ars|d, MAN, 2™ m|sl)"(SP800-122)

mjo
4>
£2
rir
I

1996 11 Q|2 HEO| 0| S M| Bt

Ol=2l 7|= €&

gg
XL
0
>
Z
1o
Hu
ox
H
1o
[l
o
o
T
>
ljru
=l
o
ot
I'II'

ol ¥ AMHWXHhealthcare identifier): “QZX| O|ZEE A|AHO| 0|83}7] st 7|2l
AIHXF'(ISO/TS 25237:2008)

HIPAA: 1996 4 O|2 E319| 0| S A1 1} x4 Q|0

rk

bot o

—

o

N

HIPAA Z2}0|HHA| &l (Privacy Rule): “O|F JHQI7| 259} 7|EF 740 EH HEE HS 67|
ot = 7MY 7|22 285IH, 222, o EY FHits, WAHoz EY ogEY AU E

435t 0| 223 M B0 MG EICL (HIPAA Z2k0|#{A| 4], 45 CFR 160, 162, 164)

AHQt dMEHAZ 2ITt o|EHE7|= H(Health Information Technology for Economic
and Clinical Health Act, HITECH Act): O/=9| ™At EH 74Q17|FE(HER)Q| KBS
Zeist7| l5 2009 Hofl MZE
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Al 7153k AlZH(identifiable person): “E3| AlHHS £ 0| AKE, ME|H, HAN,
BHA, 2o, £ ARH MU0 HE EFH 2458 0[8510] AY £ UHHoR
Al g 2 9l AF2F(ISO/TS 25237:2008)

A& (identification): "M 0] A= CHE 2H SO S8 2HME HESH7| 2l o{FH 2H|0f

= =
Ol LaiAl, s RHEtE £ 8 0|238= DM (1ISO/TS 25237:2008)

o)

8|

Al = ™M H (identified information): HA|MOE 701 S AlHSI= HE

AlHXL(identifier): “A23t= 91ZX}(authenticator)?} =537 O AMYAS FESI=L

AR 8= M H7(ISO/TS 25237:2008)

HE A XKindirect identifier): CHE HEQL AA SO 7S AlHSI=0 AFEE £+ Ue
e

FE(inference): “HEO| ZtE ‘ChM(clue)yE Sdlf HE TLO| 2HE 4RI MAS
FEY = U sHS XL O] 2M2 Soff, YHO|Lt Az2FHzet 22 E-t
AR MAE Bt siE JHQlo] BHAE AMMS ZESHY JHelo] MRS Zolg =
QICH"(ASTM E1869™°)

k-] @’d(k-anonymity): “=AEXE 0| 8510] LHE O FZEY 5 U= sHO| Mt=l=
Yioz EF H°|SE% BBE7| I3k T1E. P k-APHe A-XE #Esistn
B

I-ChE A (I-diversity): St MEXZE XZot JHRAVIERSSE S HARALHEMN
FEO| M2 SHE LX|ote k-AY Y Y2 Y Fust'®?

7Hs M (likelihood): “O{t 20| Yo 2 9l= SHE"(ISO/IEC 27000:2014)

HetE ME FH3hlimited dataset): “F|3HE HE Fgto|gt Cf

AEAL felef hEel Y MEXE HiKSh= NeIEHZEE

=t}

N
r|o
=
ro

H
> r
rt
s

130 ASTM E1869-04 (Reapproved 2014), Standard Guide for Confidentiality, Privacy, Access, and Data Security Principles for Health
Information Including Electronic Health Records, ASTM International.

131 L. Sweeney. k-anonymity: a model for protecting privacy. International Journal on Uncertainty, Fuzziness and Knowledge- based
Systems, 10 (5), 2002; 557-570.

132 Machanavajjhala, J. Gehrke, D. Kifer, and M. Venkitasubramaniam. |-diversity: Privacy beyond k-anonymity. In Proc. 22nd Intnl. Conf.
Data Engg. (ICDE), page 24, 2006.
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EE A, F RHHSE Kot SEFA FH, (i) Mz, (v) A B, (v) TAHH Y
T, (Vi) AR B, (vii) 2| R QAT B8 Mz, (vii) 2R EY FE| At M3, (ix) AEHHZ,
(x) AHAS/HY Hz, (xi) HH{ T HSE oot XpaF A/EX 3 dEHMD, (xii) 7| 7| AL A
AHHT, (xiii) # URL(Universal Resource Locator), (xiv) QIES T2 EZ(IP)FA HST, (xv)
X2, d228 ZEst dH S MEX}, (xvi) = ©H ARZI & 19t &% O|0|X["(HIPAA
Z2tO[H Al 717, 45 CFR 164.514(e)(2)). MotEl H& Heol= &tnst SR, A™EOAM 7t
== Al(hour), Al(city), F, 2Tt SEHHD T} LoHE = QICH
AZA 7iset ™H(linkable information): “7HQI0|| Cist CE HMEQ =20z AAT
JH5 0] QU ZHelof Thet M s JHolo) BHEE 2 (SP00-122)
HAE HH(linked information): “74Q10f CHSF CHE HEQt =2|H o2 HA El 7{lof Cft
HE E= 71 Q1o 2 El 7§ E7(SP800-122)

oA (masking): MAMC = 7 &2 MASHAHL HotH2E HHE OfMSHALE 2oz
MAE ZtHoE OMStE S, 42 248 Z8&HS EESIK| YUs HACERE o=
il ste opy
H|Z™ ™ Z2(non-deterministic noise): 0| =% = Q= ol gt

DS31El 74Q1™H (obscured data): “MEE ZtE7| Q8| LSt = J|EF Lo =2
0|85t o3t JHIFE. OAdE FE L OfofztE (obfuscate) FHEetnE
= 2r}."(SP800-122)

7! A XH(personal identifier): "F0{T J&0jA O{H Q=S 5014 YA AMEL =X

Y HE"(1ISO/TS 25237:2008)

WY EE(personal data): "MBE|AAL AP Thstt XAAA(GEFH)O| HHE 2=
M E"(ISO/TS 25237:2008)

JjQlE oz AlH 7153t HE (personally identifiable information, PII): “CH2| 7| 20| §X|$t
Helof 2ot BE HEEZM (1) 43, AREEHS, $UOIRL 4K, 2Ho 28, =
RS N7 ER 52 7ol S =2StALL TI*OF“HI MY =+ U= BE= ZE,
(2 oz, U, WY, 18 L S /M0 HE2E YE E£= HE Vs 2= VIEF HES

133 El Emam, Khaled and Luk Arbuckle, Anonymizing Health Data, O'Reilly, Cambridge, MA. 2013
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E5HSHCE4(SP800-122)

MY 7153 7§91 MHE(potentially identifiable personal information, PI%: Robert
Gellman O] X|2tot M22 RYS| YEZA, HIMENI AKX YALEE = A= SE.
‘Al Jhse QIR R SIYE AR} Qs 2E HHMEE 7t2|7ICh S Gellman ©f
HMerof 23, P2 & uesis GMAS2S MAEE BAvt SEFHC MMAES

NESHs 22, BISAM HES WES st FAO| YO o/=ts 4+ YLt

Z oI Al(privacy): "VHRIEES] RYSIAL 2 Ml =8I 0|82z Qlot YL B2,

=]
AP ZHT} J) 01 F AFOtO| CHBH | Q0 2 BLE| o] X}Q(ISO/IEC 2382-8:1998, X O| 08-01-23)

I B A% H (protected health information, PHI): “J|E8XMOF AlHG 4~ Ql= HAH MH:
(1) = Zeolol TE0 MAIE oS Melettt. = () ™A 0 E S & A, (i) BA
Of8of RXIEl= A, E= (i) CHE oo HEf E= OiX|of %IIEIH'—f HEE= A (2
7H°|E 18Es O30 =ZatE JHeldez MY Jtsot 2 HEE Mo () 7HS

SH % Z2I0|HA| =B, 20 U.S.C. 1232¢g, (ii) 20 U.S.C. 1232g(a)(4)(B)(iv)0] AZ =l
7H°._|7I 2, (i) 2EXZMO| Ao E ZE 7|20| FX[SH= 1& JHRI7|EF."(HIPAA
0| A| 1#%l, 45 CFR 160.103)

t

ZoO|HA] B ™ME 0O10|Y(privacy preserving data mining, PPDM): “0lZtst HEE
7k2|7| Qlel HAE NAFEE CHRY| ot MEX HE 0to|d 7ol (AF)"*®

o

= Y8 7t(privacy preserving data publishing, PPDP): “7I&HEl H EH 7t
NS QXISHHAM J4Qlo ZEO|HA|7} ESE =2, MIfHQl SHoM HEE
H

=
Zhsty| 9o gt &t

AP (process): "YHES FHEZR HEE

25 ="(ISO/IEC 27000:2014)

ATEALL =X 8=

a
o

78X E|(pseudonymization): FEFH S| AAGS ML, YEFHOf 2HE EFt

134 GAO Report 08-536, Privacy: Alternatives Exist for Enhancing Protection of Personally Identifiable Information, May 2008,
http://www.gao.gov/new.items/d08536.pdf

135 Gellman, Robert; The Deidentification Dilemma: A Legislative and Contractual Proposal, 21 Fordham Intellectual Property, Media &
Entertainment Law Journal 33 (2010), http://iplj.net/blog/wp-content/uploads/2013/09/Deidentificatin- Dilemma.pdf.

136 Benjamin C. M. Fung, Ke Wang, Rui Chen and Philip S. Yu, Privacy-Preserving Data Publishing: A Survey on Recent Developments,
Computing Surveys, June 2010.

137 Ibid.
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7tH(pseudonym): “UHtE o=z Al3St= 749 AEHXIt= CHE JjQl AIHXP(ISO/TS
25237:2008)

ZEAMHEIXL(quasi-identifier): 7+ Al 8 X}(indirect identifier) &=

HaXHrecipient): “HE2E S/M5ts AR E= @O, IS

7|2F"(1ISO/TS 25237:2008)

CH2|7| & == 7|Ef

Al (re-identification): AIEEEHQ} HEZFTX| 7t0] A E CiA| £8sls RE NIHE

7te|7|= &gt 80

YA Bl A F(re-identification risk): H|AHKZ| =l 7jQI7| 22 E A HE 4~ = 2|AA
WA a3 SANOE W TP oo MYAY T 4 Yk HAT|SRO HEER
2 skot

I@(threat): "O|=X| B2 ARl FHIH
QUCE”(ISO/IEC 27000:2014)

o

o, Al~EolLt =ZXof o

i

=[0]
fu
1

AME|gh 5= Q= My ™4=XHtrusted data recipient): $1E, 78 = HO|E 0|8 &AMt

= o 4
2 o2l SHof 25 F£5E 21, AH0| Fots 20 et M2 -8(access)Of H|ohE

B1 BFE

o ASTM E1869-04(2014) Standard Guide for Confidentiality, Privacy, Access, and Data

18 F=M: 0] Fol= APl es T HAEME'Z M E A Melstis ISO/TS 25237:2008 off = “g2|2t 5 LotLt.
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—

J)&8ha Uk 2 BN Chs) A U B0I2 Mol mate|of ULk,
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