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Relative Cost to fix bugs, based on detection time
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‘1 UNION SELECT group_concat(table_name) FROM information_schema.tables WHERE
table_schema = database();’ 2t Z2 SAES MY 42 HO|EH0|A Lo 2E E|O|E 0|50] X3|=|1,

Olz & 34XVt Hot= ZE HeE 2 Jisottis 202 siME + QAT

HEE id 2S4S Sl0] Z1tH2 A0 HUStEZ, SR FYHR! Y id 2t i
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const mysgl = require("'mysql");

J] HdM £7|3 SN My
sql

const connection = my.

ro
ok

.createConnection(...);

router.get("/vuln/email’, (req, res) =) {
const con = connection;
const userlnput = reqg.query.id;
[/ NERIZRE U2 2 AS 90| 2UE FHE(o AL
const query = ‘SELECT email FROM user WHERE user_id = ${userlnput}’;

SN CRICON B R RO

12: con.query(query,

13: (err, result) =) {
14: if (err) console.log(err);
15: return res.send(result);

18: M

ClO[E{#|0]A 2to[E=2|7t QXtetE HE| 7IsE AT 82 diE 7|

olr
o
>

0
2
n-|
T
ru|ru
=0£
5
ror
o

mysql 2t0|222|0ME QURfetE 2| 7IS2 MSSHR| §X|2H 77 HAOZ [FALSt TIsE FY 4+ AL

fige ¢ 3

OoFxq

—_—

i
9

TEZ HEie HAIE 20ED.

12



PART HI2& AFOIZE JI0I= | HITE AUHCIOIE 2SS 2 H

re

il ad (<))
1: const mysgl = require("'mysql");

20 ...

3. router.get("/patched/email”, (req, res) =) {

4: const con = connection;

55 const userlnput = reqg.query.id;

6: const query = ‘SELECT email FROM user WHERE user_id = ?5

Ve

8: [/ HE| &0 AFBA UAUS Ui HEHE MY, O|FA ZHYSHH ALSAH Ak

9: // escape X2E §t A SUSH Furt HY
10: con.query(query, userinput,
11: (err, result) =) {
12: if (err) console.log(err);
13: return res.send(result);
14: }
15: );
160 s

| 4

L) ORM A2 O

ExpressJSOIA 71y QMO = AtZot= ORM =2t0[E2{2|Ql SequealizetiME #Hel AXISE ALSoH
H2E Fgol7| W20 SOL &Y SHASZRE QHHsICy. 2S0[6HA #Al SQL E= AEA Ho| SQLS
AES FR0E 2F YHUS AUXeE FHE|9f HIQE B2 ALE5HH FO.

Ctg ZE= ORMOIA X|2sh= QIXtatE %Hal |—% A}%S}Il 9;1 AL2X} Ql3izte 02 H2(of Arlsl
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const mysgl = require("mysgl");
const Sequelize = require("sequelize”);
const { QueryTypes } = require(“sequelize”);

// 744 2 ORM Z7|8t 42 Mk
const connection = mysgl.createConnection(...);

S s8N =

const sequelize = new Sequelize(...);
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8:

9:
10:
11:
12:
188
14:
15z
16:
17:
18:
19:
20:

router.get("/vuln/orm/email’, (req, res) =) {
const userlnput = reg.query.id;
[/ ABA=EEE UEH2 S AS Q0] IUE F2(o] M8
const query = ‘SELECT email FROM user WHERE user_id = ${userlnput}’;

sequelize.query(query, { type: QueryTypes.SELECT })
.then((result) =) {
return res.send(result);
D.catch((err) =) {
console.log(err);
b
s

ChE ZE0M= BAl 25 23 Ao QIXtaHE #2(ef QIXE HIRIE £ AREsk= ¢t

Helof

YUY U2 $numberz FZSCHOIE S0f, H2l 700 A

_o'y
rir
>
0f0
>~

)

247} $1, $2 KIAIO] ALD).

I D@N =

router.get("/vuln/orm/email’, (req, res) =) {
const userlnput = req.query.id;
// #HE| oA Hieldo| West HES $number2 H7|
const query = ‘SELECT email FROM user WHERE user_id = $1';

[/ AREE 2| 7IsS Solf HEIE dd © A
sequelize.query(query,
{
bind: [userlnput],
type: QueryTypes.SELECT
)
.then((result) =) {
return res.send(result);
D.catch((err) =) {
console.log(err);
b
D
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® CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’), MITRE,
https://cwe.mitre.org/data/definitions/89.html

@ SQL Injection Prevention Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

@ JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

® Raw Queries, Sequelize

https://sequelize.org/docs/v6/core—concepts/raw—queries/

® mysgl, npm
https://www.npmjs.com/package/mysq|

@ SQL Expression Language Tutorial, SQLAlchemy
https://docs.sglalchemy.org/en/14/core/tutorial. html#using—textual-sg|

15
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2. ﬂE é.'ﬂ VanillaJS - ReactdS - ExpressdS v

7L M8

© AHHIAIRE [ETL MUE QF

SAXIL ATEQ0O| o=F SES oIS el ZEE Aol ATER07 HIEYHO=E SEoI=E
o= EOotofES S, FE M2 T2 A0 XiAQ] 7|S0 Stoll ORI RICH= HoM 2H|M HHEO
Ut 20 T2O/OIM AR =t o ZETL Ztr= AS 38 4R, SAX= MUKt
OI=5HX| i FEE Aol HotES HFCHAHL QT 23, AIAH HHO MY SC= 0|0FH = At

KHIATZEHEWA TE M ZAZS QUE £ U= S4Z2E= eval(), setTimeOut(), setinterval() SO|
UL} offF ef2f QIXE HAUS| ABoHK| Y= ¢ SZAVL MeEet IE7t = AlE + Ot HEtRXA
oM SESH= S20[UES SANME T2 XS Eechs MHt H2| ZE Y MHHe2= 0|

=X =0

S FCS MYH 4 Y= LS MBS DL TR Al MY JksE X TS QYR WX
OUTE 9IE UZI0| el SIOIEAAE J|ut HES SO BITL. KA SAT EES SH D0f
AEIS MSXH QRS TEY of= WHE QIC T3 HO[ER H0IS 2245| 225 X2Ysts HEY
2xNg Y S5 ULt
C}. o

CIS2 OFHGH| 942 TER eval( ARRSH MSKIZSE Y22 IS AUHGH0] ZTUS Bt S OFICL
YRBHE Q2 W2 IS OIR AZ 90| eval) B4 UK AZSHT U AL YYUS HE 20|
A8 29 BHRE NHIAIYE TS Sl oY Tl MYS It 20222 2 Y 2 e o
Sg 4y 4 U0t
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const express = require(‘express’);

router.post("/vuln/server”, (req, res) =) {
/[ ABAZEEE MY "2 72 JlE eval
const data = eval(req.body.data);
return res.send({ data });

hE

ol

o] oIxf2 FE

o

TSN =

1: const express = require(‘'express’);

2:

3:  function alphanumeric(input_text) {

4: [/ BB JE 2XE AHAL

5: const letterNumber = /*0-9a-zA-Z]+$/;
6:

7: if (input_text.match(letterNumber)) {

8: return true;

9: } else {

10: return false;

11: }

12: 1}

13:

14:  router.post('/patched/server", (req, res) =) {
15: let ret = null;

16: const { data } = req.body;

17: [/ A8X YEE HE, N2 HSroH, Dot U=t Lol S+2X7H ZEE
18: [/ UZ B2 oA HIAIXIE Htet

19: if (alphanumeric(data)) {

20: ret = eval(data);

21: } else {

22: ret = ‘error’;

23: }

24: return res.send({ ret });
250 1)
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® CWE-94: Improper Control of Generation of Code (Code Injection’), MITRE,
https://cwe.mitre.org/data/definitions/94.html

® CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code (Eval Injection’), MITRE,
https://cwe.mitre.org/data/definitions/95.html

® Code Injection, OWASP,
https://owasp.org/www-community/attacks/Code_Injection

@ JavaScript: HTML Form - checking for numbers and letters

https://www.w3resource.com/javascript/form/letters-numbers—field.php

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/
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PART HI2Z AIROIZE JH0IE | HMTE USOIOIE 2E &L B
3 %"E EEI uxl II‘% é.l'g! VanillaJS - ReactJS - ExpressJS v
7L e
pic.jap data
passwd . lete]
Q3Z=2xxz 8y
>
. S
(2 PUES- R
ASEX| 22 2F UHYUS Sofl I L MY S AAH XpA(IMY, AZQ ZE J)0f ist 2 52
A2 5183 A, UH TXOR AAHO| HESHE KRK A0l HRE 4 Qi HOIOHHO|T, FREE
3 XEMY AHS 0|80l SAR= At H-AN|, AA” HESEE, AAH X3 2t S Qg MH[A
X S2 QWAIZ & IOk EB A2 X3 U XY YL SiM ZHAL ST e S &S
2F mYs HFGSHALE AdAZ = ALt
712802, S20|AUES XHIATHEN M= 5 YUHUS 7|[HIOE ol SAE AAHS| T2 M|A X0,
IOIZ ASXE, AN HZ 52 SHF LI} OILIT ol ALSSHX| YoM, Agsts ZL2UT A MY
HXI7t AEXE AAROIEZ H2 ZX0|LE A oot 22 Y”0| 2 90| 7HXIX] eI} NodedS 7|t
Mei BRI 49 fs U socketio 20|H2(21S Sof T2AA L AN ABS HoE 4 ULk
L}. QrHst 3E7|™
JRERE WS YAYS NUMY, AH| EE 5)0| AEXZ NS FP HUE UZS HATS
StZALE, A0 Ho|E 2|AEQ| HetEl AEXTH AFZSIEE oloF ofCt 55|, 2Rl YH0| MUFHR! FR0=
LEE M85 ZEx3|(directory traversal) 342 {&0| U= XK /, \, .. S)E H7H5H0F St
Ct. ZCOx|
7h BE == oH|
Cg2 2AF iz Y Zd=2 S5 Yo MYUS 0= GAE 20 Z=Ch e SAXTL
/... .[etc/passwd’ 2t Z2 S MEGIH AR AE Y WAQIE FHIL 71 Il LIE0| S2H0[¢E
0| HAIZ0] Q=X 22 AAH HHLE ZHIF Lot

19



| Javascript AIR0ZE JH0IE

OFHSIX| P52 IE GAl

1:  const express = require('express));
2: const path = require(path’);
3
4:  router.get("/vuln/file", (req, res) =) {
5 // A5 YHAUCEREH MAHS Yy U3
6: const requestFile = reqg.query.file;
Ve
8: /] YEtE #3 Sl0| I Mo AL
9: fs.readFile(path.resolve(__dirname, requestFile), 'utf8', function(err, data) {
10: it (ern) {
11: return res.send(‘error’);
12: }
13: return res.send(data);
14: h
150 s
| 4
Qe AHAUN Z= XE ZXIE(/, \, .. )2 HASt T IS F=2 M0 AESHH ZEE QoA
oS 4 ck
OrHSt FE OfA|
1. const express = require('express);
2. const path = require(path’);
3
4:  router.get("/patched/file", (req, res) =) {
95 const requestFile = req.query.file;
6: /] SRS NS ALEX Yz LEHE
7: const filtered = requestFile.replace(/[.\\\/1/gi, ");
8:
9: fs.readFile(filtered, 'utf8', function(err, data) {
10: if (err) {
11: return res.send(error’);
12: }
13: return res.send(data);
14: )
15: b
y

20



PART HI2& AFOIZE JI0I= | HITE A=OIOIE 2SS 2 H®S!

OS2 AHoHK| 2 ZE GAZ, F YHE 2% HE FAZ JOUHZE MEot ATt 2R YHUS
45 S0 AISY E% 7IE AELe| 52 o=X| H2 07 TdE » AT

const express = require('express);
const io = require("socket.io");

1

2

3

4:  router.get("/vuln/socket", (req, res) =) {

b: try {

6: /] YRERH AR ASHX| U2 FAE 0|3510]
7 /[ 234 HIRIY 5l0] AME3I U0 RFMSHA| 2iS

8

const socket = io(reg.query.url);

9: return res.send(socket);

10: } catch (err) {

11: return res.send("[error] fail to connect");
12: }

13: )

CIS2 OFMS OIMIS 20f ZLh Ui X2t T2 Al AR0IN Q2 We S A% A FAY 22
AERI2 02 A8t 22 HIZKIGHR O, B WO Z9U ofg Jts8t 222

SIEl FADH U HSOIEE TES AAEOF BiCt

okt A OfA|

const express = require(express’);
const io = require("socket.io");

1

2

3

4:  router.get("/patched/socket", (req, res) =) {

5% // SIO|ER|AE Lj0f| &5t= FAT 58

6: const whitelist = ["ws://localhost”, "ws://127.0.0.1";
7 if (whitelist.indexOf(req.query.url) ¢ 0) {

8: return res.send("wrong url");
9: }

10: try {

11: const socket = io(reqg.query.url);

12: return res.send(socket);

13: } catch (err) {

14: return res.send("[error] fail to connect");
15: }

160 s
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’ Javascript AIRHIE JH0IE

cf. EDXl=
® CWE-22: Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’), MITRE,

https://cwe.mitre.org/data/definitions/22.html

® CWE-99: Improper Control of Resource ldentifiers (Resource Injection’), MITRE,
https://cwe.mitre.org/data/definitions/99.html

® Path Traversal, OWASP,
https://owasp.org/www-community/attacks/Path_Traversal

@ Resource Injection, OWASP,

https://owasp.org/www-community/attacks/Resource_Injection

® Fortify Taxonomy: Software Security Errors
https://vulncat.fortify.com/en/detail?id=desc.dataflow.java.resource_injection#JavaScript%2FTypeScript

® socket.io
https://socket.io/docs/v4/
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PART HI2& AFOHIE JHOIE | HITE AHOCIOIE HS 2 HE

I

A. fl?_éAlOlE éﬂEE[XSS] VanillaJS v/ ReactJS v ExpressJS v

7L M8

document.cookie>

AZAANO|E AFEE FZ(Cross-site scripting Attacks)2 HAO|EN AHTEE AMRlok= Z2 itHo|Ct,

Hd -1 O
BARE oY W S8TEIAC| ZHS 083 AYYIS(YHHOR F2A0AE 5 NHAIYE AID)S

AMERIAH 2HE, XSS SA2 LUHOZ WEAOIE SAE XHEL MENE ZEHZ =L,

XSSE 34Xt ¥ S8L2 IS £0| EM0IM HAE = A= A HO[H(EE)E TE AZX0IA
HEE o LA SAXIE o= gt 7|2 ¥ FE Qo ofYIE UR2E, 5212 E= 00y

AL & A0 T HIOJE = MHOM 22H0|AE HE(ELtRA]) M E

=

.
HIOIE{7t XAt AF Ol AEXIA EAEEE 5185 = HP ZYSIT.

=20

XSS 0= IA M 7HK {9 YA0| UL,

* @8 1 : Reflective XSS (or Non—persistent XSS)
- Reflective XSS&= 34 ZEE AMBAY| HTTP 20| Helst £, oid 34 TEE MH ST LHE0

[=]
JE BtAHReflected)A|7{ EEIRM A Malist= 22 7|'HO|Ct. Reflective XSS 32 &5t H
o] S

AFBRIZ SH012 A} GHE MR CO[EIS HUHSE SH0F BTt 0] WS WE ofo|xoz HZtE
S WAIS AuSICH BHKS DS FOE AJOIES XK=

YIS AMEAL SEOIEE R0k
2OIeE RTotd, DXt IS YWESHH AJZET} MSHALS| HEIRX0M XIS 2 A3

STt RE9| AL, Reflective XSS &2 HIZHUZS S 370 AAIT, DA (Phishing) O|HY, &= URL
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Javascript AIRHZE JH0IE

@ AL A3E 0| 58
ZorEo| ERsHs BAOIEES B4

Rl M 2718 ERsHs
ASZEE HALO|E0| T2

)

V

—VV

HAMOE @ MSXITHEAOIE B2 A
ofy AZElES} H8E -

O UAO|E L22o| MM 7|7 2RI HELE

* 28 2 : Persistent XSS (or Stored XSS)

- Persistent XSS& A2g 4= 7Lt SQIE|X| 42 MEX YH(ZE)0| MHO| MF=L, O] CIO|E{7}
CHE ARXS0AH MYE 0 2HMSITE Persistent XSSE AAIZ X tiZ2 £= WEX 27 7|150A
gag = At o 7IsS Sl =E [IE MEXIE0| SEe &+ ULt A4 0|0

AMOIE & 3| 80N 23] & = Ue Aut 20| 3MHC=E HAE= 22T H0|X|= Persistent
XSSO tHEXMOI 324 et & SiLiLh. SAX= Z2T U 20| 44 AFEEE o THE ARSI
fu

SN RSz FETF HAETE o 4 UCH

© A7 Mo Y43t =
£

(1 Lo -3 T — 4Y REHEI UHXS
AN EE A2 MHol 55 <
= =
L
»
L
. © LAIEE ASIo
H A ol JCE Fatshs HEX ML AFEXt

O NER ERte N E
ZHEX B0 ofM RES

Basol SEHOE 7i3s) A MY

O Mgxte] Tiztt WEIt ZAKL MHE HE

* 23 3 : DOM XSS (or Client-Side XSS)

- DOM XSS2 & HO|X|0fl U= AMSAt YHAZUS HESHH X2[oh| fIgt AHIAIEES HE 22IS Fast

=
ol= A8 SHZ oitt. 34 A58ET} ZotE oFd URLS Sofl &= #HUM Reflective XSSt
AL & = UL T2{Lt MY = A= AOIELQ] HTTP SEO| H0|2EE Zloh= il DOM
= 2M NN Z2ES 80l EeteXet SEH0 A4S Adstts HolM Xto|7H QL.
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PART HI2& AFOHIE JHOIE | HITE AHOCIOIE HS 2 HE

—_

AMARIOZ MESH 4 QlLt, 0] HHE ALZd E4 HAOIEN AoXMQl QFES HY +~ UM, L|sHXI}
SiE AIOIEE #t2| & £ Q= H2|X; Hol0| U= B2 Aot 2 =dig = UCh Eot Mg

2 g = g ¥ AIO|EXIA L|3HAtS]
M(Phishing) 3Z42=Z% 0|0{& £ QlC}.

=
0
o
Ik
0%
=
E

T
E

O Mgt Y3E 2ot
Ao 24 URLE 28

©

© 238 e U
o 2RiEE B 24
SEE AR Het

© 37t AN IEE EesH= TEHE URLS ALSAt0A| HE

A

O Ar2xte| nizkst MEI D2t MH 2 HEE

O A2 Riel HateRE ST HolE el
Bheizol ASEIES Nuela,
o4 ATEES Hol R0 el
© ygxiel Hetex
SajolelE B dtelgl
o[ dhol o1 § e 8 48

2 MH|A JHEO| AE[= CHE H0jQt 2|, AHIAIZEEE S210|HES FEQt AHE FE 25 JHL0]
S8t AN Z, XSS 54 oY floH S20[HEL} M YF HEE 12{5H0F St M7 M5 HTML
SH CIO|E LHOf| ME[E 4~ 2l= HI0|E{7} Z&HE|LL, Q&S XA

= b

O AIEEs Y0 MEE B2 XSS SZH0| st

JEE 5&& Sdoi DOME YH0|E

QE A E= FHUM AJEETI MUK RoteE X X|g E AESIH &O*/0) S8
&amp; &lt; &gt; &quot; &#x27; &#x2F; &#x28; &#x29;,2 X|2t5t7HL}, AHIAIEE 2t0|E 220 A
I

I.

s}

— 11—

30h= escape 7|52 AtSdl 2AtES HEGHOF STt XHHIAIZEONM 7|2X2 2 HIS5h= escape()
AL
e

ol

= deprecated=|0] O Ol A8 JIYGHK| &1 JAem, I A encodeURI) E=
encodeURIComponent() &5 AI26tH =Lt HTML Ei1E 5128l0f ot= AATOA= 5188 HTML
Ef1SS SI0|EZ[AER DHE0] oiE EHTH X|RloteS GHCf.

[
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Javascript AIRHIE JH0IE

XSS 0 Z== SA0IUESL MHZF0| 25 HEGH0F oiCt. 22 22H0[UES F== SHAIL S
JtZR HESHAL ZEE +8Y 4+ UKL MHZ HO|E7H HOP7H| H 1XHY &

ULt SEH0|HES AEE ZXGHHEE MHOA AEXAH YIS ASoHH XSS S4S O .
, NHZRE 7t42 HO0[HE S2t0|UEZNIM TA| MEXUA 201Z I =7t ZE S

AQOIE B2 AISES 2XIAS LEZSHOF B,

—

Ct. ZEOH|
7P Z210|HEZE VanillaJS Ol H|
S20|HES FL LHO| AFRA[7F MSH Q21748 T ASHo| UHHOZ ALRSIHLE, ALRXI7F EHAIEH

2 32 XSS BHO| WM + AUk TS oFls
= uge =

A} ) ofdl, MY WES LIA| AMHZFE 2otet DOMO
Egol= HAIE 20 =0 0] I, MHZREH 22 HI0|HE A3 Q0] iz AEE 4 od AFEETL
AlBH=l A OICt

o=2 T M

1: <{htmly

2. {body)

3: {script)

4: const query = "(scriptyalert(hello world){"+"/script)";

b: async function req() {

6: MEXIZ7t OIC|EQF 22 2 20| =t Cjo|HE AMB{o] K&

7: const response = await fetch('/vuln/search?q=%${query}’, { method: 'GET' })
8: const data = await response.text();

9: QEZEE HL2 H0|H(HTML ZE)E OFFE #AZE S10| DOMeZ 7|5
10: document.write(data);
11: }
12: req();
13: {/script)
14:  {/body)
15: {/html)

KHHIAIEEWAME encodeURI(), encodeURIComponent() &4+E Sof

o

|AHO0IZ 7SS HMISSHL.

QIFZHE U2 HO|IHE ALEd DOMO| HelE F= FEJt AE7| Mo LHUS 0[AH0|Z ofixH
XSS 342 U2 + UL 0|AAH0|Z F decodeURI() &5 S0 ATEE 3l WXt &7H 5=

Z1E DOMO| &35 & UL
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PART HI2& AFOIZE JI0IE | HNE AHOCIOIE A2S 2 B

€& C (@ localhost:8001/4_xss/patched?

%3Cp%3EN0%20results%20found%20for%20%22%3Cscript%3Ealert( hello%20world') %3C%2F script%3E%22%3C%2F p%3E

& C (@ localhost:8001/4_xss/patched1

No results found for *

Ol

encodeURIComponent()2t AF23H html HO|EIE O[AH|O|Z S ZulRi(AN, O|AAHO|Z ZUIE CA| decodeURI()SH ZiKEh

r

1: <{htmly

2. {body)

3 {script)

4 const query = "(scriptyalert(hello world'){"+"/script)";

5 async function req() {

6 const response = await fetch('/vuln/search?q=${query}’, { method: 'GET' })
7 const data = await response.text();

8:

9. // YHEEHE H2 HIO|HE O|AAO|IZ X2 & M8

10: document.write(decodeURI(encodeURIComponent(data)));
11: 1

12: req();

13: {/script)

14: {/body)

15: {/html)

encodeURIComponent &t WWE &= ALE0| g1 7HECHe FEO0| UX[TH BE XSS 34 IH|
a8 == GICh mMEtA, XSS AES gt 8o THE &+E F3I6tAL, WX AHFLEON
AEEL, OFEXO0|H, X|EXHC= L U= 202222 AtEdl EAIES HEtGHOF SHCh o2 oA l=

xss—filters 2t0|222|E &&3 TEHEY AMHE 20 =Lt
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| Javascript AIR0ZE JH0IE

QFHst I GAl 2 (2t01E2{2] ALE)

10 <html)

2 ¢head)

3 {script src="https://cdn.rawgit.com/yahoo/xss—filters/master/dist/xss—filters.js"){/script)
4 {/head)

55 {body)

6 {script)

7 async function req() {

8:

9: // xss—filters 2{0|H2{2|E A3l EAIES 0|AA0[ZT X2
10: document.write(xssFilters.inHTMLData(data));

11: }

12: req();

13: {/script)

14: {/body)

15: {/html)

Lh) S20|MEZ React)S GiIX|

ReactJSOIN = JSX(EIYATZEEONA = TSX) SHAE 7HK|= 2HE ALHEE Soff ZEE XIS,
7|2HO2, React DOME JSX ML HO| ZE Ljo| BE 212 OAHOIZ MBIt ChA| 2ol 2YE
OFZ2IHO0IM LIOIA BAIZOR of ASYES Yk A2 EIHSICE ReactSHIA ZHISHs 7AIS
2 ZUCRE SOUES XSS BAS WoiE 4 ULk

—_——"1

SIX|ZF ReactJS= HTML &ztE JZ AHEE & U>= dangerouslySetinnerHTML &+~E HISSHCH
THOF JNUXIZE ALEAL AAZ B S flofl 0 &8 A8 42 XSS 340 =2 = UCt
OEBHR| 12 T OJA
1. function possibleXSS() {
2 return {
3 __html:
4 {img
b: src="https://upload.wikimedia.org/wikipedia/commons/a/a7/React-icon.svg*
6: onload="alert(1)">
7 {/imgy’,
8: I
9: }
10:
11: const App = () =) (
12: // XSSOl gt &~2 MEsi HTML ZE HI0|HE G
13: {div dangerouslySetinnerHTML={possibleXSS(} /)
14: )
15:  ReactDOM.render({App /), document.getElementByld("root"));
| 4

28



PART HI2& AIR0IZE JI0IS | HINE 2AGIOIE 2S5 ¥ BN
7I2X0|H dangerouslySetinnerHTML &-8 AtESIA| Ph= 20| ZUXIT, MH|A JHUS Pl £FO0[5HA

AIE0| HQst 22 HTML ¥ XHIATEHE FEE XH 0|AA0|Z X5t ARUEES Y2 JHEGIALY,

dompurify@t Z0| O|AAH0|Z 7|SE MSot= =f0[E2{2|E AtEol 2AIE X2 & ALZoHOF SiCt.

r

—

{script src="https://cdnjs.cloudflare.com/ajax/libs/dompurify/2.4.0/purify.min.js"){/script)

function possibleXSS() {
return {
__html:
// dompurify 2t0|E2{2|E A3l AHAUS 0|AH0|Z Az
DOMPurify.sanitize({img src="https://upload.wikimedia.org/wikipedia/commons/
a/a7/React-icon.svg" onload="alert(1)"){/img)’,
i

2 9N F @ T SRR

1

11: const App = () =) (

12: {div dangerouslySetinnerHTML={possibleXSS(O} />

130 )

14:  ReactDOM.render({App />, document.getElementByld("root"));

CH MH{S ExpressJS Ol

SC0|HAEZOM ALEA UHUS TS R 0|2AH0[E Me|RUCIL SHE2tE, BIEA MHENAME 35 Z=2

F71oHOF SHCE. HALT, 112 ZOI9t 20| ALSAIZRE CHfot 49| HIO|EE YHLOL0F 5te ER AEAL

Q23 BIAE RO OFLI3 BIAES ST U HTML 2 KHIATIRIE ST S MH0] &S it

O] U MBI} 2215t LIOIEIS MHIZOIA 2 S0] BIOJEMIOIA RS 29 o HAIZ £ 2022
UK DE AMBXIO NAHOIN A4 ATHET NYT 4 UCL 122 AISKIZEE 24 (142 Ny

WOt 1 ZE giekok= FAdSt HAIE 20 =L
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| Javascript AIR0ZE JH0IE

if (results.length 0) {

const express = require(express’);

1

2

3. router.get("/vuln/search’, (req, res) =) {

4 /[ ABA=RE MY H2 2| GO0|EZ HIojH X3
b: const results = selectFromDB(reqg.query.q);
6:

7

8

/] BM Zupt WA U2 AL, ‘X5 e
9 // O] M HAEQI EOo|20| Ofd ofd AT

10: // SEOIAESON oY AFZET} MaiE
11: return res.send('{p)No results found for "
12: }

135

14:

= HAIXIE BHasheE,

ws =2
1E7t Z3lH HOEE Y= U2 gt
_J"; (=]

+ req.query.q + "{/p));

y

MHZO0IM XSS SAS Yoish=

W0l HTML & XHIAFZIE

=
E7t Zetk= 39 XSS 340 A 2E= HEHES TEotks o g8 FoiotHLt 2i0|E2{2|E AtEdl
QHHGIA| 2|5t 2 HIO|E{H|O| AL XESEHLE ALSXIO|AH| CHA| Btetol Z=0{0F SiCt.
OtMsH L Of|A|
1. const express = require('express);
2. const xssFilters = require('xss—filters");
oo
4:  router.get("/patched/search”, (req, res) =) {
55 const unsafeFirstname = req.query.q;
6 /] xss—filters 2{0|H2{2|E AtEal ALEAL UHZE 0|AA0[Z A2
7
8

9:
10: if (results.length === 0) {

12: }
13:
14: )

const safeFirstname = xssFilters.inHTMLData(unsafeFirstname);
const results = selectFromDB(safeFirstname);

11: res.send(util.format("(pyHello %s{/p)", safeFirstname));
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PART XI2& AIRO0IAE JI0IE | HNE A=HOIOIE &S

cf. EDXl=
® CWE-79: Improper Neutralization of Input During Web Page Generation (Cross-site Scripting’), MITRE
https://cwe.mitre.org/data/definitions/79.htm|

® Cross Site Scripting (XSS), OWASP,
https://owasp.org/www-community/attacks/xss/

® encodeURIComponent, mdn web docs
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/encodeURIComponent

@® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/
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’ Javascript AIRHZE JH0IE

5. -E-gxﬂl‘ll cg%()i é.'ﬂ VanillaJS - ReactJS - ExpressdS v

7L M8

[?cmd=dir C: W

© 2THH THojyt MU= 2 [
>
C
<
: © o M A 3G
1
|
__ ‘ Is cat etc/password dir set | T

e 243 TRS AR U2 AIBKH U220l S BHOS| YR EE HMRE THE0) MY B,
O[ESIR] IS AAR) TP} AU LRG| H3H0| HHEILE LS S5 U ST S 0T 4 QUL

TO| 2Aolo| MADIEILL AEY 22 5 o YAS ASH ALY THOIZ MY Sl Z2IAS BO|
5012 4 QUL 0] ZP D23 QRS W Q2 BXHS J|RHOD NS 4 87| H2U| S H2S

NodeJSOA= child_process 2l0|HZ2|E MRSl ZE LHFOIA AAR HHKE At 4~ QUCE THoF A|AR
HHO| Al S0 ALZAZL QUG S MEE £ 1, T 0| XMES| ASEX| ¢S 42 WARE oY
S o] ol o

X8|, AlAY DEAA ZH B2 S OIToH| 942 2olHQl HH0| ABOZ Olof 4 ULk

0
i
£N
=
<
>
[>
oz
0g
o
k=)
i
3]
Sh
ﬂ[__
oN

o -0
e
-
P
T
Q
(@]
a
(@]
z
e

"
\
s}
o
m
1"l
o
el
]
[l
§
g
[m

=S Mgt 2AXt= Tt M%EE' 7 UES o0 3..“1 Q& ?:I@. I
= EO Y0 2Rt ASS OI=] X1EH S22 ALZsHOF BICt.
Cf. ZE0|X

O GiX= ARSAA £ 29| MY SES MSots Z20™ HAIE 20 =0 Ttef =gt 2o
MO|Z2[R1 HHOP ZelE FR AR TP AliE 4= ULt (ex) /vuln?path=/usr/app | cat /etc/passwd).
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PART HI2& AFOIZE JI0I= | HITE A=OIOIE 2SS 2 H®S! |

1:  const express = require('express);
2. const child_process = require("child_process");
3:
4:  router.get("/vuln’, (req, res) =) {
5% /] A7 EEt HHO| QXS HE Sl0| ALBdl Q=X| 42 F7h HHO| MY Jts
6: child_process.exec('ls - " + req.query.path, function (err, data) {
7: return res.send(data);
8 I
9 b
y
o|o| HHO| HAS ofLotH ALK 22t 22| INHS AL S17t=[X| 942 IHHO| ZetE 42 JIsS
AEUSHK| Q47{LL, AMSAT izt MAIE MEotIX St= BHOOIE =01, ¥ Z=0M= /bin/ls)2| QIXIE ZhaH

1: const express = require(‘'express’);

2. const child_process = require("child_process");

3:

4:  router.get("/patched”, (req, res) =) {

5 const inputPath = req.query.path;

6: const regPath = /*(\/[\w"])+\/?$/;

7:

8: [/ X HRM A AR =g HHE - dsA ZE XFO| 225 EXL §E
9: if (linputPath.match(regPath)) {

10: return res.send(not valid path’);

11: }

12:

13: [/ 5 S o, AR 20| HHoQ AXZRDU AIBEHEE oh= &4 AR
14: child_process.execFile(

16: "/bin/1s", ["-I", inputPath],

16: function (err, data) {

17: if (err) {

18: return res.send(not valid path’);

19: } else {
20: return res.send(data);
21: }
22: }
23: )
24: )

| 4




’ Javascript AIRHZE JH0IE

2. AR

® CWE-78: Improper Neutralization of Special Elements used in an OS Command (OS Command Injection’), MITRE
https://cwe.mitre.org/data/definitions/78.htm|

@ Command Injection, OWASP

https://owasp.org/www-community/attacks/Command_Injection

® 0OS Command Injection Defense Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/OS_Command_Injection_Defense_Cheat_Sheet.html

@ NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® Child process, NodeJS
https://nodejs.org/api/child_process.html
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6- '?'IQEI' gﬁl ]]-I'% gEE VanillaJS - ReactJS - ExpressdS v/

>
© AAE So 2l g=c
<
© AT Lol Henrelo]
YZEE U= gol
b
© Y=cH H=2o| Hastol O Huize
iy

MH S0|lA M8l 7ksst AFEE Di(asp, jsp, php, sh Y 5)0] YZE 7ksstn 0] DiUS SAHX7L
HS Sl A HANZ & U= B2, AILH LT THOE LS 9 AZal AA-S HOE = A=
0 E Q10{(ASP, JSP, PHP)2t Z2| NodeJSOIAME MY HAZETH MIJUCIT SiCf2ts
|5l AXOF 2 7t ZPSZ 2l e 320 12| ZHHSIX| QiCt.

580l = & NodelSE 7IHHCZ dh= AMH Eoh Y2 SZH0| FASIEZ, 0|0 CHH|ZH LS.

mjo
40

I YIBC BHS WRIGH| YoM S T QT SBOIZS S0|ESAE WAOS If

=
Sttt Ol mpdol =Rt & P=E E M| Content-Typel 2f7H 21100 StCt. Lot M 57| & M

A MBHSH0 AILE KRl T2 SOR AHIA 75 20| UMK QIS MBHHOF SICh UEC & Iis
B 2E 20 Q=0f X6 3ZAPHURLS Saf TS Aast 4 GES Si0F oii, 7K5512 §2E & miele)
x X

C. SOy
UBE Tha I T, 371, SR SO Y HAIS 1K1 4T T AAR0) 02 KHE 29 SHK
o5 OYTE, WIS 5 QBB YO TAO| AAHY| YRE B 4 UCh
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const express = require(‘express’);

router.post("/vuln”, (req, res) =) {
const file = req.files.products;

/| Y2E 3 WU EIY UF BN o ATRE Y Y2C It

1

2

3

4

F const fileName = file.name;

6:

7

8 file.mv(*/usr/app/temp/" + fileName, (err) =) {

9: if (err) return res.send(err);
10: res.send(“upload success");
11: hs
12: b

Okl T== Y2E ok M| I, F7|, T 2FYA SS A F=EE Highete

2 ARHISl AZLME 2Rloh=s IS E0f =L

[ez]
(=]
MIME EfQlS SfI5H= O Wl 0|S0IA SFRITH ZAE P2 HXE SENIS Soff Y2C A2 ol
I

1: const express = require('express);

2

3. router.post(‘/patched", (req, res) =) {

4: const allowedMimeTypes = ['image/png’, "image/jpeg'l;
X const allowedSize = 5242880;

6:

7: const file = req.files.products;

8: const fileName = file.name;

9:

10: // SEE &t MY Bt AZS Sofl &g AJEE MY HZE WX
1: if (allowedMimeTypes.indexOf(file.mimetype) { 0) {

12: res.send("file type not allowed");

130 }else {

14: file.mv("/usr/app/temp/" + fileName, (err) =) {

15: if (err) return res.send(err);

16: res.send("upload success");

17: D

180}

19: B
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g, HiXx=
(® CWE-434: Unrestricted Upload of File with Dangerous Type, MITRE,
https://cwe.mitre.org/data/definitions/434.html

@ Unrestricted File Upload, OWASP,

https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload

® express—fileupload, npm
https://www.npmijs.com/package/express—fileupload

@ NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf
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7t e
— @ EL ALO|E URL kst
© URL FA HZE

MEA} otz S 2R MOIE FAZ AMEdH s MOIEZ AHS H&0ks M 2222 T(Phishing)
S0 L2E= FAES 710 S20IUEMM HESE URL FAZ HZo| ME0H| QMo H2ist 4

QOLt, BARE BAEQ E QM2 WAM AIBAP} I3t URLE RE 4 IT2 IAY 4 UCh

— - 0 o

518%h= BE URLS MH & S0|ES|AEZ 2[5t ALEX} YHUS 2ICI0[HE & URLO|

=
EXok=X| HSoHOF SHCt.

DloF ALRA} J21Z{0] BI0|ERIAER RH|7} 27HS5HT 2ICI0[EA URLY QIR Z4OE ALRE0{0Rt St

FRE ZE 2ICI0M0M T2EZ0 host YEIH SOI7HX| B &t URL(relative URL)E MRS X ASaH0F
STt E= HO URL(absoute URL)Z Al 22 2|Cio[AME AMIYSH| M| ALSXH &2 URLO
https://myhompage.com/ M3 & MH|A FQI URLE A[RGH=X| 2HI5H0F STt

Ct. IS

ExpressJSOIME= redirect() Bl=E AIZ3H AFSAL QFS UE HOIX|Z 2(LIOMES 4 Tt LIS2 AIBAIZ
=% ofAL

OII

HE Q32 | FAZ AZ Q0| redirect &H24-9| QIXIZ AR5 QE5HX| &L AO|ER XN

oo [=]

Ij(Phishing) 3240 &&= MHAIE 20 =Lt
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const express = require('express);

router.get("/vuln", (req, res) =) {
const url = req.query.url;
[/ AR} MYt URL TAE ZZ 90| IME Z|CIOJME X2
res.redirect(url);

b

=0 of B GOHIDE =

4

ChE2 et ZE ORZ ASAIZRE FAE UL 2HO[MESLY Y= FEZ 23St EHQI0| et
[e]

T | W0l S0|ESAEZ APHO| H2lEl QFHot BAIOIEN| oiote] 2|LO[HE & + U=Z i

o

QHMs FC Of|A]

const express = require(‘'express’);

1

2

3. router.get("/patched”, (req, res) =) {

4: const whitelist = ["http://safe-site.com”, "https://www.example.com"];
B const url = req.query.url;
6
7
8

// SO|EZAEN ZFHE FA7L OHL2HH 2|CHO[HE glo] o g
if (whitelist.indexOf(url) { 0) {

9: res.send("wrong url");
10: } else {

11: res.redirect(url);

12: }

130 b

2, EOX=
® CWE-601: URL Redirection to Untrusted Site (Open Redirect’), MITRE,
https://cwe.mitre.org/data/definitions/601.html

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html

® JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

@ express Documentation — StrongLoop, IBM
https://devdocs.io/express/indext#res.redirect
https://devdocs.io/express/indexireq.query
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@ DTDO|| Feolgl
I AJAR FH2

O XML 23

. ,

Oz Lz

DTDO|| Yo|El 2|5 AE[E| 2%

XML 2M0ll= DTD(Document Type Definition)E E&lst 4= IO, DTD= XML HE[E|(entity)S H9|

SIC HIEESH XML QEJHR A HOIOFHS MHOIM XML 25 AEEIS X2I8 4 UEE MHE A
A

WS 2 QITh FIOF8H XML parser7t QISAS AESHE XMLS X2 1, SAKDH Helst 22 720| 57
So| Al TH I, BULS XY MG, 95 93|, B2 & S0| waH + ULk

NodeJSOfAt= LIS XML IRy AElS XIEobk| 2, HEo| 2f0[H22[S AtZoH0F Sttt OfiHet 240[=22{2|S
ALEo= FYSHA|T HEA R AEIE| Ity 7|SS HIEEst o= S8S 285l F0{0F Sttt

22 ¥X DTDS AIBSHEE MAGHD, AR0lM HMAE XML A0l Z3iEl DTDS %P B2HsataHof
BITF HIZASIS 3 4 Gl 220l o AEIE U AR 24 Q3 MOIS 2t IINY X= DQS WA

HIZHSH SiCE QIR 2l0|H22IE ABY 42 7I2XNC= QR AE|E|)| Cist 72 &M 7ISS MEsk=X| Eelsty,
H e
=

=
HBO| S B oY TI5S HIZNS B 4 U= YHS Slols] o AEE| 72 24 JI5S Higkst Bk

r

0| AF8ot= XML ItM2| of ZRQI IxmlQ| BL 2F AHEIE| 712 24 FM2 resolve_entities M=

HIZ+ds} sHOF SiCt. ot 9 &3] Al HEYT HNAE YX|Sh= no_network F40| &43KTrue) =0f

40
F-IEI

QUEX|E SoIsHof Bict,
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C. IO X
LS Gil= XML 24 §{0fet EMok= ZEE 20| 0. SZAh= Of2Het 20| XML iF HEEIS HZok=

xxe.xml HO|ES &5, MHOIA Si CIOJE| Tt Al /etc/passwd i LE0| AZAIOHA HEE 4= UL

/] xxe.xml
{(?xml version="1.0" encoding="ISO-8859-1"?)
(IDOCTYPE foo [

(IELEMENT foo ANY )

{IENTITY xxe1 SYSTEM "file:///etc/passwd" )
D
(foo)&xxe1:{/foo)

QFHSH| 2 IE OlAl

1: const express = require('express’);
2. const libxmljs = require('libxmljs");
3:
4:  router.post("/vuln’, (req, res) =) {
b: if (req.files.products && req.files.products.mimetype == "application/xml") {
6: const products = libxmljs.parseXmlString(
7: req.files.products.data.toString("utf8"),
8: /[ 22 HE[E] IHY 512 MFOIEHE Al 7|22 false)
9: { noent: true }
10: )i
11: return res.send(products.get("//foo").text());
12: }
13: return res.send('fail");
14: b
| 4

libxmljs 2t0|E2{2|0M= 7222 2|F AEE| Oty 7|S0| Higdst =0 AX|2, SAHLZ HIEY

=

rx
re
fjo
ol

20| L.

rir
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1:  const express = require(‘'express’);

2. const libxmljs = require('libxmljs");

3:

4. router.post("/patched", (req, res) =) {

B it (req.files.products && req.files.products.mimetype == "application/xml") {
6: const products = libxmljs.parseXmiIString(

7: req.files.products.data.toString("utf8"),

8: /] & QE|E|] Tt SIS U=E A%

9: [/ O8Y Al 7|22 falseO|X[2t, BAIHOE MOIS of F= A0 £
10: { noent: false }

11: )i

12: return res.send(products.get("//foo").text());

13: }

14: return res.send("fail");

15: B

= S PN

@® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,
https://cwe.mitre.org/data/definitions/611.html

®@ XML External Entity (XXE) Processing, OWASP,
https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_ Processing

® XML External Entity Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html

@ JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® Sonar Rulesd)

https://rules.sonarsource.com/javascript/RSPEC-2755

3) i Xt== Sonar Al AL 2 [PGL 3.0 2I0|MAR HS LM, 220 MAIGH= 2 E= sonarsource AO|EOA HZdt=
Ao UHE OIRAMC} MM EME TS AN &0l 7Hs: https://www.sonarsource.com/license/
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© XPATH 37 Ijel &9 , . .
A [string//users
» o= ‘ » Hi E [login0/textO
o= — =or1'='T
| 0] +— H XML a?d pw/text(?'
| - —J ="+pw,test+"]]
I © =xg AN s ]
I CUEEES) B M © Xpath 25
| ST 23]) 72 51t
|
— ’ ‘or'1'="1 ‘or1=lor'a'~'a ‘lI*luser[@role="admin somenting or ‘1'="1 |

F

HEEIX| 242 9% Q20| XQuery T XPath H2ARS WASH= SAITR AIGEI0 SZAP HIR0| XS

o2 Aot olof 2| Lol SI7I=|X| 42 CIOIHE SFoAHU ASEXIE L32[ 4 U= EQIFHOIC,
Lt st 2571

XQuery E= XPath #H2|0]] ALEEl= S U HI0|E0] CHEIH E4-2Xt & 2| H2AUE TEH Sti! QUXISHH
H2I2S X|¥5k= XQueryS AFR5HOF SICY.

C. IO X
LE2 AHIAIEE xpath I7IXIE Ao XML HIO[EIE X2lok= GIAIE 20| ZCt AFSAt 0[St IfARIET}
XML LHO| gt L[S L AEAL & CIHEIRIS Btetol= OAZ, 2IXteHE F2l2S AEOHA| 11 XPath H2I2S
t

o
WAEHD 0 BHRY} QH2S TAH HAE A5 2XS Q8% 4+ ALk

const express = require(‘express);
const xpath = require('xpath’);
const dom = require(’xmldom').DOMParser;

const xml = (users)
{user)
(loginyjohn{/loginy
{passwordyabracadabra{/password)
¢home_dir)/home/john{/home_dir)
{/user)

© © o =l o ol Bl
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11: (user)

12: (loginycbc{/loginy

13: {password)1mgr8{/password)

14: ¢home_dir)/home/cbc{/home_dir)

15: (/user)

16: (Jusers)";

17:

18: router.get("/vuln", (req, res) =) {

19: const userName = reg.query.userName;

20: const userPass = req.query.userPass;

21:

22: const doc = new dom().parseFromString(xml);

23

24: /] Z=tE AZZf(/vuln?userName=john' or "='&userPass=" or "="“)& S3dl|
25: /] WAQIE ZA} 2Rlg R3[& 5 AS

26: const badXPathExpr = "//users/user[login/text()=" + userName
27: + " and password/text() = " + userPass + "]/home_dir/text()";
28: const selected = xpath.select(badXPathExpr, doc);

29:

30: try {

31: const userPath = selected[0].toString();

32: return res.send(‘userPath = ${userPath}’);

33: } catch {

34: return res.send('not found’):

35: }

36: 1

xpathOAM= parse % select &4+E ALEaH

ULt 2SF xpath7t Of CHE W7 XIS AIEE B2
2IRtetE HelE 2

Sl ASAPH ZEfE Q2AZ0)
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1:  const express = require(‘'express’);

2: const xpath = require(xpath’);

3:  const dom = require(’xmldom’).DOMParser;
4.

5. const xml = ‘(users)

6:

7. ([users)";

8:

9:  router.get("/patched", (req, res) =) {

10: const userName = req.query.userName;
11: const userPass = reqg.query.userPass;
12: const doc = new dom().parseFromString(xml);
13:

14: [/ AXEE HE 49

16: =$userPass]/home_dir/text()");
17: // HEIZ0] Hagt M Y XML Z3]
18: const selected = goodXPathExpr.select({

19: node: doc,

20: variables: { userName: userName, userPass: userPass }
21: h;

22: try {

23: const userPath = selected[0].toString();

24 return res.send(userPath = ${userPath}’);

25: } catch {

26: return res.send(not found’);

27. }

28 b

15: const goodXPathExpr = xpath.parse("//users/userllogin/text()=$userName and password/text()

2. &K=

® CWE-643: Improper Neutralization of Data within XPath Expressions (XPath Injection), MITRE,

https://cwe.mitre.org/data/definitions/643.html

@ XPATH Injection, OWASP,
https://owasp.org/www-community/attacks/XPATH_Injection
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< —
‘ @O ZASEH + I HE L
QIF S KHEt x{2| Q0] LDAP Hc|Z0|L Z1te| R Z AEok= ER, LDAP #H|=20| =
T2l LDAP 220 LSS OISTIE WS 4 QUTk 0|2 Qls) DRAIAT} HUS Asst RIS} SUsH
S| EC XHIAIZENM= LDAP HOIE XM2|E It Cfgt I7 | X|7t Z X4

45HPermission)g 7HX|1 =
5i, 1 3 Idapjs7t 71 AFBAIS0| MS5Hs 7|K2 YK QUCH

L}, otdst 3E7|H
CIE &Y S4S1 OREVIXIZ LDAP 0] tiet 7|24Q1 Ho{ HiHe Mot
* 2HIZ QIFY(Encoding) SI4E AIRS| RE 4 0JA0|T X2
F SO|ERIAE WAle] izt REY HA
- AFBRF THAQIEQ} 22 DIZtst MUt EEIE W Qlay
* LDAP HIQIE AE0| & Hot z|Ast
ACH 0| HR HeH 4S5 59 340 =2

Ct. IO
ARt el2ig JiE LDAP ZIo|20| AtEsI
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const express = require('express);
const Idap = require(ldapjs’);

const config = {
url: 'ldap://Idap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
secret: 'dOaccfOac0dfb0dOfd...",

async function searchLDAP (search) {

router.get("/vuln", async (req, res) =) {
[/ MEXe| Qs JME LDAP HoRCE AMgdl #HEt 48 59 340 ==
const search = req.query.search;
const result = await searchLDAP(search);

return res.send(result);

b

AEXS] 2 S LDAP 220 ALEE H-E O|AZH0|E 510 HOIZ &% Al SA0 &&= XS oY
A

ULt Idapjs W7 |X0IM= AFSAL S OIAH01E & = U= parseFilter &5 HSSIT,

—

OtMgt AC Of|A|

L FPDERREW

—

const express = require('express’);
const Idap = require(ldapjs’);
const parseFilter = require(ldapjs’).parseFilter;

const config = {
url: 'ldap://ldap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
secret: 'dOaccfOac0dfb0dofd...",

re
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11:

12:  async function searchLDAP (search) {

[[[C—

14: '}

IS5

16:  router.get("/patched", async (req, res) =) {

17:

19: let search;

20:

21: /1 MRl =0 BEES HE 340 A8E & U= 24 LA Al
22: [/ ABXROA BRE QFAUUS U2|d, HYRES LG 42
230 try {

24 search = parseFilter(req.query.search);

25: } catch {

26: return res.send(F2H 23ZLILL);

27: }

28:

29: const result = await searchLDAP(search);

30: return res.send(result);

31 W

2t HIXz
® CWE-90: Improper Neutralization of Special Elements used in an LDAP Query (LDAP Injection’), MITRE,
https://cwe.mitre.org/data/definitions/90.htm|

@ LDAP Injection Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_Sheet.html

® ldapjs Filters API
http://Idapjs.org/filters.html
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@Y ® T s @R =

/] (31) Idapjs M7|XIS AtE3H Idap BOIEHE A2ist= FE GIAIZ, YA FIA

// M= searchLDAP &40 MA| T=
const Idap = require(ldapjs’);

const config = {
url: 'ldap://Idap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
password: 'password',
5
async function searchLDAP (search) {
const opts = {
filter: ‘(&(objectClass=${search}))",
attributes: ['sn’, 'cn’, 'mail’, 'telephonenumber’, 'uid1],
scope: 'sub),
b
const users = [[;
const client = Idap.createClient({ url: config.url });
return new Promise((resolve, reject) =) {
client.bind(config.dn, config.password, (err) =) {
it (err) {
console.log(LDAP bind error - ', err);
} else {
client.search(config.base, opts, (err, res) =) {
res.on('searchEntry’, (entry) =) {
users.push(entry.object);

D

res.on(end’, (result) =) {
console.log('status: ' + result.status);
resolve(users);
b
b

D&
b
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oid Q0| FeHR AR ZXH| T2t 8t ARUX| A28 ot MMEZ CSRF EZ2S 4dott
MIM0| XMEstl, AFAE Y HO|XIE Q&g WOt hidden 2= S2O0IAUENH EES TS F, oiF

SCH0|AHES| HI0[E X2l 2F Al MEE= CSRF EZUS MAoIH 239 fads8 AAGIEE

r9l'
o

Ct. oA

HEH ATIS Aol S2HO0IUES FEE HHE & 32, AHZ HI0|HE TSotHU 7IsS &Soke F20

1: <{html)

28 oo

3. {body)

4: {form method='post' action="/api/vuln’)

5: (I-- CSRF EZ ¢l0|] & HIO|HE MH0| ™ —-)

6: (fieldset)

7 {legend)Your Profile:{/legend)

8: (label for='username’) Name:{/label)

9: {input name='username’ class='username' type="text’) <br)br)
10: (label for='email' ) Email:{/label)

11: {input name='email' class="useremail' type="email’) <{br){br)
12: {button type='submit»UPDATE{/button)

13: (/fieldset)

14: (/form)

151 {/body)

16:  </html)

Ct82 CSRF EZ X7t gl MHE 2tRF OAE 20 Z=Ch et SAXI ALSA YHI0|E HOIXIS
SHGH AFBX} oY HOIXIE Soll MHE HI0|E 2Fe BEUEE & 42, Mis FYXQ MME 7iX=

)

Eci0|HES| 2= O1FH AT gl0| 2ot =t
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4

1. const express = require('express’);

2:

3. router.post(*/api/vuln’, (req, res) =) {

4: const userName = reg.body.username;

5 const userEmail = reqg.body.useremail;

6:

7 /] N8Rt HH0|E 20| FHet MEXNERE 2 A0[2td ZtF5},
8: [/ NERZEEE H2 g J0E WE =0 M

9: if (update_user(userName, userEmail)) {

10: return res.send(update completed'),

11: } else {

12: return res.send(update error’);

13: }
14: b;

22 csurf I7|X|E ArEd CSRF 3201 tHSot= GIAIE HO0f ECt M HHG AXE, csurfE Zetal

O3t I7|X|S ArESICi2t: Ciet $1E CSRF MES RF Yoisk= A2 =7kssIt. TRt TS Ao

HE= X csurf 7152 SIS 2AXIGE JEHOIA Ml 2 M, EZ TR0 MS 52| #7HHQl 2ot M=

M WOl £72 Y 4 U
OHMSH FE OfA|
1:  const csrf = require(csurf);
2: const express = require('express));
3. const session = require("express—session");
4:
5. const app = express();
6: // EEg FI|7t Oid Mol X%
7: app.use(session({
8: secret: process.env.COOKIE_SECRET,
9: cookie: { path: /', secure: true, httpOnly: true, sameSite: 'strict' },
10: saveUninitialized: false,
11: resave:. false
12: D)
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13
14: // CSRF EZ 0| A0 __Host- 50 &7t
15:  const csrfProtection = csrf({
16: key: ' Host-token',
17: s
18:
19: // S20|9ES DY Q¥3I(ReactS)E st EZ o AHZ
20: router.get("/getCSRFToken", csrfProtection, (req, res) =) {
21: res.json({ csrfToken: req.csrfToken() });
22: b
235
24: [/ BEH HOIXIEE EE U AMB
25:  router.get("/page”, csrfProtection, (req, res) =) {
26: res.render(csrf', { csrfToken: req.csrfToken() });
27:
28:
29: // 2i2H Ho|H X2 ™ S20|AEY csrf EES HA
30: router.post("/api/patched", csrfProtection, (req, res) =) {
31: const userName = reg.body.username;
3 const userEmail = reqg.body.useremail;
33:
34: if (update_user(userName, userEmail)) {
35: return res.send(update completed’);
36: } else {
37: return res.send(update error’);
38: }
39: b
=,

2I0|HEZ FC LHO| form action = axios?t Z2 AH 7|5 &

ATIM Z HEHZ CIOIHE MEoh= A2 hidden EE0 E

o
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18 .
2: (form method='post" action='/api/vuln’)
3: (I-- MHZEE HF 22 CSRF EZS & GH[0|E0 hidden @22 Hll MY —)
4: {input type="hidden' name="_csrf' value="(%= csrfToken %)"
5: (fieldset)
6: {legend)Your Profile:{/legend)
7: (label for='username’) Name:{/label)
8: {input name='username’ class='username' type="text’y {(br)br)
9: (label for="email' > Email:{/label)
10: {input name='"email' class='useremail’ type="email’y {(br){br)
11: {button type='submitYUPDATE(/button)
12: {/fieldset)
13: {/form)
14:
| 4

S0IHERNM HEHZS XEIok= ReactSO| B2 AH 7Is 28 H MHZRE| EZ2S 202t 2F T

LHOIl &+ RISHOF StCt.
QLM FE OfA|
1: const App = () =) {
2 const getData = async () =) {
3 /[ MY 7|5 8& ® HAN CSRF EZES H0tet SIC0| X%
4 const response = await axios.get(getCSRFToken’);
" axios.defaults.headers.post['X-CSRF-Token'] = response.data.csrfToken;
6:
7 // CSRF EZ0| H¥E HEAM MH 7|5 &=
8 const res = await axios.post(api/patched’, {
9: username: ‘hello_user’,
10: useremail: ‘test@email.com’,
11: D
12: document.write(res.data);
13: 5

14: React.useEffect(() =) { getData(); }, [I);

15: return (divyreact-test{/div);

16: L

17:  ReactDOM.render({App />, document.getElementByld(*root"));
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cf. EDXl=
® CWE-352: Cross-Site Request Forgery (CSRF), MITRE,
https://cwe.mitre.org/data/definitions/352.html

® Cross Site Request Forgery (CSRF), OWASP,

https://owasp.org/www-community/attacks/csrf

® Cross-Site Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html

@® NodeJS Secure Code Wiki — Payatu
https://securecode.wiki/docs/lang/nodejs

® Disabling CSR protections is security—sensitive

https://rules.sonarsource.com/javascript/RSPEC-4502
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12 A'“:HAI'OIE Rg '?'I_xl_ VanillaJS - ReactJS - ExpressdS v/

7L M8
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O 2l=stx| g2
LS BJAA L AL
kol Aol Al MEIEI LS Rislol B2 87}

NES 2Z HAS JAIK| U2 A YD U AHZIO) 20| AR tojxiel wel7t s 4

UE HOAFHOICE R0 ==& & ME7L Fofet OiS2|H0IME Z&fots 89 S4XA= URL E= QHES

FAZol YIEME R2lots SA2Z HIFYHY SHE REotAL M=lE HIE/AIN A= HIOHE 2=

Lt. ekgt 2E71H
A 7tSSE ERl LHOIA ALEAS] UEAE TE AMAH MHIA S0 AE0tks 32, SN YHUS

Aoz ARSI

FS0[oHH MEAE XPEok= FARIl URLS *H0FS0{0F ok et R URLS SH2AEZ X|IFoH

TEY oitt Lot St LR HIERIO AHE 77| QIF, HEHIS 221610 20| 0|20 & U= i,
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Ct. oA

(1 - &Y 3= o)

ag erel A9l of

H2at 52 M2 85 http://sample_site.com/connect?url=http://192.168.0.45/member/list.json
QE H XtHE
admin HO|X| &Z
Lol HIE L3I6t http://sample_site.com/connect?url=http://sample_site.com:x@192.168.0.45/member/
50 34 &= list.json

= URLZ 0|26t
Filter 23]

EHQIZ AEIPE MH5H
ZQHHE 3=

http://sample_site.com/connect?url=http://192.168.0.45/admin

folr

http://sample_site.com/connect?url=http://bit.ly/sdjk3kjhkI3

http://sample_site.com/connect?url=http://192.168.0.45/member/list.json

ME W ofY FE http://sample_site.com/connect?url=file:///etc/passwd

CHE MMz HEGHA| 2 ZE 0] AI26}H o|=5HX|

=
=
O/2 CIZ ABO| XRI0| B2E 4 YAl ECk

HI
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M
o
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Ral
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B>
]
oy
Ol
gQ

1. const request = require(request);
2:  const express = require('express);
3:
4:  router.get("/vuln’, async (req, res) =) {
5 const url = req.query.url;
)
7. [/ NEXPL =gt FAE ZBOHK| YL HTTP 23S Ed &
8. // 1 SEHS JUE ABXIA MY
9: await request(url, (err, response) =) {
10: const resData = response.body;
11: return res.send(resData);
12: b
13 h;
| 4

o ZEE Aol AR HolE MH S=E0IM F2lotd IHEEl= URLE ALEE =
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1: const request = require(request);

2:  const express = require(‘express’);

3:

4:  router.get('/patched"’, async (req, res) =) {

@ const url = req.query.url;

6: const whitelList = [ 'www.example.com', ‘www.safe.com];
7:

8t [/ N8X7L st URLE SIO|ERAER ASBS & 1 ZAuE HIES|0]
9: [/ BBEX| L2 FAZ FHS HUX| Y= HEt

10: if (whiteList.includes(url)) {

11: await request(url, (err, response) =) {

12 const resData = response.body;

13: return res.send(resData);

14: D

15 } else {

16: return res.send(H2E 2HILICH);

17: }

180 1

2. AR

® CWE-918: Server-Side Request Forgery (SSRF), MITRE
https://cwe.mitre.org/data/definitions/918.html

@ Server Side Request Forgery, OWASP
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

® Server-Side Request Forgery Prevention Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html

@ Server-side requests should not be vulnerable to forging attacks, Sona Rules

58



ExpressJS v

Mz =HolE

ReactdS

VanillaJS

HA

2k

= |
=

PART HI2& AFNIZE JHOIE |

7t 7R

K1 B H = Kb ® K0 B
o e T RUK g
N BloR K D 3l _u_m K
= o1 X Wy, AR
& — @ /o - R m._ <k
oo o [N JJ oy @ N mn =
< —> ol K K __ ol oF g 53
H &r o — 15
A | © 10 |l ol
Ho Ho © = KO
) oF . Ko K ™ = m X0
Klo o+ 0 DlL od [NURTS) H__l _At
ue o |t R K .0 B s = o
& ¢ Jd o o o <k B oo oo
H RO o KO 3% o T al i
ofo N oL o =
= iy koo o =
O_=._ g 75 0 ) N
Klo g3 o= 2 o0 mr
I ¢ 7 o of 000 I
v o ~ W © oF ) L o =
R0 = WoR U g W ol N
o o : 5 iof n._ w0 o of & AUAr ST
S oeo|S MM_M nH DI .nrumou_o_/ ﬂm._uAI iy 1 3
=g AT - RO 53 Fr
4 ] Rl = 5@ W0 K0 m i < ol
53 ol K Ul = < X gl
W A KoE oA o K mou
S0 g o WoE A oo < o0
U R N < x =
oI o = -~ 4J o = =
" = oF AU <k < 52 o o > Z
o = ud i0J wr 5K
K NS OOU o ﬁﬁ 7 <k or = AR
: Do wmeas o & Lo
vy °f L H — o = W R
LY o m oF Sl L
or B HWT T m OB
m z oM DEFUn NIy
. E mH w5y R E e
(A ol 51 5o of o ol op o
Nm o 952 ™I
E 5 m,_l ol =y mﬂ_n_ il ._um.ﬁ_v W 8- I
0. i o - K _— o—
00 ot ) m m _._._.:__._ R0 ._.Alu_ — =< d .._Au._
! o o W S o o
00 MT ol 75 %O H J L F 1 Jo
iofl o RU o0 35 3 <X NN

59



| Javascript AIR0ZE JH0IE

CHS2 QtMoHX| k2 FEZ F7|0f KIYE At

—

Z71et oil HES EUWe KA. F7|0M S8 7tMt B2kt GRS =it

g2 /IMet 2XQIX| 221 S0 AFEAt HAQIES

1: const express = require('express’);
2:
3. router.get("/admin”, (req, res) =) {
4. // 701N BT HEE TINZ
5 const role = req.cookies.role;
6: if (role === "admin") {
7: /[ FZI0N 7p&2 AEt FEHE 2R HOX| Fs A2
8: return res.render(‘admin’. { title: *&2JXt HO|X[* } ));
9: } else {
10: return res.send("AtE #$H0| UAFLICE"):
11: 1
12: D
52 7|5 =¥S Aotz HolHE IHEX J7t5d0| 2 7|20 MM0| MESI=E STt
OHMSH AC OflA|
1. const express = require('express);
2: const session = require("express-session");
3
4:  app.use(session({
5: secret: 'test’,
6: resave: true,
7 saveUninitialized: true,
8: store: new MemoryStore({checkPeriod: 60 * 60 * 1000})
9:
10:
11:  router.get("/patched", (req, res) =) {
12: /] MIE0IN St 2E TINS
13: const role = req.session.role;
14: if (role === "admin") {
16: [/ Mol 7t82 St FHE #2|AF HO|X| &E X2
16: return res.render(‘admin’. { title: "E2|Xt HO|X|‘ } ));
17: } else {
18: return res.send("At2 #3H0| RASLICE"),
19: }
20: B;
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g

PN
(® CWE-807: Reliance on Untrusted Inputs in a Security Decision, MITRE,
https://cwe.mitre.org/data/definitions/807.html

@ express—session, npm

https://www.npmjs.com/package/express—session
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1. 51 xE.I 6!—" ﬂ % g‘AE %9 J I % G‘I g VanillaJS - ReactJS - ExpresslS v
7l e
U H|0IE| 215
By
(1 R TR U8
> — >
© =8 Azt 2l

MHZ0ME= NodeSHIM HESE= 712 715 M8l 2T 7IsS Feie = JUCH, ExpressJSLt
nestjs? 22 HEHMQ MH IZAAINM HSSH= 7IsS A8t YEHE UL SHOIAEZHME
CHfSt 2t0[=HEE|E ALZAH Q1T 7SS TFoiE 4+ AR, SSH2Z= MHFUM st QIF0| X HEX|

0[ODH Ot SR} WS 4 ULk,

o

N

|

S2{0|HES| 2ot ZME R3[610] AfHO| HZOIX| Zot=s AAls S8t Y27t U= HOKl= IHAUS

n

o

ofCtil HEE =t0|Ee|Lt T YHIE ALEH0F StTf.

Ct. ZCOfH|

U022 HARE =8 Al 88 QFe HAQEL DB MEE AA HARE LX| HEE 2fQI5HK]|

=
B Xefolil UCH IHAREO| IHefQl HXt: Y0 Fofet ZE OAIE 20 =L

AN =

1: const express = require('express’);
2. const crypto = require(‘crypto”);
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3:

4:  router.post("/vuln’, (req, res) =) {

55 const newPassword = reqg.body.newPassword;

6: const user = reg.session.userid;

7: const hs = crypto.createHash(“sha256”)

8: const newHashPassword = hs.update(newPassword).digest("base64");
9:

10: /] S HALER UX| ORE SQIsHK| 41l RHI0|E

11: updatePasswordFromDB(user, newHashPassword);

12:

13: return res.send({message: "WAYE7} HAEUSLICE", userld, password, hashPassword});
14: D)

DBOIl MEE AEA AL} HAS Qe WAJAES| EX| HEE &Qlot, HE Qo A=}
Q D o %

r r
TRl AT UR[SHEX| 2O & DB

=
>
(e
[N
I
}
Yol
=0£

1:  const express = require('express’);

2:  const crypto = require("crypto”);

3:

4:  router.post("/patched”, (req, res) =) {

) const newPassword = reqg.body.newPassword;

6: const user = reg.session.userid;

7: const oldPassword = getPasswordFromDB(user);

8: const salt = crypto.randomBytes(16).toString('hex’);

9:

10: const hs = crypto.createHash('sha256)

11: const currentPassword = req.body.currentPassword;

12: const currentHashPassword = hs.update(currentPassword + salt).digest("base64");
18

14: // X HALE &0l & ALK HE U|0|E

15: if (currentHashPassword === oldPassword) {

16: const newHashPassword = hs.update(newPassword + salt).digest("base64");
17: updatePasswordFromDB(user, newHashPassword);

18: return res.send{ message: "ALET} HAZAUSLICL" });
19: } else {
20: return res.send({ message: "WAYET} UX|GHK| LELICE" });
21: }
22:b;
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= S PN

® CWE-306: Missing Authentication for Critical Function, MITRE,
https://cwe.mitre.org/data/definitions/306.html

® Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

64



PART HI2& AIROIZE JI0I= | HI2&# HeDIs

2. -?-&lxallﬂ' ﬂjl’ [ VanillaJS - ReactJS - ExpressJS \/]

7L M8
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=
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S DB AH
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ACL S3tx| gi2 B4

v

AMEXZE "2 7t

olr
il
1o
rln
oi

BZ0 oA 2 MOAHE Zefo| XM2|ot| AL S 25 HAtols

39, BANE B2 JKsE 4¥H2S Sof WEs

r
MLl
0
0\1

S8 ZZ2IH0| HSoks 2 7I150| 7HK= A S 2] WU =M SARNAH =&5= 34
L-EH(Attack Surface)2 231510 AFBAI| HH0| M2 ACL(Access Control List)S #2|BiCt. 34
LEW2 SARE TYE £ AL SHo| G2 E = A= ALH FAM XF, A2E 24 E= SAS
ojoIgtc}

o - L= )|

ChE2 ALEAIS| et 2121= 2Iet B A 80| ALEAT U0 W2t AH| HHS +>ok= HAIE

20 =L

QFHSHA| 942 TE OAl

1:  const express = require('express’);
2:
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function deleteContentFromDB(contentld) {

router.delete("/vuln", (req, res) =) {

const contentld = req.body.contentld;

Sk /] B QFES ot= ALEXAIS HEt &9l ¢l0] AN A 43
10: deleteContentFromDB(content!d);

11:

12: return res.send("AAHI7t 22 EASLICE");

13 D

FHa YW
—

MO MEE NS HEEZ So Y ALSKIF £33 X0 et ASH0| U=X| EHQIst

U= BT XS SAUGHTE BOF BHL,

1. const express = require('express’);

2.

3. function deleteContentFromDB(contentld) { ... }
4:

5. router.delete("/patched”, (req, res) =) {

6: const contentld = req.body.contentld;

7: const role = reg.session.role;

8:

9: [/ A 7ls2 £EF HEH0| U= FL0TE X ) 43
10: if (role === "admin") {

11: deleteContentFromDB(contentld);

12: return res.send("MAI7t AR EASLICE");

13: } else {

14: return res.send("#&t0| AFLICL"),

15: }

16: 1

2t &A=

® CWE-285: Improper Authorization, MITRE,
https://cwe.mitre.org/data/definitions/285.html

® Authorization, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
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7t e
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SSEZT/0| ot HorEat XHHE0| el 17| L= +Fok7| Hets ATotk| oA s7te 82, Hets
X

PSS AM2SHA ZICt. NodeJSOHME fs.chmodSync &5 Al2dl OHY MM

WX U2 MEAZL i

=
+¥ % 9| BES 4EY & U

2 oY, &Y MY, =t0[E2{2] S2 &2|X0H| ohMTt S M7t 7hSotes AFotal, 2% Mttt
20| S8t XNHES MEdts ER o7t EX| Y2 ABAPL 28 MM 2 7SR HARSH.
Cf. ZE0|X

LS OIMl= /root/system_config THA0| CHoHA EE AFEXIZ} 7], M7|, Ml HSHE THK= MES

Ho| =Lt
OFHEHA| 92 T OAl
1. const fs = require('fs");
2:
3: function writeFile() {
4: // BE NEXI7L 971, M7|, Ay Hsts 71KA &
5" fs.chmodSync("/root/system_config", 00777);
| 4
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6 fs.open('/root/system_config", "w", function(err,fd) {

7: if (err) throw err;

8 hB

9: fs.writeFile("/root/system_config", "your config is broken", function(err) {
10: if (err) throw err;

11: console.log(write end');

12: b;

130}

FQ MU0 CHollM= Z|a T SFslof ot FMMOZ, M9 ARAIRY SHHEE 7|2MOZ ¢7|

HEIO ROGHOF ST, RSO[SA 47| Hsto] HRS H0IA HEXOZ M| HES LoiaHO}

e

Ct.

const fs = require('fs");

1:
2
3. function writeFile() {

4. [/ 22K 0|20l AEEHE JHKIX] Y=

5: fs.chmodSync("/root/system_config", 00700);

6: fs.open('/root/system_config", "w", function(err,fd) {
7: if (err) throw err;

8:

D

9: fs.writeFile("/root/system_config", "your config is broken", function(err) {
10: if (err) throw err;

11: console.log('write end’);

12: )

13}

2. &K=

@® CWE-732: Incorrect Permission Assignment for Critical Resource, MITRE,
https://cwe.mitre.org/data/definitions/732.html

@ File System, NodeJS
https://nodejs.org/api/fs.html#file-system
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A- 'lx'lgfﬂ' %I‘ggl' %ﬂaé Al'g VanillaJs v/ ReactJS v’ ExpressJS v

7L M8

o 7|
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Ho

A - N
o=—| —> — > |o=—| —> —> o=—
o= Q — 9 o=
o= o=
tH=st £33
HUXES SHEAH DU MYE WAYEE ESot7| flof 7HHst QIR f+E 0|80 HAYEE

HUFE Y-S AEoH| T oitf. SHX|Zt base642t 22 X|LIX|A ZHEHS Q12 E+2= HARJEE MLH=

Zi12|E9| = HRE 450 &30 ek FAHX|7|= siM, G0 shSok=tl & AH0| 23
0211 O &EE L€12|F0] HEOIL R AZE WO oi=%|7|= Tt RC2, RC4, RC5, RC6, MD4,
MD5, SHA1, DES ¥112|F0| 0f7|0f SHFELH.

RpAlRtel oim st YNASS JHots LS AGHH, 3P L AN 0/0] HEE BXSE YN2ASS
ARESHOF StCf. 7[&0 FefolCty &efXl DES, RCh S92 ¢s¢12|E2 WdlstH, 3TDEA, AES, SEED
of OHH YBUTZFOR TGO ALSBITL 3, YRR LIS, HIYE SO 3t %5 YmS

S
HE Al, Qe Y23t LU2ES AHEOHOF SfCt,
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( gsAdn2E HBIIE ver3.0 )

s= ot «malE
BA QNN &F - 112HE
- 2gnc
ARIA - 7|ZA(ECB, CBC, CFB, OFB, CTR)
- 7|2A/QIE(CCM, GCM)
- 29oc
i SEED - 7|2M(ECB, CBC, CFB, OFB, CTR)
(ff%*i) - 7|2N/QIS(CCM, GCM)
eunc
° 2gEE
LEA - J|ZA(ECB, CBC, CFB, OFB, CTR)
- 7|LA/QIZ(CCM, GCM)
Lo0c
HIGHT =<
- 7|ZA(ECB, CBC, CFB, OFB, CTR)
SHA-2 - SHA-224/256/384/512
a4 8t LSH - LSH-224/256/384/512/512-224/512-256
SHA-3 « SHA-3-224/256/384/512
B salats 718 - HMAC
23 s=2ois 7t - CMAC, GMAC
aH4lt4 et * Hash_DRBG, HMAC_DRBG
R
° Z=ot5 Mt - CTR_DRBG
= * 3747| Z0| : 2048, 3072
7| 65 RSAE o
S SAES - 314/t : SHA-224, SHA-256
* 2747 Z0]| : 2048, 3072
RSA-PSS - 31418t : SHA-224, SHA-256
KCDSA * (Z747] Zol, 74217] Z0o|) : (2048, 224), (2048, 256)
- Bil215t2 © SHA-224, SHA-256
FRPNISI
. - p-224, p-256, B-233, B-283, K-233, K-283
EC-KCDSA - 81418t : SHA-224, SHA-256
ECDSA - p-224, p-256, B-233, B-283, K-233, K-283
- Bil215t2 © SHA-224, SHA-256
DH * (37471 Z0[, 74217 ZO0]) : (2048, 224), (2048, 256)
7| gx-l
° ECDH - p-224, p-256, B-233, B-283, K-233, K-283
KBKDF - HMAC, CMAC
7| K=
o PBKDF * HMAC
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Ct. I=OfH|

ChsS OiMl= F<ker DES 2112|522 US3toh= GlAICH DES 0|20 2TDEA, Blowfish S2| Fofst

—

UTRAZS AR O EiL,

const crypto = require("crypto”);
function getEncText(plainText, key) {
// Fokst &42|=0l DESE AM8o0 QIMGHK| S

const cipherDes = crypto.createCipheriv('des—ecb’, key, ");

const encryptedData = cipherDes.update(plainText, 'utf8', 'base64’);
const finalEnctypedData = cipherDes.final(base64’);

return encryptedData + finalEnctypedData;

4

Z|okst DES Y2|S CHAI OFMSH AES 2t

fol
o

o
fl
L)
o
njo
>
0
%
°
ol
n
i
Ju
|:|O

2 ISl 29 2=
ECB(Electronic Codebook) ZEZ AT A2 5t /{9 5T sh=EH LIHX| 25k si50| = HHO
QL. CBC(Cipher Block Chaining) 2E&= HE2| 2t 50| XOR ¢4t S5ff 0|1™ S Eat ¢IM0] &[7|

M=20l 22 =202t Y220 M2 2L} Ol2fet EH2=2 HOMY0| ECB ZEEL; O}

const crypto = require(‘crypto");

function getEncText(plainText, key, iv) {
/] HE 402|FQ AESE ArESH rdEt
const cipherAes = crypto.createCipheriv('aes-256-cbc’, key, iv);

const encryptedData = cipherAes.update(plainText, 'utf8', 'base64’);
const finalEnctypedData = cipherAes.final('base64);

return encryptedData + finalEnctypedData;
}

FEER S CRICORRS O B

—_
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LS GilMl= F{efet MD5 i+ &+E ALEdt= OAIL. & ei2|Sat OFE7EKIZ, S+
A

=
OF Foft HOR HOIT MDY} 22 BHE AIZSIR oS EIISIL HOIRLE 0|2

const crypto = require("crypto”);
function makeMd5(plainText) {
/] st mdb slipEs AME

1
2
3
4
5: const hashText = crypto.createHash('md5’).update(plainText).digest("hex");
6
7
8

return hashText;

Ot ZEXNE £aMO= QMG ATl sha-266 ofiv e S= HEdHOF STt

ObMgt IS Of|A|

const crypto = require(‘crypto");
function makeSha256(plainText) {
const salt = crypto.randomBytes(16).toString('hex);
const hashText = crypto.createHash('sha256').update(plainText + salt).digest(*hex");

1
2
3
4
B
6:  // QHFF sha-256 RS AR
7
8
9 return hashText;

0

2f. &Xt=
(® CWE-327: Use of a Broken or Risky Cryptographic Algorithm, MITRE,
https://cwe.mitre.org/data/definitions/327.html

@ Approved Security functions FIPS 140 Annex a, NIST
http://csrc.nist.gov/publications/fips/fips 140-2/fips 1402annexa. pdf

® Crypto, NodeJS
https://nodejs.org/api/crypto.html
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5 OI‘QQI'EIII 98’8 PI.IO-lE VanillaJS v ReactJS v ExpressJS v

7L M8

PL|
O E
S| MEAL E= AAHL T2 2Tt XetE H0HE 222 & 4 E= N Al AVIEX] B2 AEAL

oAl et "7t =58 5 UL

7tSOLHA SSL = HTTPS St 22 22 MES AHEoHO0F oitt. 2o MES AEoHA| ¢1l HeteX
o

F7|0l 3L HIOIHE Mot ER, 77| Ao 2t458S AHYHH(EX. secure = True) S Y2 =22
Cf. ZE0|X

YR BENY

Otz GiMl= MEAZRH HEU2 WAS LSS FEfet HRO0ICH
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function updatePass(dbconn, password, user_id) {
// YSSIEX] 42 HYHSE DBO| XFsol= 42 A=
const sql = 'UPDATE user SET password=? WHERE user_id=?";
const params = [password, user_id];

dbconn.query(sqgl, params, function(err, rows, fields){
if (err) console.log(err);

b

| 4

Ot= s+ HLIE|ESS 0180t HAS P25} 0|20 HAKES Mok HAE 20 =L O] T, sfi+

S Lot SHA2561 20| QHEd0| B E LiI2|ES ARSoHOF SfCt,

const crypto = require("crypto”);

1
2
3. function updatePass(dbconn, password, user_id, salt) {

4 // HEE ASSIE 0|8510] HHHSE ASst

5 const sql = 'UPDATE user SET password=? WHERE user_id=?";

6: const hashPw = crypto.createHash('sha256').update(password + salt, 'utf-8’).digest(hex’);
7: const params = [hashPw, user_id];

8 dbconn.query(sqgl, params, function(err, rows, fields){

9 if (err) console.log(err);

0

1

b

* Z9¥E BEME

Of2 OIFl= QIXIZIOR MY W MAQICES oisst gl0] HEYAS Saff Hasts HNS TPt MY

2o ARSI} ABa} Hl0f UK %S PP WY AULS 55101 WASTE 5T 4 AU,
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444_\
Wiv=9

© 00 N ook Wi =

const { io } = require("socket.io—client");
const socket = io("http://localhost:3000");

function sendPassword(password) {
[/ HAQIES ASSt oX| U1 M&ESHH AMEIX| U=
socket.emit("password’, password);

}

socket.on("password", function(data) {
if (data === 'success’) {
console.log("\nSuccess to send a message to a server \n")
}
D

| 4

Oz HIERIE Soff MEE= WAYEIL =EEHX| EESF A6 H&ols HAIE B0 EO.

OtMgt AC Of|A|

DFDGP SR =

N NN NDNMNDNN = sy
RTINS ADT LRSS E

const { io } = require("socket.io—client");
const crypto = require("crypto”);

const socket = io("http://localhost:3000");
const PASSWORD = getPassword();

function aesEncrypt(plainText) {

}

function sendPassword(password) {

}

socket.on("password", function(data) {

b

const key = getCryptKey();

const iv = getCryptlV();

const cipherAes = crypto.createCipheriv('aes—256-cbc’, key, iv);
const encryptedData = cipherAes.update(plainText, 'utf8', 'base64’);
const finalEncryptedData = cipherAes.final(base64);

return encryptedData + finalEncryptedData;

/] HARIE 5 ZQHEE= USslote| MEch= 40| A
const encPassword = aesEncrypt(password);
socket.emit("password”, encPassword);

if (data === 'success) {
console.log("\nSuccess to send a message to a server \n")

}




’ Javascript AIRHZE JH0IE

2. AR

@ CWE-312: Cleartext Storage of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/312.html

@ CWE-319: Cleartext Transmission of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/319.html

(® Password Plaintext Storage, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Plaintext_Storage
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6 Gl.l:ﬂ X°'|E VanillaJs v/ ReactJS v’ ExpressJS Vv

7L M8

O ot HE =& ‘ )

D23 TE R0 SIERCE WAUSS TEHT, 012 0185 LiiK IS0l ARSI A HEHES:
SNS Si= 2P BRAXS HEI =EY 4 0| AL T3 SICICH Y53 7|8 AR Y53

+AUSHH ASotE HEIH REE 7ts80| FO0ILE. &3719] shi+lE ALt MEOITEte HAMO] 7+SH
o
=]

it ZA(Brute-Force)3AM= F et = ULt

HAYEE Yoot & HEO| MU0 NTotK| AESICt Lot S FE 2st Al g7t Ofd =8t
o ots
a

7|2 ME0I=E ofH, Y2t H EUHEE FE LR S HEj

Ct. oA

i

SO HAQIS Ei 255 J|9 22 B2 HHE SETY S 29, BL HEI LEE £ 0

do
o
ell
n

const express = require('express’);
const mysgl = require("mysql");
const crypto = require(‘crypto");

router.get("/vuln", (req, res) =) {
// EIO|EHIO[A AN ERFt oIF HHIt WEOZ SIEIHE0 UAS

1
2
3
4:
5. const dbQuery = "SELECT email, name FROM user WHERE name = 'test™;
6:
7
8
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9: const connection = mysql.createConnection({
10: host: 'localhost’,

11: user: 'root,

12: password: 'root1234',

13: database: ‘javascript’,

14: port: 3306,

150

16:

17: connection.query(

18: dbQuery, (err, result) =) {
19: if (err) return res.send(err);
20: return res.send(result);
21: )

22: b;

HAQES 22 T YHE QG ASs YAOZ ASst & HO| F2|E SZHTY)0 XMEohoF stH,
X

o
ASotE JE AE Al 228t HYS AT & ALSoHOF St

1: const express = require('express);

2. const mysgl = require("mysql");

3: const crypto = require(‘crypto”);

4:

5:  const dbQuery = "SELECT email, name FROM user WHERE name = 'test";
6: const key = getCryptKey(); // 32bytes

7: const iv = getCryptlV(); // 16bytes

8:

9: router.get("/patched’, (req, res) =) {

10:  // GXIU0| 4&E5} E0 U= user, password HES JINQL 253} 5t & AR
11: const decipher = crypto.createDecipheriv(‘aes-256-cbc', key, iv);

12: const user = decipher.update(process.env.USER, 'base64’, 'utf8) + decipher.final(utf8’);
13: const decipher2 = crypto.createDecipheriv('aes—256-cbc’, key, iv);

14: const password = decipher2.update(process.env.PASSWORD, 'base64’, 'utf8) + decipher2.final
15:  (utf8);

16:

17: // DB 9id HEHT MEMAN 7HN2t AL

18: const connection = mysgl.createConnection({

19: host: process.env.DB_HOST,

20: user: user,

21: password: password,

22: database: process.env.DB_NAME,

23: port: process.env.PORT,

24: B

25:
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2}, #1iXt=s
@® CWE-259: Use of Hard-coded Password, MITRE,
https://cwe.mitre.org/data/definitions/259.html

@ CWE-321: Use of Hard-coded Cryptographic Key, MITRE,
https://cwe.mitre.org/data/definitions/321.html

® Use of hard-coded password, OWASP,
https://owasp.org/www-community/vulnerabilities/Use_of_hard-coded_password

@ Password Management Hardcoded Password, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Management_Hardcoded_Password

(® Hard-coded credentials are security—sensitive, sona-rules

https://rules.sonarsource.com/javascript/RSPEC-2068
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7 %E‘UI‘II EJE 9' 7EIOI Al'g VanillaJS v/ ReactJS v’ Express)S v
7t L

123 oS =
oS si=7|
L —
o=
0=
(n]
Q
A 3}El C|o|E
23% OleiEe, IjAZE )
& (N 4
L > e
Husts|go]  —y— Q
E= o=l 2 o155 sis 271
12345678%9abc!@#

T2 0|9 7|2 AEote A2 YSst LYU2|FS FAUSH TS = ULt 7= LSt Y S350 ALE
H=0, d3E Yss Yu2|ES AESIE2tE 7| 20|17t 25| ZX| HoH A2 AlZt 20 7|1E FHord
+ QU1 O|F 0|2l SZ4A7I LSSHE HOIEU HAYEE =S5t & 4+ UA =IO

s de|E I 7| 20| MEf A, &S d2|F| QMM RX|7|7t HOotZEE A4S Adiig|E 7| 20|
HuHEE 78Cez 4S5 A2E I 7| Z0|E MEfSHOF StCt.

( HotATY of5 UNaE HWE )
o fra otss or A= 2z 2AEIE
EHEJ?I %Lg SAlEA SH3| s 22E ol
=eeE | eS| (morym) | o OlCH< ElE=S | explat
) HE) [SHIHIE) [HAIHIE) | SSHIE) | (=g
201140 M

112 HIE 112 112 2048 2048 224 224 2030L7H%|

128 HIE 128 128 3072 3072 256 256

192 HIE 192 192 7680 7680 384 384 20304 0|%

256H|IE 256 256 15360 15360 512 512
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RSA ¢€112|E2 X0k 2,048 H|E 0|42 ZO|E 7HXl 7|2 &M AtEaHOF of1!, U Ysst L2E
(Symmetric Encryption Algorithm)2| A0 = MO EOt ZE 112H|E 0|MS X5t Y12|E2
AtE3HOF Bt
Ct. ZEO0fx|

2OH0| 23 RSA UTREES ASSHs LIS 7| 2718 il AR6I8 TRI0| HOIP0| 8 4 UL,

1:  const crypto = require(‘crypto");

2:

3. function vulnMakeRsaKeyPair() {

4: // RSA7| Z0|Z 1024 HEZ MH5= 4R ONSIK| 42

5 const { publicKey, privateKey } = crypto.generateKeyPairSync('rsa’,
6: {

7: modulusLength: 1024,

8: publicKeyEncoding: { type: "spki’, format: 'pem' },

9: privateKeyEncoding: { type: "pkcs8", format: 'pem' }

10: hE

11: return { PRIVATE: publicKey, PUBLIC: privateKey }

12}

13

14:  function vulnMakeEcc() {

15: // ECC 7| Z0|7} 224H|E 0|50|H QIXSGHK| e

16: const { publicKey, privateKey } = crypto.generateKeyPairSync('ec’, {
17: namedCurve: 'secp192k1’,

18: publicKeyEncoding: { type: 'spki’, format: 'der' },

19: privateKeyEncoding: { type: 'pkcs8', format: 'der’ }

20: hE

21: return { PRIVATE: publicKey.toString('hex’), PUBLIC: privateKey.toString('hex’) }
22}

RSA, DSAQ| 4<% 7|2 Z0|= X0k 2048 HIEE, ECCO| &2 224 H|E 0|42 = H7oH0F TSIt

QtX3t 7| Z0|E AMBSH RSA % ECC 7| AMASt ofx|Ct.

nl
gjo
rio
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1: const crypto = require("crypto”);

2:

3:  function vulnMakeRsaKeyPair() {

4 // RSA7| Z0|E 2048 HIEZ MFdl QrHEt

b: const { publicKey, privateKey } = crypto.generateKeyPairSync(rsa’,
6: {

7: modulusLength: 2048,

8: publicKeyEncoding: { type: "spki’, format: 'pem’ },

9: privateKeyEncoding: { type: "pkcs8', format: ‘pem’ }

10: b

11: return { PRIVATE: publicKey, PUBLIC: privateKey }

12: '}

13:

14:  function vulnMakeEcc() {

160 // ECC 7| 0| 256 HIEZ MHa &

16: const { publicKey, privateKey } = crypto.generateKeyPairSync('ec', {
17: namedCurve: 'secp256k1’,

18: publicKeyEncoding: { type: 'spki', format: 'der' },

19: privateKeyEncoding: { type: 'pkcs8’, format: 'der' }

20: b

21: return { PRIVATE: publicKey.toString('hex’), PUBLIC: privateKey.toString(hex’) }
22: '}

2t &A=

® CWE-326: Inadequate Encryption Strength, MITRE,
https://cwe.mitre.org/data/definitions/326.htm|

(@ FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION (FIPS PUB 186-4), NIST
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

® Y2 ZiE & 7| 20| 0| QLA KISA,

https://www.kisa.or.kr/2060305/form?postSeq=5&lang_type=KO#fnPostAttachDownload

82



PART XI2& AIROZE JHOIE | HI2E Eeis

8. H&EOIXl &

I'I0
>
d
2=
0l

VanillaJS  v* ReactdS v ExpressdS v

7L M8

BV

© Yst=HlOIE Y or P &S

0

015 27H53t RA7H LRF AHOIN O TK53 A4S AISSITIH, BZAP YAEs IS 2XIS o

e UMII0M AE(Seed)E M8tz 0= 18

—

rin
gN
o
Rl
00
on
Pal
52
[
=2
1
[e][}
X
i=]
v
Ho
=
i3
|o
Hu

HHIASZE NodedS AZXINME crypto.getRandomBytesE A& ASEH

HO2 QIMBE QAL Lt
OIEE dde 4= UL} THeF O|FAH| 443t HIO|ES A= HetohA| =H oFgdo] T =k UCk= ES
ofloF St E2tRX0A = RandomSource.getRandomValuesS AL25H LSS OZ OFFSH QA 2HE
AE Hdg = ULt
Ct. ZEoH|
tH, OIZAl

random HO|Ef & A0l HEAl RF517| 0242 seed S O0IE50] H
2
o

r
e
i
0z
o 0X
%
ol

|0fl= QtHstX| B4Ct. Ofe=

HE et St 27t W] MR =2 HOot 7|52 2Ist Ha 0|8 A
OIMSIX| 2 FE GHZ2 USSHKOZ QLHGHK| 42 Math.random &4 AR5
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1. function getOtpNumber() {

2: let randomStr = ";

3: // Math.random 2l0|E2{2l= HO7|S0 AFE5HH =T
4: for (let i = 0; i  6; i++) {

5: randomStr += String(Math.floor(Math.random() * 10))
6: }

7: return randomStr;

8:

4

LS Z== NodeJS EE0A crypto 2H0|H2IEIE AISoH FSsHOZ OFHl H 2US Hdok= Mg 20 =Lt

OrXMSt FC Of|A|

— e

const crypto = require(‘crypto");

1
2
3: function getOtpNumber() {

4 // oISl HEtdt Ha 488 crypto 2H0|HEZ| AL
b const array = new Uint32Array(1);

6: // EEIRXME crypto THAO| window.cryptoS A2
7 const randomStr = crypto.getRandomValues(array);
8

: let result;
9: for (let i = 0; i { randomStr.length; i++) {
10: result = arrayl[il;

11: }
12: return String(result).substring(0, 6);

2t &IXE
@® CWE-330: Use of Insufficiently Random Values, MITRE,
https://cwe.mitre.org/data/definitions/330.html

@ Insecure Randomness, OWASP,
https://owasp.org/www-community/vulnerabilities/Insecure_Randomness

® Math.random(), mdn web docs
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/Math/random

@ getRandomValues(), mdn web docs
https://developer.mozilla.org/en-US/docs/Web/API/Crypto/getRandomValues
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g- 1*4%“.’_* “Hﬁ'?’-IE G'I‘g [ VanillaJs v/ ReactJS v’ ExpressJS \/]

7t 7R
Password e Password Recovery Tool
1234567891236910123 © Database.rdb
Continue Recovery

ﬁ1234567891236910123

2ot AQIE T3t FAIS MBSIEE YRIGHK OB HAS T2HOBRE| ASK AHO| U B

= QT QTS WAQES Eol7| Hlshis "HAYE ME I 0| QULHALL MM Aot WAQE 2F

Ct. oA

AERI7H Yot IHAL=0

El
I
i
Hi
oy
ol
£Q
i=]
J
©
oy
o
T
U
>
02
_O'E
Ay
30
ful

1. const express = require('express’);
2. const mysgl = require("mysql");
3.  const connection = mysgl.createConnection( ... );
4.
5:  router.post("/vuln’, (req, res) =) {
6: const con = connection;
7: const { email, password, name } = reqg.body;
8 [/ HARIE MY 7= #AZ Qlo| 3| 71 A2
9: con.query(
10: "INSERT INTO user (email, password, name) VALUES (?, ?, ?)",
11: [email, password, name],
12: (err, result) =) {
13: if (err) return res.send(err);
14: return res.send("E171 H2");
15: hE
16
| 4
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MEX AY ESE 2ol 3IE7IY Al HAQE STECL 2OIE A4S F 7IY
FE e EFEXN(I@#$%"&* )= 7IY WS 0| [t HASHH ALZoHH |
10KE|2 A8 B2 FIofe & U AEAPTL AT HAJER HE

SUXMEE +HoHOF SHCY.

DTG LR =

const express = require(‘express));
const mysql = require("mysql");
const connection = mysql.createConnection(...);

router.post(/patched"’, (req, res) =) {
const con = connection;
const { email, password, name } = reqg.body:;

function checkPassword(password) {
/] 2Z& 01 B2 F4E 8AIZ| Ol HIUHS ZAL HTA
const pt1 = /A?=*[A-Z])(?=*[a—z])[A-Za-Z\d!@#$%"&*]{8,}$/:
const pt2 = /A(?=*[A-Z])(?=.*\d)[A-Za-z\dI@#$%"&*]{8,}$/;
const pt3
const ptd = /A(?=.*[a-z])(?=.*\d)[A-Za-Z\d|@#$%"&*]{8.}$/;
const pts = /A(?=.*[a-z])(?=*[|@#$%"&*])[A-Za-z\d| @#$%"&*1{8,}$/
const pt6 = /*(?=.*\d)(?=*[|@#$%"&*])[A-Za-z\d!@#$%"&*]{8,}$/;
[l R 8 MEQI0| 10Kt Ol H|UHS ZHAL A
const pt7 = /MA-Za-z2\d!@#$%"&*1{10,}$/;

for (let pt of [pt1, pt2, pt3, pt4, ptb, pt6, pt7]) {
console.log(pt.test(password));
if (pt.test(password)) return true;

}

return false;

}

if (checkPassword(password)) {
con.query(
"INSERT INTO user (email, password, name) VALUES (7, ?, ?)",
[email, password, name],
(err, result) =) {
if (err) return res.send(err);
return res.send("2|¥71 H3");

}
);
} else {
return res.send('H|ZHSE FE UWER, ARKL, =X}, E4EX XF &
EA 7 AEl0] 10Xt2] 0A0|0{0F FHLILCE.");
}
D;

["=XA-Z])(=*|@#$%"&*])[A-Za-2\d|@#$%"&*]{8,}$/;

27X| Ol¢ 8At2|0[ALt
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g, HiXx=
® CWE-521: Weak Password Requirements, MITRE,
https://cwe.mitre.org/data/definitions/521.html

@ Authentication Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

® JavaScript-mdn-web-docs = MDN contributors
https://devdocs.io/javascript/global_objects/regexp
@ AQIE MEd 31 0| QfLHA

https://seed.kisa.or.kr/kisa/Board/53/detailView.do
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1: const express = require('express);
2: const crypto = require("crypto");
3. const fs = require(fs’);
4:
5. router.post(‘/vuln”, (req, res) =) {
6: // SA0IAEZLE MIFHE2 HO|E(FNMMEE 4 A2 otK| %U3)
7: const { encrypted_msg } = req.body:;
8: let secret_key;
9: fs.readFile('/keys/secret_key.out’, ‘utf8’, (err, data) =) {
10: if (err) {
11: console.error(err);
12: return;
13: }
14: secret_key = data;
15: 1
16:
17: // HA7|2 SUO|HET} MHSt TE =255}
18:  // (decrypt_with_symmetric_key &= 229 gl4+HOZ MEEQl 253 IR MEH)
19: const decrypted = decrypt_with_symmetric_key(encrypted_msg, secret_key);
20:
21: // SEO[HEERHE MY W2 FC A3l
22: eval(decrypted);
23:  res.send(23st TEE MAALICH),
24: b
st GE E= 7|5 HdC= AZAL= HI0IHE MEol=s 42, BEA| MAMES
F0M= dAMES o SUSUM 2t H0|Ee FAES HSoH0F St

AEeH &S 2t0[=2{2(0f M2t HIOJE ART LA Xt0[7h QUOL| HHEA|

ot S5t 10| YSHE & X2 ==X HEH0F

o

ct.
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10 /] IR 2B Mﬂ?_ E= Q&6 W7 (K] Y A4S A0{0 met

2: /] HEHE £ ACH, MBS ASEt MHO| 3747|2 555kst MY 2= HI0[E a7t
30/ YR GEE Al ZEE EF

4. const express = require(‘express’);

5. const crypto = require(‘crypto”);

6:

7. router.post('/patched’, (req, res) =) {

8:

9: const { encrypted_msg, encrypted_sig, client_pub_key } = req.body;
10: let secret_key;

11: fs.readFile('/keys/secret_key.out’, ‘utf8’, (err, data) =) {

12: if (err) {

13 console.error(err);

14: return;

15: }

16: secret_key = data;

17: }

18: // &2 2210|21E HIo[f ¥ MXNMY 553}

19: const decrypted_msg = decrypt_with_symmetric_key(encrypted_msg);
20: const decrypted_sig = decrypt_with_symmetric_key(encrypted_sig);
21:

22: [/ BXRMNY AB0| S2st ZL0Tt GHojE A&

23: if (verify_digit_signature(decrypted_msg, decrypted_sig, clint_pub_key)) {
24: eval(decrypted_msg);

25: res.send(2&%t TIEE MAHMELICE);

26: } else {

27: res.send(!] Ofl21 - MHO| SHIZX| Y&LICL);

28: }

29: M

2t AOXE
@® CWE-347: Improper Verification of Cryptographic Signature, MITRE,
https://cwe.mitre.org/data/definitions/347.html

® Security Consideration for Code Signing, NIST,
https://csrc.nist.gov/CSRC/media/Publications/white—paper/2018/01/26/security—considerations—for-code

-signing/final/documents/security—considerations—for-code-signing.pdf

® Class: verify, NodeJS
https://nodejs.org/api/crypto.html#class-verify
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11 -l?-&lxélu._l' ﬂg*'l %Qg 7|:|-I§ VanillaJS - ReactJS - ExpressJS v

7L M8
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Ct. I=OfH|
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20| =Lt 0] R, MHE A=Y 4 QICH J2H0|UE AAHY F&E F= AY HOIHE 48 = L.
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= oHHaH| g

4

1: const https = require(https’);

2:

3. const getServer = () =) {

4:

B const options = {

6: hostname: "dangerous.website",

7 port: 443,

8: method: "GET",

9: path: "/",

10: /] REGHK| %2 ASME 7HX[LI UANE FAlsl= M2
11: rejectUnauthorized: false

12: i

13: https.request(

14: options, (response) =) {

15: console.log(response - ', response.statusCode);
16: }

17: );

18: s

rejectUnauthorized SME trueZ MAXoIH HAMXO0|X| ¢4 9l
HAE0| 25X LoF ofd MHZREH S2H0|HEE oA &
OtMsh TC Of|A|

1: const express = require('express’);

2. const https = require(https’);

3

4: const getServer = () =) {

B

6 const options = {

7 hostname: "dangerous.website",

8: port: 443,

9: method: "GET",

10: path: /"

11: /] REOHK| U2 QUSA LA Al 0 L4

12: rejectUnauthorized: true

13: |5

14: const hreq = https.request(

15: options, (response) =) {

16: console.log(response - ', response.statusCode);
17: }

18: %

19: hreq.on(error', (e) =) {
20: console.error(ClZ{LY - ', e);
21: b
22 b
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= S PN

® CWE-295: Improper Certificate Validation, MITRE,
https://cwe.mitre.org/data/definitions/295.html

@ l|dentification and Authentication Failures, OWASP,
https://owasp.org/Top10/A07_2021-Identification_and_Authentication_Failures/

® https, NodedsS,
https://nodejs.org/api/https.html#httpsrequestoptions—callback
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const express = require('express);

router.get("/vuln", (req, res) =) {
[/ 719 TE IS 1902 oA ZA MEst U0 OFMoHR| ATt
res.cookie(rememberme’, '1', {
expires: new Date(Date.now() + 365*24*60*60*1000)
DX
return res.send('F7| Lg A=");

b

© e H R Wiy =

4

U= A2 oY IS0l S 242 2Fotd X FI0es S T2/t ZYEA| EEE it

HTTPSZ SahAEt 77|12 Hadtze S True(712242 False)2 AIRE 4 QUCk 22402

N
i
oA
TH o
p'y 0]
Rl
>
_o'y
H1
Juoosy

Z0|M RHIASZ-EES Sol MBSt & LA httpOnly £8S True(ZI2a2

L HALC

False)2 Q5. OE2

const express = require('express);

router.get("/patched", (req, res) =) {
/] 7719 BtE ANZe HESHH ROt secure 242 EM5}
res.cookie(rememberme’, 1", {
expires: new Date(Date.now() + 60*60*1000),
secure: true,
httpOnly: true
m
return res.send('R7| g5 A=),

b

T LI SRR 2

—_
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g2t &IX=
@® CWE-539: Use of Persistent Cookies Containing Sensitive Information, MITRE,

https://cwe.mitre.org/data/definitions/539.html

@ Expire and Max-Age Attributes, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
#expire—and—max—age—attributes

® Express - StringLoop, IBM,

https://devdocs.io/express/index#res.cookie
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13 -?-&1-2' (l)_l‘()“ EQE AI&Q $E§E[ VanillaJS v ReactJS v ExpressJS \/J

> |=] |o=L

-

<> —

LEEEEED - —
(WAQIE, B2|R, B 5)

//Password for
administrator is “tiger”

2OEQ UKL HAZ 2loiM FMZ20| HAYESE HOE R, 2TZEL07F 28E 20l= OAS
[o]]
A

H7{st= 0| O OfFA =t 2Hef SHAXIE AATEN B &

Lt. ot

A
ro

EEE
ZAOIE OfOIC, IAYIS S HotD MBS WS JIYeH YEC
ot ZE0iH

HE|gS 2ol Of0|L, A= S SLEEE FMZ A0 24 £ XRX| H= 82 EE & 220

Syt
QIMSHX| 42 TE OflA
1. const express = require('express’);
2:
3:  router.post("/vuln", (req, res) =) {
4: [/ FHE0| ZEE S AAHQ Q5 FE
5F // id = admin
6:  // password = 1234
7 const result = login(req.body.id, req.body.password);
8: return res.send(result);
9: b
| 4
D2 R AO| RS SO HAES ALS AL HAYIS SO HHE N %R $ MG

AtR[sHOF it
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const express = require('express);

router.post("/vuln”, (req, res) =) {
[/ FHZ20| ZEtE RIS HE= A
const result = login(reg.body.id, reg.body.password);
return res.send(result);

b;

N 2

2. AR

@® CWE-615: Inclusion of Sensitive Information in Source Code Comments, MITRE,
https://cwe.mitre.org/data/definitions/615.html
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111 %E &0' %'é','%‘ UH'H E.V-F Al'g VanillaJS - ReactJS - ExpressJS v
7t e
"Abdc1234!@#$" "32DAE789AE.."”
— —
MY —> —>
“Abdc1234!1@#$" "32DAE789AE.."”
+
“Salt Value

A= 20| SQYHE MY E2, 7iH Z0| HI0|HE 1FE 3719 oi+lgte2 HatlFs LUe

ol
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KHFATZE NodeSOIME crypto THFIXIS ARR3H H412t A4 2 AE(randomBytes)S A3t 4 QL

Ct. ZCOfH|

Ay

LE2 £E S10] 207t &2 AQEES ofiel &0 M=ol F=20| AKX 2o A fFE= HAE

20 &Lt
1:  const crypto = require(‘crypto");
2:
3. function getHashFromPwd(pw) {
4. // salt7t 90| MHE ofiMzte Zm7t Aol Fok
b: const hash = crypto.createHash('sha256'). update(pw).digest(hex);
6: return hash;
7.}
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T2 20|19 HAYIER YT £2 HHUS Y| Yo HEN SE US B M0}

o

const crypto = require(‘crypto");

1
2
3. function getHashFromPwd(pw) {

4 E S A8otH ZOo|7t B MAERE: IHLo| sitE 488 + US

5 E U2 ASXEz QYU M4aHor ofH, HAAESL gH DBO XM&sHOF |f
6: const salt = crypto.randomBytes(16).toString('hex’);

7: const hash = crypto.createHash('sha256').update(pw + salt).digest('hex’);

8

9

0

return { hash, salt };

= S PN

® CWE-759: Use of a One-Way Hash without a Salt, MITRE,
https://cwe.mitre.org/data/definitions/759.html

(@ Password Storage Cheat Sheet — Salting, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#salting

® createHash, NodedS,
https://nodejs.org/api/crypto.html#cryptocreatehashalgorithm-options
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of HE SO2 Qlgt mig7t Ldok= AlMIE 20 ZL 0| B2 SZAPL AoHQl FES AMAS 4= UL

101



| Javascript AIR0ZE JH0IE

OFHSIX| P52 IE GAl

1. const express = require('express’);

2: const fs = require('fs");

3: const http = require("http");

4:

5. router.get("/vuln", (req, res) =) {

6: /] MEIE 5 = MOEON FEE OREC

7: const url = "https://www.somewhere.com/storage/code.js";
8:

O // 34 It CREE

10: http.get(url, (res) =) {

11: const path = "./temp/samplel.js"

12: const writeStream = fs.createWriteStream(path);

13

14: res.pipe(writeStream);

15: writeStream.on("finish", () =) {

16: writeStream.close();

17: b

18: b

19:
20: [/l R34 43 10| Y Mg
21: fs.readFile("./temp/sample1.js", "utf8", function (err, buf) {
22: res.end(buf);
23D
24: 1);

y
QNS IE MAS Qo CHREES MIUE AlASH Si4{zidt THut 74 MEE(E= 010 XEE) o+t
HIWE Sot FZE ZAE AHE & ZEE HYdlof otrt
OFXi3t FE OJAl

1 const express = require('express’);

2: const fs = require('fs");

3. const http = require("http");

4:  const crypto = require("crypto");

b

6: router.get('/patched"’, async (req, res) =) {

7: const url = "https://www.somewhere.com/storage/code.js";
8: const codeHash = req.body.codeHash;

9:

| 4
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10: http.get(url, (res) =) {
11: const path = "./temp/samplel.js"
12: const writeStream = fs.createWriteStream(path);
13: res.pipe(writeStream);
14: writeStream.on("finish”, () =) {
15: writeStream.close();
16: b
17: hE
18:
19: const hash = crypto.createHash('sha256');
20: const input = fs.createReadStream("./temp/samplel.js");
21:
22: let promise = new Promise ((resolve, reject) =) {
23: input.on(‘readable”, () =) {
24 const data = input.read();
25: if (data) { hash.update(data); }
26: else { resolve(); }
27: )
28: D
29:
30: await promise;
31: const fileHash = hash.digest('hex);
3
33: # R4d 30 Su F0T oY A8
34: if (fileHash === codeHash) {
35: fs.readFile("./temp/sample.js", "utf8", function (err, buf) {
36: res.end(buf);
37: hH
38: } else {
39: return res.send("IFU0| AAE|ASLICE")
40: }
41 h;
2}, EIX=E

@ CWE-494: Download of Code Without Integrity Check, MITRE,
https://cwe.mitre.org/data/definitions/494.html

@ Top 25 Series — Download of Code Without Integrity Check, SANS,
https://www.sans.org/blog/top—25-series—-rank-20-download-of-code-without-integrity—check/
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OFHSIX| P52 IE GAl

1:  const express = require('express’);

2. const crypto = require(crypto’);

3:

4:  router.post("/vuln", (req, res) =) {

B const id = req.body.id;

6: const password = reg.body.password;

7:

8: const hashPassword = crypto.createHash("sha512").update(password).digest('base64");
9: const currentHashPassword = getUserPasswordFromDB(id);
10:
11: /] 215 A0 T2 H§H0] elo] BrEXQl IF5 M=t Jts
12: if (hashPassword === currentHashPassword) {
13: return res.send("login success");
14: } else {
15: return res.send("login fail")
16: }
17: b;

y
C22 ARBAH 291 A0 CHet SI+E Hotot TR S0 thSote WS 20 FCO
OLMSH A Of|A|

1 const express = require('express’);

2:  const crypto = require('crypto));

3:

4:  const LOGIN_TRY_LIMIT = 5;

[oH

6: router.post("/patched", (req, res) =) {

7: const id = req.body.id;

8: const password = req.body.password;

9: // 2391 47|15 7t8Re7|

10: const loginFailCount = getUserlLoginFailCount(id);

11:

12: // BEO9I Hmigls =2 Qlsf &FE AF st 215 M H|Gt

13: if (loginFailCount )= LOGIN_TRY_LIMIT) {

14: return res.send("account lock(too many failed)")

15: }

16:

| 4
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17:
18:
19:
20:
21:
22:
23
24
25:
26:
27:
28:

/] A HEA| £EE MEdh= 20| 2ATotLt, FE9| SXRME M5h| Pt A=t
const hashPassword = crypto.createHash("sha512").update(password).digest('base64");
const currentHashPassword = getUserPasswordFromDB(id);

if (hashPassword === currentHashPassword) {
deleteUserlLoginFailCount(id);
return res.send('login success");

} else {
updateUserlLoginFailCount(id);
return res.send('login fail")

}

h;

2t Xtz

@® CWE-307: Improper Restriction of Excessive Authentication Attempts, MITRE,
https://cwe.mitre.org/data/definitions/307.html

@ Blocking Brute Force Attacks, OWASP,

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks
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BE M 38 M 25 3+E Mol M g+ S& 2US 0| oo 35S HI0{oH0f

4) 7|12 70]2(Base Case)= M &= SHA| 211 Hreksh= YHES 2|0 Bt
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Ct. oA

g ZE OAQ factorial B= &4 WROM XS SE0ks 82 MAZS Y URs XUS

Yolotd UK BOF AAH HOHE REUY 4+ UL

1:  function factorial(x) {
2 # MHE= BEXRS HHoIX| Lof 2 5 oflz] L
3: return x * factorial(x — 1);
4: 1
| 4
EX = = 30 M2t 1 ZE MHS Stolff ZE2I0| Fot BH=E0| HHX|X| LS Stot.

function factorial(x) {

# MHE A Mol & =718 HAISHOF STt
if (x===10){

return;

else {

1

2

3

4

5 }
6

7 return x * factorial(x - 1);
8

9

2. &K=

@® CWE-674: Uncontrolled Recursion, MITRE,
https://cwe.mitre.org/data/definitions/674.html

@ CWE-835: Loop with Unreachable Exit Condition (Infinite Loop’), MITRE,
https://cwe.mitre.org/data/definitions/835.html

® InternalError: moo much recursion, MDN contributors
https://devdocs.io/javascript/errors/too_much_recursion
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HAZE EyEbsEl
5 HFAH

%ALY, ESEo X2loto o2 HEo SQEEWAY WREEE §)7t 2o M, 2y

Ol=1E Ae2[okK|
o 2 9l EotorHo|T
1. QE [HIAIII xQ‘IE_lT_% VanillaJS - React)S v/ ExpressJS v/
7k Mg
http://www.xxxx.co.kr )
> |
. B
LFRHIMIX| :
S LZ7H0| 23etd, AEX S &3 H|O[E0f CHeh 2UZet YEE Zélols 2LF HAIXIE Yo
QIR0 MiSot= &R, SANS od A= O0[0F = UCL. GIY Al 6|2 O|FO|Lt =X MA[X|
& 7| WEO|CH,

(traceback)2 S36t= #Q, T2 LJE X2 £ metst 4
AE HISSLCt.

—

M-

ExpressJSOAM= HTTP 7 FLEJt 2FE XMa2lst7| I8t errorHandler OIS
Lt oSt IH7|H

LHOIA 0|2 &2 LS

£

2F HAIXE HoliTl MEXA REE
73 o] 4l O)2f FoE

HOZ X{elotl ALSAOIA AlAR LK

HAIXIE MSot== 2t

Express Zef|230Al= OIS0 YAL= 02 HO[X| H
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Ct. ZCOfA|
AMEX QS FYHOZ Mol 4 Si= E2 Ol HOIX|o| Tl & E= Mo g2t 52 ¢

Lot ol2f LIES M= ftekeld o &N, LREXO= FolE 7|=0| [iet £t YT Hhekslof

30
]

ror
o

1:  const express = require('express);
2: const fs = require('fs");
3:
4:  router.get("/vuln’, (req, res) =) {
b const filePath = "./file/secret/password";
6: fs.readFile(filePath, (err, data) =) {
7: if (err) {
8: [/ MY LHEOA LS o2 HIAXIE 02 AKX M £ HE & A
9: return res.status(500).send(err);
10: } else {
11: return res.send(data);
12: }
130 D
14: });
| 4

ME LHEOIA O 2 Al 2 §2E JHZ S2H0IAUEN MESHA| 1, XXX 7|=0| T2t HetE

HE0F 23L0[XTEN| HHBIHOF BHCY.

[

1: const express = require('express’);
2: const fs = require('fs");
3:
4: router.get("/vuln’, (req, res) =) {
s const filePath = "./file/secret/password";
6: fs.readFile(filePath, (err, data) =) {
7: if (err) {
8: // o2l W8S 02 MYSIK| Lo HEHY X2
9: return res.status(500).send({ message: “ERE QLY });
10: } else {
11: return res.send(data);
12: }
13: )
14: });
| 4
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ExpressOilAl ME5H= errorHandler DISYUE Folol 02 2 FYE= 0|2 FoE 20 XA o=

HAIRIE YBEH M 2 .
OLMSH AE OfA|
1: const express = require("express");
2: const app = express();
3:
4:  // errorHandler O|S8I0l= THE app.use() % 2HRE HQ £ 7H& OX|Zo| FlaHor 5iH,
5. // errorHandler OISYNE HAESI0 Ol2{d O|2BO|XIE HrEke £~ AT
6:
7: app.use(clientErrorHandler);
8: app.use(errorHandler);
9:
10:  function clientErrorHandler (err, req, res, next) {
11: if (req.xhr) {
12: res.status(500).send({ error: 'Something failed!" });
13: } else {
14: next(err);
55 }
16: }
17:
18:  function errorHandler (err, req, res, next) {
19: if (err.name = "ValidError") {
20: res.status(400)
21: res.render('400error’, { error: err })
22: } else if (err.name = "AuthError") {
23: res.status(401)
24: res.render(401error', { error: err })
25: } else if (err.name = "ForbiddenError") {
26: res.status(403)
27: res.render('403error’, { error: err })
28: } else if (err.name = "DBError") {
29: res.status(500)
30: res.render('500error’, { error: err })
31: }
32: }
| 4

1M1
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g, HiXx=
® CWE-209: Generation of Error Message Containing Sensitive Information, MITRE

https://cwe.mitre.org/data/definitions/209.html

@ Improper Error Handling, OWASP,

https://owasp.org/www-community/Improper_Error_Handling

® Error, MDN contributors
https://devdocs.io/javascript/global_objects/error

@ Error Handling in Express, StronglLoop, IBM,
https://devdocs.io/express/guide/error-handling
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2. Qﬁg%} [H% -?—IH VanillaJS ~ v* ReactJS v’ ExpressJS Vv

7t 7R
ollliz)
2t
© olel ¥2E LYATIE= HlolE| b
N —
<
© olel 24 A EAISIE HOIE| or HYYZEA

o M

..........

2QlotA 2L, Of=gt 2F0 Cioh Ole| X2IE ofX| HE 8%, SAX=

o

2R JE¥S A MNUAIL o=oHK| E2 T2 D=0 SHoI=F & + RUCH

=

WXl ZEE AilotH U= D20 X0 HIHZ Qo o=X| B2 SH2Z 0[0{X|= AL

LS

FE YXol=H ==0| ot

QFIL LU £+ U= F20 WSH0 HMOE(try-catch)S ArEsh HESHA o2 X2

e
n

Ct. oA

Cte OHEs try S20AM EMEHE QRS ERl(catch)ot? JUX|TH 1 2F0| CHHA OFF ZXIZ 5HX|

= A8 HOIEC) Off XXt 002 T2 IO A% AUME)| W20 HUXZE O|=5HK| e Wet

[0 &2

[
=
2 D2IU0| SR 4 UL,

4
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—

2 © @ 5 o o B @

const express = require('express));

const crypto = require(‘crypto");

const staticKeys = [
{ "key" : "a6823ecf34012b1cabca7889f4eabbb1", "iv" : "e79ce03b4563647a" },
{ "key" : "9e7¢30e899f296a1daca7d9a0f92e71c", "iv" : "ab39941053fb5f6a" }

router.post("/vuln”, (req, res) =) {
let statickKey = { "key" : "00000000000000000000000000000000", "iv" : "0000000000000000" };

const inputText = req.body.text;

const keyld = req.body.id;

try {
staticKey.key = staticKeys[keyld].key;
staticKey.iv = staticKeys[keyld].iv;
} catch (err) {
/] key 84 & @F dM A| 7|22 MPE A3} 7(2
// ‘0000000000000000° 2 ASSII} 4=

console.log(err);

const cipher = crypto.createCipheriv(‘aes—256-cbc’, statickKey.key, statickKey.iv);

const encryptedText = cipher.update(inputText, 'utf8', 'base64’) + cipher.final(base64’);

return res.send(encryptedText);

b

Olelee Zd Aloll Z220| JHEXIS| =0 CIEH| SO BEES HEA| 02| X2| 725 F715H0F BiCt.
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1:  const express = require('express’);

2. const crypto = require(‘crypto”);

3:

4. const staticKeys = [

b { "key" : "a6823ecf34012b1cabca7889f4eabbb1", "iv" : "e€79ce03b4563647a" },
6: { "key" : "9e7¢30e899f296a1daca7d9a0f92e71¢c", "iv' : "ab39941053fb5f6a" }
7 15

8:

9: router.post("/vuln”, (req, res) =) {

1M: %

12:

13: const inputText = req.body.text;
14. const keyld = req.body.id;

162

160 try {

17: staticKey.key = staticKeys[keyld].key;

18: staticKey.iv = staticKeys[keyld].iv;

19: } catch (err) {

20: [l 7] H8 5 @F 4 A HECZ ASs 7|1E MUSIES 4F
21: staticKey.key = crypto.randomBytes(16).toString('hex);

22: staticKey.iv = crypto.randomBytes(8).toString(hex);

23: }

24:

25: const cipher = crypto.createCipheriv('aes—256-cbc’, statickKey.key, statickKey.iv);

26: const encryptedText = cipher.update(inputText, 'utf8', 'base64’) + cipher.final(base64’);
27:

28: return res.send(encryptedText);

29: M

10: let statickkey = { "key" : "00000000000000000000000000000000", "iv" : "0000000000000000"

2}, EIX=E
@® CWE-390: Detection of Error Condition Without Action, MITRE,
https://cwe.mitre.org/data/definitions/390.html

® The JavaScript Guide®
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

5) 3 Xt2& Creative Commons Attribution Share Alike 4.0 International XM2tES M2, MR H2 FAE= S0t 25

https://github.com/Checkmarx/JS-SCP/blob/master/LICENSE

i
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3. -?—E!xa'la._l' 0"2] X‘lEI VanillaJS v/ ReactJS v’ ExpressdS v
7l e

D=0 3 S0 &0 2t 0 Cier Aot X2| L= 02 &0 et ZHS KHEotA At ofX|
%S 42, WX %2 ZNHE OPIE & ULt
Lt. ebMst 2E7|H

S WEGHE RE S0 ZIYS ZAIGIOF SIC ZTZ0| HUKTE AI=HE FOUK| HAISHL, 0
XNe|E MEoks R0 ZEflet o2 XMl i FHHR o2l M2E Sl
Ct. IO

O CiMl= CHfeh Ole7h wile & ASUHE S7otl LS M2l M2 ofjdgo e MEt
X7t 2MFHeH AHHE 20 =L}

1:  const express = require(‘'express’);

2:

3. router.post("/vuln”, (req, res) =) {

4: const password = reg.body.password;
b: const user = {

6: user: "user",

7 password: password,

8: |5

9: function getUser() {

10: return new Promise((resolve, reject) =) {
11: resolve(user);

12: D

13: 1

14: function getUserPassword(user) {

{lsF return new Promise((resolve, reject) =) {
16: if (user.password === undefined) {
17: reject(new Error("login fail"));

18: I else {

19: resolve(user);

20: 1

21: b

22: }

23:

24
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25: function checkPassword(user) {
26: return new Promise((resolve, reject) =) {
27: if (user.password == "abc") {
28: resolve(user);
29: } else {
30: reject(new Error(‘login fail"));
31: }
32: b
3 }
34: return getUser()
B .then(getUserPassword)
36: .then(checkPassword)
37: .then((result) =) res.send(result))
38: .catch((err) =) {
39 [/l N2 OE 02 MehE 26t o2 HAXTH &2
40: res.send(err.message);
41: b;
42: D
| 4
22 Y 7tset G2IE MEstet & o|afaol M2t Mefet 2| HAE 20 =L
ol o e L=V DN

1:  const express = require(express’);

2:

3. router.post(‘/patched", (req, res) =) {

4: const password = reg.body.password;

55 const user = {

6: user: "user”,

7: password: password,

8: b

9: function getUser() {

10: return new Promise((resolve, reject) =) {

11: resolve(user);

12: D

13: }

14: function getUserPassword(user) {

5 return new Promise((resolve, reject) =) {

16: if (user.password === undefined) {

17: reject(new Error("password required"));

18: }

19: resolve(user);

20: b;

21: }

| 4
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22: function checkPassword(user) {

23: return new Promise((resolve, reject) =) {
24 if (user.password == "abc") {

25: resolve(user);

26: } else {

27: reject(new Error("wrong password"));
28: }

29: b

30: 1

31: return getUser()

32: .then(getUserPassword)

33: .then(checkPassword)

34: .then((result) =) res.send(result))

35: .catch((err) =) {

36: // 02 M0 = X2 Zuat HAXIE 230 7IS(UHE &4 logZt AT 7HY)
37: log(err.messsage);

38: // E20[HE0E o2 L4 oot MY
39: res.send(‘login failed’);

40: D

41: )

2. AR

@ CWE-754: Improper Check for Unusual or Exceptional Conditions, MITRE,
https://cwe.mitre.org/data/definitions/754.html

@ The JavaScript Guide
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf
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H5E palstel

Eie Bt @2 X(HZZ] S)2 FHES Hiet S1t 20| JHYUXPIL Het & U= TY QEE Qls /Y
El= Hotorso|t
1. Null Pointer q&.xl_ VanillaJS v React)S v/ ExpresstS v/
© 22l 242 NullZ X"
>

4 @
© cilAx| 28t Null ZOIE|Z Qs H|HM H2 L E

>

KHIATEEWME Null pointer dereference?t U otX| =Lt XHIAIZEN A= Null ZH7t AL
S|X| QO HOIT|X| 2 HALE= undefinedZ, null JHMIE null 242 7HXH “MOEX| ¢l Ue's

CHEA X=let.

B0 28 HAE T undefined AEQH null AEIS =M M2 OB 7|TiaHA| @42 ZO)

| BAFSH0]

ol

LS 4 ULt undefined EE= null0] E 2 Q= H|0|EIE &IX617| M0 sHZ |0|E{Q] 2 X&t

AHASEEN M= Z2HE ALSotAl= HAITH CIO[E0 CHEE MESH HAL

1]

2Rl %S B Nul
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OFHSIX| P52 IE GAl

const express = require('express);

1

2

3:  router.get("/vuln’, (req, res) =) {

4: const id = req.query.id;

5 // NERIZL id S MYSHA| U2 Z(undefined) Ol LAy
6 return res.send('length = " + id.length);

7

b

ror
il

1: const express = require('express’);

2

3: router.get('/patched’, (req, res) =) {

4: const id = req.query.id;

b: if (id === undefined) {

6: // id %0l MEEHX| 2 F2 MEXA 27st= o2l ZE &7t
7: return res.send("id is required");

8: } else {

9: return res.send("length = " + id.length);
10: }

11:

2t HIXz
@® CWE-476: NULL Pointer Dereference, MITRE,
https://cwe.mitre.org/data/definitions/476.html

@ Null Dereference, OWASP,
https://owasp.org/www-community/vulnerabilities/Null_Dereference

@ undefined, MDN contributors,
https://devdocs.io/javascript/global_objects/undefined

@ Properties of variables with "null" or "undefined" values should not be accessed, Sona Rules,
https://rules.sonarsource.com/javascript/RSPEC-2259
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2. -?-&lxé'?_} II’% UHI'" VanillaJS v ReactJS v ExpressJS v

w22

é variable a
— K

Al
a3

/> > variable b

- )
variable ¢
n2OWA —_— 1

20

24

o2

T2 AN ST HEIt

ek .
2 — wElHae E2 20| Holol Aej

I 124
Z2IWB 20

24

D27 Xte, 02 =M & U= MY AHXKOpen File Descriptor), & HZ2|(Heap Memory),

27(Socket) S2 7ot AHO|CE O[2{8h XS &Y 2Ot ALZS ORI Of 01y AMSSHA| fi= dR0l=

o= 1T [

HEo| Bretoliof ot=tll, Z2OY F L= O[HZ AE0| B AHElS BHefoHX| Zot= F0 2X7F 2

AEE ESol0] A8t LIZ0E BtEAl AHES M| & HHersty.

LIg2 try 2 Wel ZE 4 § 2F7 ede 32, close() MALETF MAME|X| DL0F AT X120
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1. const express = require('express));
2. const fs = require('fs’);
3
4:  router.get("/vuln’, (req, res) =) {
5" const configPath = './config.cfg';
6: let fid = null;
7 let fdata = null;
8:
9 try {
10: fid = fs.openSync(configPath, 'r);
11: fdata = fs.readFileSync(fid, 'utf8’):;
12: [/ ol L AE 71 RF6H| %2 MY OAFZEZE MY 97| A=
13: fdata = fs.readFileSync('100', 'utf8));
14:
15: /[ try oA SZE X-20| HigHclose)=|7] Fof| 0|27t LAy5tH
16: /] SYE KO AARO] HIZ HIS=X| 25
17: fs.close(fid, err =) {
18: if (err) {
19: console.log(error occured while flle closing’);
20: } else {
21: console.log(file closed');
22: }
23: hE
24: } catch (e) {
25: console.log(error occured!' ;| e);
26: }
27: return res.send(fdata);
28 )
| 4

09l AIEI0| SABI0] B47F SR [, 02I0] WA Of=ot ATIO] B MBEL finally ZR0IN Y

S ©HaksHoF BiC

[

S

122



PART H2& AFOIZE JIOIE | HISE IERR |

1 const express = require('express’);

2. const fs = require('fs’);

3:

4:  router.get('/patched’, (req, res) =) {

b: const configPath = './5_code_error/40_improper_resource_shutdown/config.cfg’;
6: let fid = null;

VE let fdata = null;

8:

9: try {

10: fid = fs.openSync(configPath, 'r);

11: fdata = fs.readFileSync(fid, 'utf8’);

12: fdata = fs.readFileSync(100, 'utf8');

13

14: } catch (e) {

15: console.log(error occured!' | e);

16:

17: /] try HOIN ZE K2 finally HolA AARIY Hi2kS 5{OF &
18: } finally {

19: fs.close(fid, err =) {
20: if (err) {
21: console.log(error occured while flle closing’);
22: } else {
23: console.log(‘file closed');
24: }
25: hH
26: }
27: return res.send(fdata);
28: b

| 4

2t Xtz

(® CWE-404: Improper Resource Shutdown or Release, MITRE,
https://cwe.mitre.org/data/definitions/404.html

@ Unreleased Resource, OWASP,
https://owasp.org/www-community/vulnerabilities/Unreleased_Resource
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HoZE piEE
Qot HI0JE E£= 7|52 =520 HEsshL X ASYlzM sl EAUHOZ HELE,
ot =M 30| Zde = AL
1 ’ k"A10" _IGI' HIOIEI I-IE E VanillaJS - ReactJS - ExpressdS v/
7l e

class UserSingleton {
Share saved data
[ userName: BB

E get_user_profile() {

return this.userName

<I/>
— )
}

s AYE SANME AZE(Singleton) ZHx| ZEO| ZAXMEH(Race Condition)0] 2Alish 4= QICt
mEtA, OE AHE SN QHE XMYots MY HaIt k(X FEE TEE Adoll M2 THE MM
OlM CIOIHE 3RolX| X5 oljoF otct.

Lt oiMst IY7|H
HIE IEZ MESt= 42, Ha HR(Scope)dil F2UE 7|20{0f SiC}. §3| CHE A= 240N S2HA
H0 242 59 MAER SREEZ TSt HQ QAHA HAZ MOS0 ARZSHTY.
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Ct. I=OfH|

MH 2tRE IZENM MY HEZ Folot s SECE AEE R MZ CHE Ml 2t CIOIE7t SFE

o|T5A| et HIO[E} Mt 4 Ut

1: let instance;

2

3: class UserSingleton {

4 constructor() {

B this.userName = 'testUser’;

6 if (instance) {

7 return instance;

8 1

9k instance = this;
10: }
11: getUserProfile() {
12: return this.userName;
13: }
14: %
55
16:  router.get("/vuln", (req, res) =) {
17: const user = new UserSingleton();
18: const profile = user.getUserProfile();
19: [l M2 T2 HE0IN SREE= U4E M8chs 22 OE Mo 28t HlojH7I =& & AS
20: return res.send(profile);
210 )

| 4

SRt SAlE By Y2E WEHO| Ofd 28t S2HA QoM MASHH MM 210l SFEX| R=F SfCh

=
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il ad (<))
1. class User {

2: constructor() {

3: this.userName = 'testUser’;

4: }

5: getUserProfile() {

6: return this.userName;

75 }

8 L

9:

10:  router.get("/patched”, (req, res) =) {

11: const user = new User();

12: const profile = user.getUserProfile();

13: [l A2 T2 MMM SREX| = S2A HOE At8el QM
14: return res.send(profile);

150 B

2t Xtz

(® CWE-488: Exposure of Data Element to Wrong Session, MITRE,
https://cwe.mitre.org/data/definitions/488.html

@ CWE-543: Use of Singleton Pattern Without Synchronization in a Multithreaded Context, MITRE,
https://cwe.mitre.org/data/definitions/543.html

126



PART HI2Z AFOIZE JH0IE | HI6E H=:t

2. I'“}IEIII (L)U" 8 l:“:H:l ﬂl: VanillaJS  v* ReactJS v’ ExpressJS Vv

7. e
ClbiZ SHO2 MYUE TTE JiWo| AZEB NAaHOF SiCt, CHI TEE 9% SO| DIzet ¥ E=
O|T5HK| g2 AIAH HOIZ O[0fXl= HEE T US 4 UM U CHI TSI AT 2 HE D

=2 A
M= T M
B2, SAAL ME IHEE RelotAL ootk 2 2 L& A7 FYY & AL

7|2XO=2, XHIAIZEWAE console.log = console.error &5 At0l CIHI HIAXIE ST
et 2t2 S0 CIHZAROZ X5t AEE QH2I0|E(override) ol OHSZIF|0|M SEH Al 2& 27 &3
E|X| H==E STt St 7|EXMOZ Express)S= LMl BE7) HIZMSE 2 MEIUA SEBHH, A 75 Al

‘DEBUG=" prefix 282 olX| = o AW CHZ HAIXl= S0tA] R=L0

ADEQ0 HE ™ HIEA| O IEE Q1 F AHSHCE ZE OCIE{M|AM console.log =

console.errors Z& AH|SH7LE, MHIA HHEZ ZEOAZL console.log7t SAGHA| $E=2 MAsH 4 UC

-

Ct. ZCOfH|

7h ReactJS 0|

WOl Bt T B M SEQSE O] =S I5F ARGHOF ofH, 7HIXC| A= QIS OjAK| 27

fim|
olo
o
-0
o
o
o
1o
my!
ro
kU
[
il
Nl

Jts 27t EUEX YTE ST

// OHEZAI0lM I FE9I Index.jsOf T2 Z=E FIf6HH

// ZE Wol| MREX 42 2E console.log ZEZ Qlol OFFH WEE EHEHX| U3

if (process.env.NODE_ENV === ‘production’ && typeof window == ‘undefined’) {
console.log = () =) {};

}

o S @R 2
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L}) ExpressJS Of|X|

OREZHRIZ, 7HEO0| B ZE HHE ™ oW1 I=8 25 AX[6HOF ofH, XS] d2 Qlst

|r| I1HII
r°l'

Jts 227t BEX| 2SIt

1

0K 21 tSS 2ol Ofehet 22 2

// AHl T FEQI index.js WO MH 78 220 O IE F7}
app.listen(80, () =) {
if (Iprocess.env.DEBUG) {
console.log = function(){}
}
b

e S WY =

2t Xtz

(® CWE-489: Active Debug Code, MITRE,
https://cwe.mitre.org/data/definitions/489.html

@ Debugging Express,
https://expressjs.com/en/guide/debugging.html|

@ Production best practices: performance and reliability,
https://expressjs.com/en/advanced/best—practice-performance.html
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3. PUD"C [HliEE'?‘EI P_*%I'E PI’I\IatB HH% VanillaJS v ReactdS v ExpressJS v

7t M8

@ clolg| HA .
Private array

>
EEEEEN

>

(2 -ty

AHIAIEEE ES HEEZ 2HAS Holoks LHE =54 Xt0|7F UL}, ES6 O|TMl= Z2ZEERS

oA FoAohM AL, ES6FE A 2HO| YAL=2 TYL0 Hit F2ieh #340| 7tsoiR

x7| 2U29] AR private HES XIGHA| PUACH, AHATY Z2|HA() FE AHMS ArS5H
private £45 XM2[UCE. 20| # 7|25 Z2|HAZ MEdl private £82 HAY & A =AU public
Oz MAHE HASNAM HES HretolH, oig HiES = HA|7t 250 S0 AF0A BiE -t

M| &4 HAO0| 7HSOHTICt. 0]2(8 £42 HYERE OtL2t A THsSHmutable) B= 2RO SHFEC.

H
ZH

ublicQ2 MOE MAEZ HHSI5HK| QT2 S}, private HIZO| CHSH EAHES

pu
S5l St Q| A0 CHSHA= Object.assign

aret n) HAES Sdl SAHE ¥4AE NHYSIES ShM
private M21E B{E1} A S0 Ofet OI=X| 42 TS LA,
Ct. ZEOA|

L2 OIXI= private H+E 4401 0|F Htekoh= public HAES AEsk= GAIE 20 =Lt 0] B2
QRN A LM 54N U= private BIE 0l B2 = U= SHIFHO| LdsiCt,

129



| Javascript AIR0ZE JH0IE

1: class UserObj {
2: #privArray = [];
3
4: // private HIZS Z|E5k= public HAEE At2ots 4L FY
b: get_private_member = () =) {
6: return this.#privArray;
7 }
8: 1}
4
Of2f M= LHSLE 9] HiHO| M2 FEE= WS OHol| flol M=2 NS 4610 kS Hratehd QUL
Qs FE OflA|
1: class UserObj {
2: #privArray = [];
¥
4: // private BIEES Htelok= Z2 SAEE AISd] A2 LR
5: // HE0| M2 HEEHX| UEZ o{0F &
6: get_private_member = () =) {
7: const copied = Object.assign([l, this.#privArray);
8: return copied;
9: }
10: '}
| 4
2. A=

@® CWE-495: Private Data Structure Returned From A Public Method, MITRE,
https://cwe.mitre.org/data/definitions/495.html

@ Do not return references to private mutable class members, CERT,
https://wiki.sei.cmu.edu/confluence/display/java/OBJ05-J.+Do+not+return+references+to+private+mutable

+classtmembers

@ Private class fields, MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Classes/Private_class_fields
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A. anate HH%()" PUDlIC HIOIEI GEHCZ; VanillaJS  v* ReactdS v ExpressdS v

7L M8

Code: Class

Private array

© clloje] f Public method
>

2 HYE Private HIZE| SAL(F4 2t SAD

publicQE MO1El H|AE0] QIX7} private® MOIE M0 MAEIH private HHS QIR0IM F25t0]

HHE 8 A £ HBO0| THSHHEICE

SelilA 2IR0|A private wE HEMAE O =M, ERot A BT ol QIAHA HaZ HO5HLL, ot
I

IS0t HMEE o Yo RE ZSst

Ct IO
Lt OlMl= private BIES okl 2[R atE Hoh= public HAES AEsh= HIAIE 20| ZLt 0] 42

=]
8 HE BN Tt AR0M private HIES BHEY 4 U= 2HE HEstL RUACH

1:

5: class UserObj {

3: #privArray = [I;

4: _ _ -
= // private B0 QIS ZtS HIE OjRIot= public HIAES AtEol= 2 Fof
6: set_private_member = (input_list) =) {

7: this.#privArray = input_list;

8: ) !

9:
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CHE2 public HIMEQ| QIXIE privateZt OF public HIEM XNZEok= QMG HAIS EO| =Lt

class UserObj2 {
#privArray = [];

/] NEX7t MY 742 private?t Ot public HHEE X%
set_private_member = (input_list) =) {
this.userlnput = input_list;
}
}

@DF@@ RN =

2t Xtz

@® CWE-496: Public Data Assigned to Private Array-Typed Field, MITRE,
https://cwe.mitre.org/data/definitions/496.html

® Object.assign(), MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/Object/assign

@ Private class fields, MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Classes/Private_class_fields
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NE~§ APl 28

OIEEI ARB0Y HISH= WHOR APIS AIZOIZILE EOI0 Hof3t APIS AIZI0] S 4 QU BOIOFNOIC

1. DNS IOOKUDOII gléﬁl_l Ep_laa:l A VanillaJS - ReactJS - ExpressdS v/

Vi 1]

@D sz wAoER B
Socket Open to 192.108.1.1

www.bank.kr I
@@ 1% #192.108.1.1 ——P
9l = S ip=192.168.1.1 v @
® Q:www.bank.kr?
& A:iP=192.168.1.1 | Root DNS
© A:<krDNS>
0 =
Q:www.bank.kr? O Qa:www.bank.kr? - e
_— > =
= < © A:<bank.kr DNS> @
@ . aAnK.Kr
Q:A:iP=10.10.10.10 kr DNS
DNS Al At !
| 0O Q:www.bank.kr?
» [—
A:iP-10.10.10.10 @
>
@ A gl H& bank_kr DNS
2y
www.bank.kr
M4 ¢10.10.10.10
324XI7F DNS EZIE £ 4 UOOE THQIH0| EHN HOrA™(QIS ¥ B2 SH| )2 SHX| L0t0F
SiCt DtoF =Z DNS MHQ| A7t SAXI0| 2ol LB E A20[2tH, AZAIR EF MY 7te| HESY3

E2fH0| SHXIE BROIEE &+ UM ot SR OX| SZ QI Lot MHQ! ZIXE I8 = T

HOMAMOIN THOIHS 0|28t DNS lookupS oHX| $EZ= SiCt
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Ct. I=OfH|
ChE9l dixl= =HeldS Sl sie 2F

k=2
=
AEGHM 27 Of2{et Hot BYS @38 £+ Tt

1: const express = require('express’);
2: const dns = require("dns");
3
4:  router.get("/vuln’, (req, res) =) {
&° let trusted = false;
6:
7: const trustedHost = "www.google.com”;
8: const hostName = req.query.host;
9:
10: /] BZX0| Qs Hat= M DNS7F HEE 4 len=
11: // S| g
12: if (hostName === trustedHost) {
13 trusted = true;
14: }
15: return res.send({trusted});
160 s
| 4
EMQIES 0|&¢t HIWE otX| LA IP FAE 2 HIWOIES Ho ZEE QMo TS =+ UL
QMM FE OfA|
1: const express = require('express’);
2: const dns = require("dns");
¥
4:  router.get('/patched’, async (req, res) =) {
&5 let trusted = false;
6:
7 const trustedHost = "142.250.207.100";
8: /] HH MHQl IP FAZ H|IWS0| DNS #HE0 S
9:
| 4
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PART XI2& AIRO0ZE JHOIE | HMI7& API 28

10: async function dnsLookup() {
11: return new Promise((resolve, reject) =) {
12: dns.lookup(req.query.host, 4, (err, address, family) =) {
13: if (err) reject(err);
14: resolve(address);
15t )
16: )
17: }
18:
19: const hostName = await dnsLookup();
20:
21: if (hostName === trustedHost) {
22: trusted = true;
23: }
24 return res.send({trusted});
25:
2f. #iAt=E

@® CWE-350: Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,

https://cwe.mitre.org/data/definitions/350.html
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H1E gl
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7 ;'JEJEIXI URL  URL 23 480 A=K %2 2= UHUS 518510 AAXQ AO|EE X5 HS JHsdt
FAR NSHA 67 molory
SEEE XML
8 5 omsl xx oz ZAE XML 2IF/HA|0f et MESH AF Glo| HEES 51800 30| 7ts8 Hotofy
QIS JHX HE e
o XL KQuer. XPat el2E Yy U 23X U2 ol YU 850 cloll WoiRo)
gl =3
[Spul [ =]
10 LDAP fel |7-|}3A|°P ”;‘%'ir;if e I ASEX Y2 A7 LHLS 51860 LAl FHOI 4
o
11 S2AAOE o ofF AEA H2R MO ABEX| H2 25 LUS 5150 MEX 2019 ofX|2ts FRSHA
ZATL olzat WoI7t U TS Hotr
12 MBIAOIE Q& ox ﬂilftfalf'l— QHEO| HBEAX U2 AR YHYS 518510 SHAIL Y=e MH=Z WS
el Xol= EO}OFX‘I
13 e ouma MNP SEECU HMSTCROIL LF)7H EeE 255X 22 o U2US oEal0) o
ol FET} M3 s Hoter
14 HAH owzao Efr?;x?#o" MEE 40| oi8E He o HOIE HoL Z2THO| 67IX] ¥AH SE Jkset
—oa
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Ms  Hotory =
15 EOls HOI A HOUIS(QIE, HER0| 5) N0 UEEX 9IS AR UAUS GGl HOISE 23l
Ele SHTS QY HOH
16 022 Bl USRS D2l Hie| RS oM HIZ2IS 27ILt XISI01 o) IR] 52 ZIP} st Hokery
17 mo Aga s StrformatS o AEE! KOjs) HSEIR 92 A% YIS GIB5I0] WS wolepH
A ——oO d"’d =

*EM AEE: Y-S0

Agalixes =2AE

T T

e EiotorE] PP
S oIF gis Z2H5(E8EY, HUEE, JSYE 5)2 HuE U580 FH(ES W) Jsat
' ze7s 8 Hotopy
2 =xma o Sl H28 o HEE Mot 0] BIIZIRISl FZ0| JK53t Hotor
zo% K o _ ] ] ]
3 e ZORIR0] K3 B2 HHS SO U0 ZRHLI B4 JH5E oty
, T uss ZoNE (239, NS, 5L 5)0 71UNS HNE 4+ g Ao Y5at o
UTEIE AR TEES AR BRIt E JHSE Dot
5 omsen pe sonn  SRURIARIC JHUHE 5) T A UEs S O%ie SUAEE OSAHH WAL
X& Al YB3 B1R] 20t BRIt o TS Holopy
R LAV EBHIARIE, US| ) A o0 AATE 98 Al FRE
wEET 27K WHO| 02 Hoter
| sEsH ge o153t S| ABEI= 71o] Z0P7t SE5HK 20f HOIElS] |2 BHNS BRE 4 g
20| A2 siotory
| A ae XIS 47t OfF 7H5310), BHRPE TS LAE OAEHA AIARS 27 7iset Zot
e 2 AR op
o sors mese g | TARIS ZERAEE 21 54N 5) 01E X 201 ER6H 20F AU
=5 T3t Hotopy
10 srmer me arg | D18 20IS22L, TE0 RN et Ra4 AB01 A €0 BAKS)
ofojxiol T} Mg Jh53t HoterH
1 caee BSA OISl Chet RE4 HZ0| HHEHK| 20} LABHS Holor
TS TS
., MBX SISCIATO Rgse 771048 D, MEX BEEE § 3RER)S A8 SIECAT0 Ngsiol BREL
272 S5 YELE LB Jb5 Holory
|, FAE o0 g AATE FME0| UBHE S AAY FRHEIL BHE0] AATE L5 Al FRFHC
A FoFE =5 hs3 Hotoy
Lt o0l e SEE MBS B0 HHE ol UORRE BAXF 02| ANE AW HolZ
1 e OigeI0f ol 5 OFt B2 BS HWisY Hoam
"BE: B4 MB3| MBSO MaHL| G2l Rojfs G|
o TEH WA GE BC  AAC EE NyNUE 22K P 90| 2R WOl YSE 39, 32Nl oY
esc Xl A7} AE Jp53 Hotory
st=El OISAE OIF Al +2 SR 20F BHRPF HEEOE o] IS YUAGHO! AY HAS BS
" et 71s =y I53t Hotory
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3. AlZt X SH
e EHotory S

BHZA - HA AL

T2 A T EE| ZERMA YoM Xie HASHE AED ARBStE AIF0| EE2tN 2Ysts Hotery
S =]
%‘EElxl ?%PE tl'—"%_E_ = o = =] [ SEA [=}1% HIAHSE A Ol oto
2 ZEAY 9 HOI2 ABOR UHE2 i THHEATH FEI5| BHE(0] WA 4 QI molory

T e

4. Ofiddxe

s HOIorA &4
1 5 HAX] BEEE  QFHAK|LE ASHEN| AAR LWELZEIF oi|0] DIzt MY, [ BEIF = 7156t Hok
2 QR I8 BXY AAEI Q2SS H2[SIK| 0t T2 MAMHX| S 5tK| 42 AS0| UM 7K55H HOloR
3 EXHS 02Kz Ol2lArE REMASIA M5t Q=okX| $U2 ME0| WY Jtset HOotord
5 ﬂl: =
- — T
Hs HOIoFA A0
Null Pointer ¥&Z  H49 4 ZH0| Null)l HHE FESh= HOtoFH
2 ExFEst Xt oAl ME A=E XS SHM[GEK| S0 AH0| DZE0] MER UHE X2[E £ gl= HorN
SHAIE Xt AHE H=ZZ| S SHHE XS HZSH0 07[X| 942 2F7} Wist= HOtorM
Z7|31E|X] ¢ A= === oF o= oo OE=7} HIMEH= HO}OFX]
4 a A HE XT|SIGHK| 240 AMESI Of7|X| $2 F7 UMSl= HoterN
=T o
AZ(Et £ o= oto|MOI FET QY- HE ZHe) HI0[HE MASH 25 910| JEIHsIoH0 Wlich= HoterH
== T A * X245 HAIE ML JH=5t E{§Al0 =]
5 Ellol 19| 0—:||X—!EEH§|' . —|EQ|'; —|x1|E;|_o |'o°|_E 0|0| 1 E OQF_I'
Hx™sl XEsSHE HOHE 22 2Nz S
6. HE3}
Hs HOtorA a9
HZE MA0 25t - = o oro L& MO
1 HOJE MELE ARE MM Qo QI7IEIX] 22 AMEXIA SL™EI LE TSt HOrH
HAEX S0 »4=2 _ _ _
2 E1||H-1IJ| LchoJ_ = CHZE /st TEE HM7SHK| 20t QUZHEIX] 42 AEXIA SLEEIL & 7ts6t HotefN
i S —
3 Public HIMEZRE  PublicCZ MAHE HAZO|A Private2 MU= HIZS Bt8Hreturn)dtH Private HIE2| FA
B8 Private HIE 40| 220 ==5|0| Y Private HIEAUS 2AR0AM +=H 7t HOtofH
4 Private HiZ0| Public Public@Z M=l H|0|E e HIAZQ| QXL Private2 MAE H{HEO| XMEE|H Private HY

HOIH & = RMAM FIol0 =¥ kst 2oy

1. APl 28

Bz HOOr a3

=0
HQIH SI(DNS lookup)2 2 HOIHAKS 4345t [T

1 DNS lookup0ff 2/ZE&t = = i oto|Mo= HAE DNS HEZ 07|
HOLZY ore HOIQH0| LEE= HOIFK
2 Fofst APl ME Fofet S MBaHA 071X B2 2EAAY0 =EEE 2HAHH
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PART HI3E EE

Wrasy 2014

® Developer Economics State of the Developer Nation, 20th Edition
developernation.netOflA] 04 16574= 30,000 O|AfQ] JHLUXISS [HAOCE MIXALE 50| MiZot

CAIEQ0, AR 2 VRS LISt 20| M

HAIE, S2ARE, MU 0T, AH|XH MR HIE, H|C|

® AES(Advanced Encryption Standard)

0= H2 BEC= X|YE =25 Y& YAO= 0|79 DESE UMSHH, 0= E&E 7|& ¢4 (NIST)7t 59
ofdl MEX2|EE(FIPS 197)CF WHSINCY.

FH2 71X 20019 1€ 260
@ DES 211218
DES(Data Encryption Standard)&= 2453} 7|12t 253517(7 22 27| USZ 64H|EQ| ASSHI|E ALESICE

MBZ(Brute Force)SA0 F|ofaiCt
® HMAC(Hash-based Message Authentication Code)
215 FE, MD5, SHA-1 & HI=XQ1 A28} ol 7IsS HIT SE7I1% &H MEstH, Mads
15 L1E|F0|CE

ol Z18F MIAIX| Q1F ZE,
HZASH= 20| E7IS0l=2 St 7| 7|Hio] HAIXK] @
@ HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)

WWW(RIE QOIS ) S41 ZRESQI HTTP| Boto] Zakel BFo|Ct

@ LDAP(Lightweight Directory Access Protocol)
TCP/IP 20N CIMEE] MHIAS X3l5t +Yoh= 88 Z2EESO0|C.
® SHA(Secure Hash Algorithm)
Sl r2ES| YZEOZ MD52| FFME LAt AFESITE SHA, SHA-1, SHA-2(SHA-224, SHA-256, SHA-384,
SHA'512) 59| TSt HFO| ol, ¢4s TZEZQI TLS, SSL, PGP, SSH, IPSec S0 A=Y,
® umask
Oofy = CHE2(Q Hots AFohr| flgh BEoITt
@ JH2l3I(Private Key)
2 A-=SSE floll HIE HAIXIE w8tk FAKIZ0| 21 QU= 7(0|Ct.

[

SH71 712 ZR0A 7HRI7 |

7120l sl MISE= 7122 A, 0] S/H7|2RE YEE Q17|19 Sl ZE0, AKX & HAt

@ SIH3I(Public Key)
M7= XEE A5 SE= 7IUCEN,
Ct. S7H712 A8st= AARIS S7H7| 7|82Z(Public Key Infrastructure

-ES5I0f| SUHOE AEEH = U

o= T

MEQ &=
PKI2t St
@ BZ=3|(directory traversal)
HUZE Fx YA/ 8)2 018dl TE CiEEZ|Ql SQMAN FIohke SAYHCE F2 FHO2E i,
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@ S& SQL(Dynamic SQL)
O2IMO| X40f M2} SQLEO| HEA MMEE= 22, T2 Mg Ao Tx| #HZI20| 2t4E0] DB 2Fst=
SQL=

mjo

Ll

® =% F2I(Dynamic Query)
ZZO|Lt HIOIEES Y SOL #H2E HAIRE d-dalf DBO| HEGI X2|sks YAIO|Ct
@ ADEQ0] JHEEO
ATEQ0] JHLIPYOIM WYX M=, =2|X 2F S22 Qo AZEQ 00| IHE HOHFAHME X|A55h= §HH,
Q EQIE JHsty| fig 23 9 IFYS QOIS S22 Q0|0 ATE

7]
o
O HLEQ2 ATDEQY0 WEHF7|9| 2 HAEZ 971k HOESS 2F Z3i6iH, &2 20|25 SWHLZFEA
AAT

.I.I
mlm
it
0z
ol
Fl'[_.
4
ol
i
x
=2
x
HT

0
=
>
ol
N
do
ol
>
4u
2
I-.lJ
%
o)
o
[y
@
@)
o)
o
5
o
1o
=
ol
o

@ AIEQ(H HOtofA
ADEQ0 23, 2F SCE ol & MOHI3AS YUY 7540 Uz EMEHQ! HOMFHAMS U,
@ &=E IHE(Singleton Pattern)
StLiel =72 LHOA St QUAEHATES MAGHOFAH 5= IEO|Ct. Connection Pool, Thread Poolit 20| Pool

SEIR TR SHA P2 DI LM B SIS QABIER B30} s YRS Wt

@ A=A 2|(Static Query)
SN H2|ot Fa| T2 AATC0 0/0] H2Z0| e HElE 1HE0] UCH

FOIE RN 2FE Z0[9f QM-S WSt SL7|-OIH, HYE 22 w2l 02t2 St MD5, SHA, SHAT,
SHA-256 52| E112|50] RACY.

@ SI0IE 2IAE(White List)

SH2AE(Black List)2| HIL7HE2Z ME[E 4 U= AOIEL} IPFA FFS LoIC,.

3

@ II&(Parsing)
| EAIES 20| U= token(012] 249 HY)QZ Folictl IXNEZ 0IR0T Parse treeS Tt== IPHOICE. OfH
o5

g2 4oL 28N TS oMol RIS el

Ao me

@ IItM(Parser)
Ziml®y(compiler)2| LEZ AMAUZLL QIE{T2|E{(Interpreter)0iA] ®IA| Z2IMS 210 E0{ 1 X9 LEXE A0}
=

W= parsing(@E 2A)S siets T2 JUS WsIL}

@ XML(eXtensible Markup Language)
W3COHIM JHUERCH, THE S48t XS 2= 013y Y

= 2 Dis| ARREICE QIE{L0) ST AIAHTIZ] HOEIS
A FDWS 2 0| HTMLY SIS 3= SHOR BISOfXC,
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@ DTD(Document Type Definition)
EXM EI Ho(DTD)E XML A9 7= I Y Mo AtEst

o=

1
;
I
J

® 37 J| IS M(Public Key Certificate)
3719 ARHS BHot=M AHBEE MA 2MOICt 7|0tHet FE, ARXIO| A0f et FE, &
MEO| ZEE|0 QLY.

® £E(salt)
&

E= ofld XMel oY § 2 HA/E0 Fotels HPCZ YdE

- —0O— o

ol
=

ra
Ao

AIES 2l0[eiCt.
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