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3) CLASP(Comprehensive, Lightweight Application Security Process)
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® SQL Injection Prevention Cheat Sheet, OWASP, www.owasp.org/index.php/SQL_Injection
_Prevention_Cheat_Sheet
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@® “XML Path Language (XPath) Version 1.0” W3C Recommendation, 16 Nov 1999, http://
www.w3.0org/TR/xpath

® XQuery Injection, Common Attack Pattern Enumeration and Classification (CAPEC), http:
//capec.mitre.org/data/definitions/84.htm|

@ “Blind XPath Injection”, Amit Klein, http://www.packetstormsecurity.org/papers/bypass
/Blind_XPath_Injection_20040518.pdf

@ Failure to Sanitize Data within XPath Expressions ("XPath injection’), http://cwe.mitre.org
/data/definitions/643.html

® CWE-652 XQuery Injection, MITRE, http://cwe.mitre.org/data/definitions/652.html
® CWE-643 XPath Injection, MITRE, http://cwe.mitre.org/data/definitions/643.html

@ 2016 OWASP Application Security Verification Standard, OWASP, Malicious Input
HandlingVerificationRequirements, http://www.owasp.org/index.php/Category: OWASP
_Application_Security_Verification_Standard_Project
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LDAP Syntax Filters: http://social. technet.microsoft.com/wiki/cont
ents/articles/5392.active—directory-ldap—syntax—filters.aspx
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® CWE-90 LDAP Injection, MITRE, http://cwe.mitre.org/data/definitions/90.html

@ 2016 OWASP Application Security Verification Standard, OWASP, Malicious Input
Handling Verification Requirements, http://www.owasp.org/index.php/Category:
OWASP_Application_Security_Verification_Standard_Project

@ “LDAP Resources”, http://ldapman.org/

@ “LDAP Injection & Blind LDAP Injection”http://www.blackhat.com/presentations/bh-
europe-08/Alonso-Parada/Whitepaper/bh-eu-08-alonso—parada-WP.pdf

® “A String Representation of LDAP Search Filters”, http://www.ietf.org/rfc/rfc1960.txt

® Failure to Sanitize Data into LDAP Queries (‘LDAP Injection’), http://cwe.mitre.org/data
/definitions/90.html
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® CWE-99 Resource Injection, MITRE, http://cwe.mitre.org/data/definitions/99.html
® CWE-78 OS Command Injection, MITRE, http://cwe.mitre.org/data/definitions/78.html
® CWE-22 Path Traversal, MITRE, http://cwe.mitre.org/data/definitions/22.html

@ WASC Threat Classification v2.0 OS Commanding, WASC, http://projects.webappsec.
org/w/page/13246950/05%20Commanding

® WASC Threat Classification v2.0 Path Traversal, WASC, http://projects.webappsec.org
/w/page/13246952/Path%20Traversal

® Command Injection, OWASP, http://www.owasp.org/index.php/Command_Injection

@ File System Path Traversal, OWASP, http://www.owasp.org/index.php/File_System#
Path_traversal

Directorytraversalattack, Wikipedia, http://en.wikipedia.org/wiki/Directory_traversal_attack
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® OWASP Top 10 A7:2017-Cross-Site Scripting(XSS), OWASP, http://www.owasp.org/
www-project-top—ten/2017/A7_2017-Cross-Site_Scripting_(XSS).htm|

® “Feed Injection In Web2.0: Hacking RSS and Atom Feed Implementations” By Robert Auger,
http://www.cgisecurity.com/papers/HackingFeeds. pdf

@ “CERT Advisory CA-2000-02 Malicious HTML Tags Embedded in Client Web Requests”,
http://www.cert.org/advisories/CA-2000-02.htm|

@ “Cross-site Scripting Explained” By Amit Klein, http://crypto.stanford.edu/cs155/p
apers/CSS.pdf

® ‘DOM Based Cross Site Scripting or XSS of the Third Kind” By Amit Klein (WASC article)
http://www.webappsec.org/projects/articles/071105.shtml
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@ “Cross-Site Request Forgery”, Wikipedia, http://en.wikipedia.org/wiki/Cross-site_
request_forgery

® 2013 OWASP Top 10 - A8 Cross-Site Request Forgery(CSRF), OWASP, https://www.
owasp.org/index.php/Top_10_2013

® CSRF Prevention Cheat Sheet, OWASP, http://www.owasp.org/index.php/Cross-Site
_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet

@ Spring MVC support for CSRF prevention, eyallupu, http://blog.eyallupu.com/2012/04
/csrf-defense-in-spring—-mvc-31.html

® Cross-Site Request Forgery: Demystified, ynori7, http://halls—of- valhalla.org/beta/
articles/cross—site-request-forgery-demystified,47/

® Cross-SiteRequestForgeries: ExploitationandPrevention,WilliamZellerandEdwardW.
Felten, http://people.eecs.berkeley.edu/~daw/teaching/cs261-111/reading/csrf.pdf

@ Cross Site Request Forgery Protection, Django, http://docs.djangoproject.com/en/1.8
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® CWE-113 Failure to Sanitize CRLF Sequences in HTTP Headers('Http Response Splitting),
MITRE, http://cwe.mitre.org/data/definitions/113.html

® Unvalidated Redirects and Forwords Cheat Sheet, OWASP, www.owasp.org/index.php
/Unvalidated_Redirects_and_Forwards_Cheat_Sheet

@ WASC Threat Classsification v2.0 HTTP Response Splitting, WASC, http://projects.
webappsec.org/w/page/13246931/HTTP%20Response%20Splitting

@ WASC Threat Classification v2.0 URL Redirector Abuse, WASC, http://projects.webappsec.
org/w/page/13246981/URL%20Redirector%20Abuse



® Google blog article on the dangers of open redirects, Jason Morrison, http://googleweb
mastercentral.blogspot.com/2009/01/open-redirect-urls—is—your-site-being.htm|

® Preventing Open Redirection Attacks (C#), Hon Calloway, http://www.asp.net/mvc/
overview/security/preventing—open-redirection-attacks
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® CWE-119Improper Restriction of Operations with in the Bounds of a Memory Buffer,
MITRE, http://cwe.mitre.org/data/definitions/119.html

® Buffer Overflow, Wikipedia, http://en.wikipedia.org/wiki/Buffer_overflow

@ WASC Threat Classification v2.0 Buffer Overflow, WASC, http://projects.webappsec.
org/w/page/13246916/Buffer%200verflow

@ Smashing The Stack For Fun And Profit, Aleph One, http://insecure.org/stf/smashstack.html
® Stack Buffer Overflow(A B! HIHRHEZ ), Inhack, http://inhack.org/wordpress/?p=2932

® Stack-based Overflow Exploit: Introduction to Classical and Advanced Overflow Technique,
wowhacker, http://web.archive.org/web/20070818115455/http://www.neworder.box.
sk/newsread.php?newsid=12476

@ CWE-134 Uncontrolled Format String, MITRE, http://cwe.mitre.org/data/definitions/
134.html

WASC Threat Classification Format String, WASC, http://projects.webappsec.org/w/
page/13246926/Format%20String
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(® CWE-807 Reliance on Untrusted Inputs in a Security Decision, MITRE, http://cwe.mitre.
org/data/definitions/807.html

@ CWE-476 NULL Pointer Dereference, MITRE, http://cwe.mitre.org/data/definitions/
476.html

® CWE-190 Integer Overflow, MITRE, http://cwe.mitre.org/data/definitions/190.html

@ NullPointerDereferencezt? Wisedog, http://story.wisedog.net/null-pointer-dereference
-%EB%9E%80/

® “Understanding ASP.NET View State”, Microsoft, http://cwe.mitre.org/data/definitions
/807 .html

® Hash-based message authentication code, Wikipedia, http://en.wikipedia.org/wiki/Hash
—-based_message_authentication_code#External_links
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(bean id="multipartResolver"
class="org.springframework.web.multipart.commons.CommonsMultipartResolver")
(I-- max upload size in bytes --)

{property name="maxUploadSize" value="20971520" /){!-- 20MB --)

{I-- max size of file in memory (in bytes) --)

{property name="maxInMemorySize" value="1048576" /) {I-- IMB --)

{/bean)
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® CWE-434 Unrestricted Upload of File with Dangerous Type, MITRE, http://cwe.mitre.
org/data/definitions/807.html

® CWE-494 Download of Code Without Integrity Check, MITRE, http://cwe.mitre.org/data
/definitions/494 html

@ 2010 OWASP Secure Coding Practices, OWASP, File Management, https://www.owasp.
org/index.php/OWASP_Secure_Coding_Practices

@ 2016 OWASP Application Security Verification Standard, OWASP, Files and Resources
Verification Requirements, http://www.owasp.org/index.php/Category:OWASP_
Application_Security_Verification_Standard_Project

® Unrestricted File Upload, OWASP, http://www.owasp.org/index.php/Unrestricted_File
_Upload

® Improve File Uploaders' Protections, Sorouch Dalili, http://soroush.secproject.com/
downloadable/Improve%20File%20Uploaders%E2%80%99%20Protections. pdf

@ 8 Basic Rules to Implement Secure File Uploads, SANS, http://software-security.sans.
org/blog/2009/12/28/8-basic-rules-to-implement-secure-file-uploads

Top 25 Series—Rank 20-Download of Code Without Integrity Check, SANS, http://soft
ware-security.sans.org/blog/2010/04/05/top-25-series-rank-20-download-code
—integrity—check/

® “Introduction to Code Signing”, Microsoft, http://msdn.microsoft.com/en-us/library/
ms537361(VS.85).aspx

Authenticode, Microsoft, http://msdn.microsoft.com/en—us/library/ms537359(v=VS.
85).aspx
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* Spring Security: http://spring.io/
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® CWE-306 Missing Authentication for Critical Function, MITRE, http://cwe.mitre.org/data
/definitions/306.htm|

® 2013 OWASP Top 10 - A7 Missing Function Level Access Control, OWASP, https://www.
owasp.org/index.php/Top_10_2013

@ Authentication Cheat Sheet, OWASP, http://www.owasp.org/index.mmmphp/Authen
tication_Cheat_Sheet

@ 2016 OWASP Application Security Verification Standard, OWASP, Authentication Verifi
cation Requirements, http://www.owasp.org/index.php/Category:OWASP_Application
_Security_Verification_Standard_Project

® Digital Authentication - The Basics, Dawn M. Turnet, http://www.cryptomathic.com/
news-events/blog/digital-authentication—the-basics
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® Y328 WAJYE=(0TP) Yua|Es ZT2MY SHEHEEMI &S|, http://www.tta.or.kr/data/
ttas_view.jsp?rn=1&r1=Y&n2=&rn3=&pk_num=TTAK.KO-12.0193&nowSu=4&standard
_no=&kor_standard=otp&publish_date=&section_code=&acode1=&acode2=&scode 1=
&scode2=&order=publish_date&by=desc&totalSu=14

@ B S MAHQIA 7|8t ZHH ZQIQ1IE 710[=2Q!, St QIEBITIS |, http://www.kisa.or.kr/
notice/press_View.jsp?mode=view&p_No=8&b_No=8&d_No=1484

Spring Security — Authentication, eGovFrame BEZI3|QIT & http://www.egovframe.
go.kr/wiki/doku.php?id=egovframework:rte:fdl:server_security:authentication

© ASP.NET Authentication, Microsoft, http://msdn.microsoft.com/en-us/library/eeyk64
Oh.aspx
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® CWE-307, Improper Restriction of Excessive Authentication Attempts, MITRE, http://
cwe.mitre.org/data/definitions/307.html

@ 2013 OWASP Top 10 - A2 Broken Authentication and Session Management, OWASP,
https://www.owasp.org/index.php/Top_10_2013

® 2016 OWASP Application Security Verification Standard, OWASP, Authentication Verifi
cation Requirements, http://www.owasp.org/index.php/Category:OWASP_Application
_Security_Verification_Standard_Project

@ Authentication Cheat Sheet Prevent Brute Force Attacks, OWASP, http://www.owasp.
org/index.php/Authentication_Cheat_Sheet#Prevent_Brute-Force_Attacks

® WASC Insufficient Anti—automation, WASC, http://projects.webappsec.org/w/page/
13246938/Insufficient%20Anti-automation
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® CWEH21 Weak Password Requirements, MITRE, http://cwe.mitre.org/data/definitions/521.html

@ OWASP Top 10 - A07:2021 Identification and Authentication Failures, OWASP,
https://www.owasp.org/www-project-top-ten

® 2016 OWASP Application Security Verification Standard, OWASP, Authentication Verifi
cation Requirements, http://www.owasp.org/index.php/Category:OWASP_Application
_Security_Verification_Standard_Project

@ WASC Threat Classification Abuse of Functionality, WASC, http://projects.webappsec.
org/w/page/13246913/Abuse%200f%20Functionality

® WASC Threat Classification Insufficient Password Recovery, WASC, http://projects.
webappsec.org/w/page/13246942/Insufficient%20Password%20Recovery

® Forgot Password Cheat Sheet, OWASP, http://www.owasp.org/index.php/Forgot_
Password_Cheat_Sheet

@ Password Storage Cheat Sheet, OWASP, http://www.owasp.org/index.php/Password
_Storage_Cheat_Sheet
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® CWE-285 Improper Authorization, MITRE, http://cwe.mitre.org/data/definitions/285.
html

® 2013 OWASP Top 10- A7 Missing Function Level Access Control, OWASP, https://www.
owasp.org/index.php/Top_10_2013

@ CWE-732 Incorrect Permission Assignment for Critical Resource, MITRE, http://cwe.
mitre.org/data/definitions/732.html

@ 2016 OWASP Application Security Verification Standard, OWASP, Access Control Verifi
cation Requirements, http://www.owasp.org/index.php/Category:OWASP_Application
_Security_Verification_Standard_Project

® Access Control Cheat Sheet, OWASP, http://www.owasp.org/index.php/Access_Control
_Cheat_Sheet

® WASC Threat Classification Directory Indexing, WASC, http://projects.webappsec.org
/w/page/13246922/Directory%20Indexing

@ Role Based Access Control (RBAC) and Role Based Security, NIST, http://csrc.nist.gov
/groups/SNS/rbac/

CAPEC-101 Server Side Includes (SSI) Injection, CAPEC, http://capec.mitre.org/data/
definitions/101.html
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® CWE-615 Information Exposure Through Comments, MITRE, http://cwe.mitre.org/data
/definitions/615.html

® CWE-321 Use of Hard-coded Cryptographic Key, MITRE, http://cwe.mitre.org/data/
definitions/321.html

©® &= 7| &= QHhA, 2014,

rot

ZOIHYIRIS A, http://seed.kisa.or.kr/

@ Key Management Cheat Sheet, OWASP, http://www.owasp.org/index.php/Key_Manage
ment_Cheat_Sheet

® 2016 OWASP Application Security Verification Standard, OWASP, Cryptography at Rest
Verification Requirements, http://www.owasp.org/index.php/Category:OWASP_
Application_Security_Verification_Standard_Project

® Recommendation for Key Management, NIST SP 800-57 Part1 Revesion4, http://nvipubs.
nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf

@ Use of hard-coded cryptographic key, OWASP, http://www.owasp.org/index.php/Use
_of_hard—coded_cryptographic_key

Cryptographic Storage Cheat Sheet, OWASP, http://www.owasp.org/index.php/Crypto
graphic_Storage_Cheat_Sheet

® A basic encryption strategy for storing sensitive data, [Tworld, http://www.itworld.com
/article/2693828/data—protection/a—basic-encryption-strategy-for-storing—sensitive
—data.html

112 | £ZE9I0f HEEHLt JH0I=



g
A
_ _ [°]
23 EEAE
wgE | s
oy IAHBE TE YZL TRES2 SHE OXIet 45 YTABS MHGHT S28 US| 2o|
=< BE, £25 L 22 MBS OIS AT 2B MHHOF BTt
® Ch7| E HIHE7 1S 0| S3HA LSS 28510F ot 3L SROIEUTIS Y| "Y50Ig
OHLA OfIAf HOI5HD QU= B3t UTRIS T QFHI0| BE| O457] ZU0IS ARBHOF BICH
_ R o _ _ . |2 X
SOHHH | @ =53 EX| O YBEHE 2| AoH HAIZES S B OHHS Al 225D =
SE 72 HS5(0] YSata0f FILH, &
@ b4 M Al QIRIB 4 M AITIZIES AIR a0} Bic =
of
il
l:lE}
S o
7} FHE 7HL o

= = == = = = M3z
SWHLAISS SZE4H MU0 MEE MAYCE £557| 50 AT 2ag g4= =
012510 HARAEES UF= HYS Aol |= 3ttt 12 X2 base642t 22 X|LIX[A ot :
Q1T E4E ABSIT AT S QIHsHH HES 4 it !
A

-]

oF

. . 7t

miEfebe Flofst 2o 2ATH|E AR L5
Sk
SEED, ARIA, AES, Blowfish2} o1& g HaZ

eHEE otE WIE BE AHREC)

-

=

A

Y= 4

secure G #12zd4 10?5

i g il

coding 82 Sidecrypt) @sflad-2 2

7t

0

=

ue uae
(plain text) (cipher text)
Moz
&
=
eES 7= HE= 12800
HICEI7| = 204Bbit Ol & &
AR OF 2T
MI3E ‘ 113

SM-AHEH 2oty 2S



HEE A5 UYT2IES AIZSIERIE 7| 2017} 25| UK OB H2 AIZHolof 7|5 Ko
4 91T 02 013} BAX} ¢S stE HO|EL HAYCS 258t 3 4 QU HCt

e

T — " armo i g0l

{ ] 3t T |

| Beo e | mEOR Ma

i 7 -
® | A ;
i \ )

java.util. Random

java.Math. random( ) ; ar
t java.security.SecureRandom

123 823
234 568
324 654
922 843
898 691

543

28 7ty
e

S

114 £ZE0 R J0|=



1%
IHARIE KA Al Lufat ofilet2| HE= 01010 ARKES] oli|ZE MASIC}. TR IHARIES A
SE(Salt)gl0] oi4lotd NASHHH, Z3A4X= ZQIES EHO[E 20| 7tst 25 A
CHol off+lzt= OI2] Aldtotal, O|E 0|Z ¢t MpZAE HARIES &S 4 UA| HLH
mi=feiell SE l0] LSk sliplEts A
[ HASH (Passward) ][_ HASH (Password + salt) ] 2%
S 4 4 LoLLLL =
& % ¥ & ¥ # =
" - o = W W W W A W RIS %1\
A
&
(lJJ
Rainbow Table Rainbow Table 33
Hllud:l
H3%
HYE IWMH7| HE
= H 1} HHI}
Lt AA Al At
O U&7 EE HITHET |12 0ISoHA /25512 2510F oH 2 SRRSO 1S wg
Ln2|E L 7| Z0| 0|8 QLA 0N Helotl! U= LS et L2|Fi M0 HEE= 3
o
US7| ZO|E AtEalOF otCt f:
=
Y|
3
%).I
7t
iell NIST 22IE oA QXIDIZE R £[4 3| 20l 210 0|
) HIHA7| s Y1a|E (H|E)
ormas ot et e L)
oY 2z o 0 s Eteiad s
° SlinklES 2ol (ex. KCDSA) T z
1TI|7|?_|' (ng) RSA o2 o
(=otzE) | (ex.RSA) - (ex. ECC)
37H7| 1217 :
201 1H0IM
203047 112 112 2048 2048 224 224
M3 ‘ 115

SM-AHEH 2oty 2S



HICHE?| 25 LU2|E (HIE)
S o |
EoJr;:-ul\-lE iﬁ EE Of 4T EfeIm A
o (=} = ?_IA‘E'; ET hil
T BT N s B X KCDSH) us
Lo '3‘7H7| 7Hc|>_|;| (ex. ECC)
128 128 3072 3072 256 256
20304 0|5 192 192 7680 7680 384 384
256 256 15360 15360 512 512
H 310 Al PG nklnkEES
23 2LH(2018) NIST(D|=, 2015)
SEED
a7 s Lne|s HIGHT AES
(EEYD) ARIA 3TEDA
LEA
SHA-224
SHA-256
SHA-384
SHA-512 SHA-224
SHA-512/224 SHA-256
SHA-512/256 SHA-384
SHA3-224 SHA-512
N SHA3-256 SHA-512/224
=T SHA3-384 SHA-512/256
SHA3-512 SHA3-224
LSH-224 SHA3-256
LSH-256 SHA3-384
LSH-348 SHA3-512
LSH-512
LSH-512/224
LSH-512/256
DH
7| meg DH ECDH
eme ECDH MQV
ECMQV
2747 .
ors orpals o253 RSAES RSA
en A5A
TR HE DSA
ECDSA ECDSA
EC-KCDSA

AIEQ0] JHEES! JI0IE

116



=59 £|X| = Y2stE +ot7| ?loll siAIE+-E AtSot= B AT oAl 2S5t
£E S HEot0] A 3t6H0F STt

SHAISfr= ABSHO| et HARIRIS/7| Re/d-dd80 He sHA(HARIYS) /HA
MEELZ LIFAIH, A ZSX1t HOIYE=0f Def MEf5H0] 0|8ettt.

23 2OKrY 32
ERE Fofst 2 at AT2IE AIS
2o0|5 SE5{R 942 7| 20| NS
2o0|5 HTGK| 02 4 AU A
20015 XY SN R84 AS
2905 SE 0] UL HHEA AIZ

2t ARAR|

E{SIHZNE M= 4535} 7|2 HOt ‘@8’ (2015-10-26, X|C|HT 2|0}

= F2 AHNWY AOIES Hell REE A2t S4E MSots BAOIEL XHoles ¥2st LS
(SHA1)0| 0|2 H 25| YRE M2t HOIZH M| eEE 4= U= A2 LIEHHT.

= Ha M=

ot2st ZAS 'S= D A(collision attack)'0|2t £

Of2 AIF0| &H O Ol SHATS 83! oli+{at=2 oIt 27| ot

SHATO| & 71X M2 THE ZEE YHYE M, 22 o+l US0 & 4 A= AIF0| 20= AO|LH 01

oM MDBRHE 83t UT2IZ A SHATT 22 S=2 BRHUKD 022 hyOR 3 0|, 0jA2i
8710 401 NORABEEEN IZ8 SR (Flame) 44227} 0248 MOSH Ghe! S52212 B8
5 M98 +HeH= ot

e 117

A M| EHH| HOt2ts} BHE

AL
_I



of, Xtz
® CWE-327 Use of a Broken or Riscky Cryptographic Algorithm, MITRE, http://cwe.mitre.
org/data/definitions/327.html

@ CWE-326 Inadequate Encryption Strength, MITRE, http://cwe.mitre.org/data/definitions
/326.html

@ WASC Insufficient Data Protection Working, WASC, http://projects.webappsec.org/w
/page/33923604/Insufficient%20Data%20Protection%20Working

@ 2016 OWASP Application Security Verification Standard, OWASP, Cryptography at Rest
Verification Requirements, http://www.owasp.org/index.php/Category:OWASP_
Application_Security_VerificationStandard_Project

® Cryptographic Storage Cheat Sheet, OWASP, http://www.owasp.org/index.php/Crypto
graphic_Storage_Cheat_Sheet

® e Li12|E & 7| 20] 0|& 2L, 2018,

o

ZOIEHUIRIER, http://seed.kisa.or.kr/
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® CWE-312, Cleartext Storage of Sensitive Information, MITRE, http://cwe.mitre.org/data
/definitions/312.html

® CWE-539 Information Exposure Through Persistent Cookies, MITRE, http://cwe.mitre.
org/data/definitions/539.html

® 2016 OWASP Application Security Verification Standard, OWASP, Data Protection
Verification Requirements, http://www.owasp.org/index.php/Category:OWASP_
Application_Security_Verification_Standard_Project

@ Sensitive Data, Microsoft Patterns & Practices, MSDN, http://msdn.microsoft.com/en
-us/library/tf650867.aspx

® Password in the Clear, W3C, http://www.w3.0rg/2001/tag/doc/passwordsInTheClear-52
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® CWE-319, Cleartext Transmission of Sensitive Information, MITRE, http://cwe.mitre.org
/data/definitions/312.html

® Transport Layer Protection Cheat Sheet, OWASP, http://www.owasp.org/index.php/
Transport_Layer_Protection_Cheat_Sheet

® 2016 OWASP Application Security Verification Standard, OWASP, Communications
security Verification Requirements, http://www.owasp.org/index.php/Category: OWASP
_Application_Security_Verification_Standard_Project

@ The Transport Layer Security (TLS) Protocol Version 1.2, RFC5246, http://tools.ietf.org
/html/rfc5246

® User Privacy Protection Cheat Sheet, OWASP, http://www.owasp.org/index.php/User
_Privacy_Protection_Cheat_Sheet#Strong_Cryptography
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® CWE-209 Information Exposure Through an Error Message, MITRE, http://cwe.mitre.
org/data/definitions/209.html

@ CWE-390 Detection of Error Condition Without Action, MITRE, http://cwe.mitre.org/data
/definitions/390.html

@ CWE-754 Improper Check for Unusual or Exceptional Conditions, MITRE http://cwe.
mitre.org/data/definitions/754.html

@ Error Handling, Auditing and Logging, OWASP, http://www.owasp.org/index.php/Error
_Handling,_Auditing_and_Logging

® Improper Error Handling, OWASP, http://www.owasp.org/index.php/Improper_Error_
Handling

® "Best practices with custom error pages in .Net", Micro Support, http://support.microsoft.
com/default.aspx?scid=kb;en-us;834452

@ WASC Fingerprinting, WASC, http://projects.webappsec.org/w/page/13246925/Finger
printing

WASC Information Leakage, WASC, http://projects.webappsec.org/w/page/ 13246936
/Information%20Leakage
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® CWE-488 Exposure of Data Element to Wrong Session, MITRE, http://cwe.mitre.org/
data/definitions/488.html

® 2013 OWASP Top 10 - A6 Sensitive Data Exposure, OWASP, https://www.owasp.org/
index.php/Top_10_2013

@ WASC Threat Classification Credential and Session Prediction, WASC, http://projects.
webappsec.org/w/page/13246918/Credential%20and%20Session%20Prediction

@ 2016 OWASP Application Security Verification Standard, OWASP, Session Management
Verification Requirements, http://www.owasp.org/index.php/Category:OWASP_
Application_Security_Verification_Standard_Project

® Session Management Cheat Sheet, OWASP, http://www.owasp.org/index.php/Session
_Management_Cheat_Sheet

® “HTTP State Management Mechanism”, RFC 6265, IETF, http://tools.ietf.org/html/rfc
6265

@ Unauthenticated Session Fixation Attacks, Christian Schneider, http://www.christian-
schneider.net/UnauthenticatedSessionFixationAttacks.html#main

Session Fixation Attacks and Protections in Web Applications, Raul Siles, http://media.
blackhat.com/bh-eu-11/Raul_Siles/BlackHat_EU_2011_Siles_SAP_Session-WP.pdf

® Insufficient Session—ID Length, OWASP, http://www.owasp.org/index.php/Insufficient
_Session-ID_Length
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ISR
—SEHH AIRGZE JI0IE

ISINES
T2 O3 0| TSt 25 £ Fo SAESH S, /Y| HRE SAXY, YT 22
RAOIH IS SOZ Qlof WS- OO SQL 49, IZAAOIE ATYE(XSS) S
7S QuE 4 A
1. SQL &gl
7k ML
HOIEfHOIADB)2 HEE Y SBIL2 IH0IA U21T LIOIEI] st R8N HES 51K 213
A9, 2HA U2 E U URL Y20) SOL £2 4sl0l DBRRE HEs FaisiiLt
REE 4 QI BOIOFHS Uit

Foet o SRTRIHNME AIBKRRE YT S WEY I 0| G0 S5 12
(Dynamic Query}E HA517| TZ0| HHUX7E QI=5tR] o2 H2{7t MA=0| B RS

A
o12E 4 9L

L

4 sXZ2|(Dynamic Query) : DBOIA AA|IZIOZ gh= 2| Parameterized Statement?t & 2|7t 2
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Lt EHOICH Y

=

PreparedStatementdZid| 5SS 0|&5t0 DBO| ZIY = 242 Mot HHS

AHESIT}. PreparedStatementE At&ot= A20= DB H2|0| A== | 22401 thotod

SR 2 2| 0240 E HEYSHT, AEX(Struts), AZH(Spring) St 22 B YT E
2:

AEots 4R0s AR YHet dEE= K EARES S0 HF0f —*.’éﬁﬁﬂ FE ot

I'Il'

Ct. =0

Ct=2 QIMGHK| 42 TEQ| 0|2, F 25 E YUY gubun? 442 OFF & Z3ES AXIA|
240 SQL #HeE M-dok=0 ArEdtr ULt 0] AL gubun?| 2= a' or 'a' = 'a & YAHSHH
XZH0| b_gubun = ' or 'a' = 'a' 2 HHY | FH2|Q AxIt HAZ board HIO|ELQ 2

LE0| ==&

/AR ERE U2 S HF Q10| AT Z S QHHSIX| 4Lt
String gubun = request.getParameter("gubun"”);

String sql = "SELECT * FROM board WHERE b_gubun =" + gubun + "*;
Connection con = db.getConnection();

Statement stmt = con.createStatement();

/AR 2RE LYHU2 70| AZ L= X2| 910] 22 +YE|0f QXS] QICt.
ResultSet rs = stmt.executeQuery(sql);

PreparedStatement : ZALIAE FH2| |2 MySQL, Oracle, DB2, SQL Server SHA X|25tH, Java?l JDBC,
Perl2| DBI, PHPL| PDO, ASP2| ADOE 0|25t AtE7ts
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0|2 QHMSt FEZ HekolH Chgnt 2Lt Oi2t0|E(Parameter)S BH= PreparedStatement

HHE M AEZHOZ MMGEHN, M2t0|H 22S setString, setParameter 52 HAEZ
A3 o, 2229 UHO| H2o LXE HH= AS YAX[SHOF St

String gubun = request.getParameter("gubun”);

[/1. AL2X}0]| Qloff 22 HE UHH2 ZE2 OIMGIX| 42 &~ Y2B 2, PreparedStatement
AMEZE floll ?2XI2 HiolY Ha-E AZSHTY.

String sql = "SELECT * FROM board WHERE b_gubun = ?";

Connection con = db.getConnection();

//2. PreparedStatement AI2SLCE,

PreparedStatement pstmt = con.prepareStatement(sql);

//3. PreparedStatement ¥ & &4+ AEYOR M5, M2I0|E £E2S setString S2
HIAEZ 47510 QHHSICt.

pstmt.setString(1, gubun);

ResultSet rs = pstmt.executeQuery();

MyBatis Data Map2 L0 U=
40| ootX| A2 HEIL e EE = U

20l SQL Hozs AZole =AER ARBEE=

&2 E{O|L.

i
[
i
[

(?xml version="1.0" encoding="UTF-8" ?)

{IDOCTYPE mapper PUBLIC "~//mybatis.org//DTD Mapper 3.0//EN*
"http://mybatis.org/dtd/mybatis-3-mapper.dtd")

(select id="boardSearch" parameterType="map" resultType="BoardDto")

//$7128 MEdl= 42 0N L= E keywordZtS XIS Z st YEZ 2|0 YrFE22
QITSEX| 2Lt
select * from tbl_board where title like '%$ {keyword }%' order by pos asc

(/select)
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Q5 UHLUS MyBatis H2|Holl HIIFE AR § 7127t Ot # 7|55 ALEaloF Bttt $ 7|
Algot=s 42 YEU= 2AE0 Zehots EH = #e(0 HHoE= H2 20| =4E & ‘RAEF.

oFHgt I =2f of MyBatis

(?xml version="1.0" encoding="UTF-8" ?)

{IDOCTYPE mapper PUBLIC "~//mybatis.org//DTD Mapper 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-mapper.dtd")

(select id="boardSearch" parameterType="map" resultType="BoardDto")

//$ Tl #7155 AESH0 M7t 2ol BiolE & 4 UES F5t= A0| QHHGHT.
select * from tbl_board where title like '%'||# {keyword }||'%" order by pos asc

{/select)

HibernateQ| B2 7|22Z PreparedStatementE AFZSHA|Rt, Ofeff TEQF 20| If2t0|E]
BRI (binding)B10| AtE S 42 AR = E B2 2o Qs #H2|e| 27t HE 2 & QUCh

o

HMoHX| 42 AE9 0 Hibernate

import org.hibernate.Query

import org.hibernate.Session

[/AR2RH UHE2 S AE Q10| ALET Z <2 QHEIGHA| Q4L

String name = request.getParameter('name”);

//Hiberate= 7|29 2 PreparedStatementS AFR6IX|2t 20| E] HIQIE Q10| AR & AR
QEGER| QL.

Query query = session.createQuery("from Student where studentName =" + name +"");

XAz
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Of2f A 9F 20| 2% Q20| YRIsH= 2
Aol S WRt0|EH HYEs RIS (binding)S &
_J'K_ o

HEATI= AE YA

i ey

0JEf $14-2 951D, 4

=
20 9ol 90| A9 RX

2227 EE By 112 3
] =

import org.hibernate.Query

import org.hibernate.Session

String name = request.getParameter('name”);

//1. T2t0[E HRIZES [ 7& AHESHTt.

Query query = session.createQuery('from Student where studentName = ? ");
//2. T2t0[E HIQIZS AMSSH0 2R =0 Qs H2| 71X HES ot ALEdtIL
query.setString(0, name);

import org.hibernate.Query

import org.hibernate.Session

String name = request.getParameter("name");

/1. of2to[E HIIZS 9fsH BHE mf2to|E HaE ALESICL

Query query = session.createQuery("from Student where studentName = :name ");
//2. TH2t0[E HIQIZS AMSSH0 2F =0 Qo H2| 71X HES ot ALEstIL
query.setParameter("name”, name);

CE C# ZE= 2F Y=as SOL #Heloll HE AlEatl U0, #Hel9| 27t HEE AH0|

AU,

QIHSIX| U2 ZE9| O C#

public void ButtonClickBad(object sender, EventArgs e)

{
string connect = "MyConnString";
string usrinput = Request['ID"];

// AR ZRE] =2 Zt3 SQL Halo 2 AH8dHs A2 QAHSIX| QICt.
string query = "Select * From Products Where ProductID =" + usrinput;
using (var conn = new SqlConnection(connect))

{
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QIHSIX| 242 ZEQ| O C#

using (var cmd = new SqglCommand(query, conn))
{
conn.Open();
cmd.ExecuteReader(); /* BUG */
}
}
}

Ief0lE BIRIGE AME0H0] 29 27t HEE A—S MIA5HO0F BT

QrHst 9| o C#

void ButtonClickGood(object sender, EventArgs e)
{
string connect = "MyConnString”;
string usrinput = Request['ID"];

//ar2t0]E HIRIFS 2ls @ S AFBEILICE 23] Ziofl ofs 2| X HAS & 5 USLICH
string query = "Select * From Products Where ProductID = @ProductID";
using (var conn = new SglConnection(connect))

{
using (var cmd = new SglCommand(query, conn))
{
cmd.Parameters.AddWithValue("@ProductID",
Convert.Tolnt32(Request["ProductID"]);

conn.Open();

cmd.ExecuteReader();

}

}

ru

b &0XtE

® CWE=-89 SQL Injection, MITRE, http://cwe.mitre.org/data/definitions/89.html

® Threat and Vulnerability, "SQL Injection”, Microsoft, http://technet.microsoft.com/en-
us/library/ms161953%28v=SQL.105%29.aspx
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@ Input validation and Data Sanitization, Threat and Vulnerability, Prevent SQL Injection,
CERT, http://www.securecoding.cert.org/confluence/display/java/IDS00-J.+Prevent
+SQL+injection

@ SQL Injection Prevention Cheat Sheet, OWASP https://www.owasp.org/index.php/SQL
_Injection_Prevention_Cheat_Sheet
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7L M

TR ATEY0{0| O|=H SHS HHGHTS YO| TEES HRI510 ATEY 0P} MO
SXGITE Sl HOIOFNS WACH IC MYUIS D2IY 9A0j KO ZIS0 OfsAa:
RISHEICHS HoIA SBRIH Z0| el ci2ct

SHIEE Ade = U= +E AESH| It R Al M VHSst SHIEE g 4e=

A REE, 27 U 0| ot 20|EZAE WAOZ Soiell} T RFer AL

Dofole=s & IO A2E= AFSAL 9 42 EHE ot

Ct. ZE0H|

C+S OiIM|2] AAT = javax.script.ScriptEngineManagers Ao ScriptEnigneManeger()2
A

AFBTFO] Q212 Al5t0] B2BICE 0] PP, B2RK= XXHHH ©

= ) 0142 Q215 Z2TCES 0830
NEES

[= R |

o
o]
N
N
T
HE
=)
=
Mo
4>
20
o

public class CodelnjectionController {
@RequestMapping(value = "/execute”, method = RequestMethod.GET)
public String execute(@RequestParam("src”) String src)
throws ScriptException {
ScriptEngineManager scriptEngineManager = new
ScriptEngineManager();
ScriptEngine scriptEngine =
scriptEngineManager.getEngineByName("javascript”);
/] 215 UAUQ! srcE javascript eval E4Z2 HGI QU0| OFHGIX| AL,
String retValue = (String)scriptEngine.eval(src);
return retValue;
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S OIAdlE 2E 92 22 javascriptl] new Function()C2 SHOZ FEE A

02
et
+

°
ful

OIHSIA| 92 TE2| 0 JAVA
(body)
(%
String name = request.getparameter(‘name”);
%)
(script)

// 25 224242l nameS javascript new Function()2 0|835}0{ 2XIHS st4+2 Malist QICt
(new Function({%=name%)))();
{/script)
{/body)

9l Q12] 210 0| TH53 TEJL BEEIO] US B U2 U2 LE 510) AFHO| 2Bt
TEE 271510 AENRUS S 4 QUL 02 ZXIZ Y FS 22 2ol Hefof nfzt B
EHAIS HH0I0| HZa0f BT

okt I=9f ¢f JAVA

@RequestMapping(value = "/execute", method = RequestMethod.GET)
public String execute(@RequestParam("src") String src) throws ScriptException {
/] B1AS 018510 E-EXt A=A| OIS Y HAIZICY.
if (src.matches("[ \ \w]*") == false) {
throw new lllegalArgumentException();
!
ScriptEngineManager scriptEngineManager = new ScriptEngineManager();
ScriptEngine scriptEngine = scriptEngineManager.getEngineByName("javascript”);
String retValue = (String)scriptEngine.eval(src);
return retValue;
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QtFSt AE9| O JAVA

@RequestMapping(value = "/execute”, method = RequestMethod.GET)
public String execute(@RequestParam("src") String src) throws ScriptException {
[/ RE% 22X “ " U 32 H¥E HAS SEFHH.

if (src.matches("UNDER_BAR®) == true) {

// %5@_ ‘E‘xl' u$- OEI 704_?_ Al ?'gﬂ%* u'"ﬁE §§@q

} else if (src.matches("DOLLAR®) == true) {

/] REBIR| U2 SR2R YA GIAS HMAIZICH
}else {
throw new lllegalArgumentException();

2}, EOXE
® CWE-94: Improper Control of Generation of Code (‘Code Injection’) , MITRE, http://cwe.
mitre.org/data/definitions/94.html

@ CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code ('Eval
Injection’) , MITRE, http://cwe.mitre.org/data/definitions/95.html

® Code Injection Software Attack, OWASP, https://owasp.org/www-community/attacks
/Code_lInjection
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F YU I 3 A S AL A0 tHet B2 S2 MES 5182 8
AAEI0] Eook= AR o= BIE & U= HOIFHOIL. Z224 3
0 A

|5101 BZRE RIS SHAH, ALY Heles, A

Lt. EHOtCH

QIO AHZ (I, AZQ| E F)9| AHEXIZ AlZol=s 4, MAESt HES HAEE
SHHLE, AFH0]| HOlEl Melct 2| AENM MEE| = SHCF Eo|, 2[229| H0| IAUHO A0 =
A2 a3|(directory traversal)3) 229| /30| U= 2R “ /W .. S )2 HHE £ = THE
O|EotCt,

Ct. IE0fH|

QIF UHUP)O| HIHZ LHES FZ LA 2 HY0| ABE12 ULt T SAXLOf oJ5f P2
USZ ../../..[rootFile.txtet E2 %S HELotH O=otA| LU MU LHZ0| HIH0| A0

NSO 12312 ZLt

/AR ELE U2 S HF Q10| A& Z R QHHGIX| Lt
String fileName = request.getParameter("'P");
BufferedInputStream bis = null;

BufferedOutputStream bos = null;
FilelInputStream fis = null;
try {
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QFHalx| B2 ZE2| o JAVA

response.setHeader("Content-Disposition”, "attachment;filename="+fileName+";");

[/AR2RE Y2 Z10] AF E= X2l 90| IR 2|0 = UCE
fis = new FilelnputStream("C:/datas/" + fileName);

bis = new BufferedInputStream(fis);

bos = new BufferedOutputStream(response.getOutputStream());

2 0 T510] HTARE B 4+ QTS 245 BNU(/ W & .. 5)2 ML

ket L9 ¢ JAVA

String fileName = request.getParameter("P");
BufferedInputStream bis = null;
BufferedOutputStream bos = null;
FilelnputStream fis = null;

try {

response.setHeader("Content-Disposition”, "attachment;filename="+fileName+";");

[/ AR U2 ZS 23| EXE(/W)S MAHSHL AHZSHOFEHCY.

filename = filename.replaceAll("WW.", "").replaceAll("/", ™).replaceAll("WWWW", ");

fis = new FilelnputStream("C:/datas/" + fileName);
bis = new BufferedInputStream(fis);
bos = new BufferedOutputStream(response.getOutputStream());
int read;
while((read = bis.read(buffer, 0, 1024)) I= -1) {
bos.write(buffer,0,read);
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QIXZL0] MY 0|52 AR0i= 0HZ2(701M0iIM H(HIgh et TI2E 2| ciitthelp_filestOll Al

=al
Whosts™t 20| Z2XA SXUS Bt Q20| SOIRE 22 FI0| M Z2o| LAS
HRE 4+ ALt

QHHMSIX| 42 ZEQ| 0 JAVA

public class ShowHelp {
private final static String safeDir = "c:¥W¥help_filesW";
public static void main(Stringl] args) throws I0Exception {
String helpFile = args[0];
try (BufferedReader br = new BufferedReader(new FileReader(safeDir + helpFile))) {
String line;
while ((line = br.readLine()) 1= null) {
System.out.printin(line);

QIF Y MU Z2E ZEOIH MY AL Hdots =28 USA| HOOF sttt
QIROIM Y E= B0l tHotK null HEE AM|=Zotd, QR0M e = T 0|F0IM F2 2%

EAE HA =X 2 AEotES i,

public class ShowHelpSolution {
private final static String safeDir = "c:¥WWthelp_filesW";
[/BRXX 2XIH 23 O15LE SQI51 1 XX| £ AISSI=S $iCt.
public static void main(String[] args) throws IOException {
String helpFile = args[0];
if (helpFile 1= null) {
helpFile = helpFile.replaceAll("W¥. {2, }/\WWWWwl", ™);
}
try (BufferedReader br = new BufferedReader(new FileReader(safeDir + helpFile))) {
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Chg C# AL oI Y2Us TUB0Y 2 ARSI QT Ol Q=A| 242 T talg .
7t8E 5 UL o
Q
OMM5}X| 22 FEQ| of C#
/8 23 Zto] AZ ¢lo] mAXz|of| AF2 E[AULCE
string file = Request.QueryString['path"];
if (file 1= null)
{ 2z
File.Delete(file); 6: =
) E
2
o
A
&
ﬂ»
QIF U0 =2 X& EANE S MAGHH A /&S AU & UL
OLM3t FACO| Of C# e

string file = Request.QueryString["path'];
if (file = null)
{
[/[BEXE 2XH0| A=X| Eolstn oY X2 E st it
if (file.IndexOf('WW) » -1 || file.IndexOf(/") » -1)

Ofnter forONFOHT rfsinix - 1%HL

{
Response.Write("Path Traversal Attack");
}
else
{
File.Delete(file);
}
}
Hi5%
z
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Of2f C FEE 9/ 9121 248 I Z22 B2 AB5HT QT Ol BZAPH 8 ¥4 reportfileS
AGI0 LRER| 322 RRE 4 ULt

char* filename = getenv(“reportfile”);
FILE *fin = NULL;
/] 25 4 oA W2 M 0|52 I E ALZSLCY.
fin = fopen(filename, “r’);
while (fgets(buf, BUF_LEN, fin)) {
[/ Y W& &5

FILE *fin = NULL;
regex_t regex;
Int ret;
char* filename = getenv(“reportfile”);
ret = regcomp(&regex, “. *WW.WW..*", 0);
/] B2 X% 7154 A= X =X
ret = regexec(&regex, filename, 0, NULL, 0);
If (Iret) {
/] B2 X% EXE LA, 27 X2
1
// BEEE O} 0|SCE M8
fin = fopen(filename, “r");
while (fgets(buf, BUF_LEN, fin)) {
[/ Y e &5

}
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2}, Xtz

1%

7H
® CWE-99 Resource Injection, MITRE, http://cwe.mitre.org/data/definitions/99.html 2
@ CWE-22 Path Traversal, MITRE, http://cwe.mitre.org/data/definitions/22.html

® Path Traversal, OWASP, https://www.owasp.org/index.php/Path_Traversal
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4, AZAAO0|E ATEE

7L ML

& HO[X|0 MRl ATHEES EHAF AL FUM MDA e & AT OIE S0
AZE|X| 2 Q|2 Q30| SX YU 0|X| AA0 AIRE ZHR FAS

=

HAXIS WO SXWS ATYET} AYHO YLRE 59 FAS QL 4 UL,

2 gt B YU ATRET HYUEX| ROI=E 2AIE X2t 38 MBS & () " /(
2 &amp; &lt; &gt; &quot; &#x27; &#x2F; &#x28; &#x29;2 X|&t6tHLE, JSTL Fe &
AT A=A AMO|E AFEE WX| 20|E22|E &t HTML BiTIE 518

JE 518dt= AN HOI M=
6‘I'cQSElE HTML EHJ%% 9_|'0|EE|AE§ EII- O-I oHl:r EHj_Df Ilo‘lél' % 8|_ l_

C. IE0iH|

AZAMOIE ATZE(XSS)= 3| 37HK| 32 0| EXfettt.

Reflected XSS S22 &M 21}, 0f|2] HIAIX| S22 AfH 7t R0|A L2 o AIZEI}
ZotE URL Of2tOIE s ARSAL E2tRXM0N SEY O Ldsitt. 34 AFHE/ (YE
URLE ASAPE g7 =1ele o~ QIS Bott], O|HY, HaIN, HUSe= Mdls REoh=

S20I0.

 AOIES AAIE, ZHE BE, 8N 228 59| 4 forml2 4y
DBOIl M=, ALZAHAOIES HE2010] MYE 0 A= HO|X0| 2
e ), M= A ATEES MEX|A TEGI0 AFZA 2K AT EETHAEFHA

L

DOI\/I7|t.'_f XSS 542 2R0i|A YA g AF-ETL Eotd URL Ti=2t0lH 20| MHE
AZIX| %411, DOM 42| R =2 HAZHA AT Reflected XSS & Stored XSS 42
MH OHE2|H01E FFHo= °._5H, SH HOIX|f ofd AFTEET Eetk|0f E2tRX2 MEETA

EAd
10
Sk A2 HHH, DOM7 R XSS= AMH et 2HA810] ”c%fL 0] Xt0|HOIL.
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(% String keyword = request.getParameter("keyword"); %)

/7215 U=l St S Q10| 30| EHE 42 SHATEETJ BEHE URLS &Y & 5 U0
QHM&LX| 2Lt (Reflected XSS)

MO : (%=keyword%)

[THAE 52 YUsformC 2 2|51710| DBO| X{HE|LD, 0| ZHS 210| 1Mo S2HE F2
SHAFEET} MHE|0f QHHSIX| QL. (Stored XSS)
AL § {m.content}

{script type="text/javascript")

/12 Lol TH50] A4S 210] H2tX oM ML= B2 MHE AHRIX| 2= SHAIEET}
T3Sl URLS AJ4 8t 4= Q0] PR3] QCt (DOM 7|8t XSS)

document.write("keyword:" + {(%=keyword%)):

{/script)

QI YA OF2tO|ELE ANTS] formO 2l MHQ X2 ZUE AEAL 2tH| S2iok=
%, Y0l kM 2AIE Rlgt &+E 018060 A3-E ZNEE MAHdIAL, JSTLS
|85t EH5t7Lt, & TS0T 2% XSS WA| 210|224 2|E &8dh= Z10| 2AHX5ICt.

o

AZAMNOIE ATYES 42 S5 0| et St ZX|YES M%ﬁfﬁ ELE&MOIE
=

ATRIE HIX|= EH2tE Y5Hs SX0| MAIMOZ K| OF

o

XSSYX| 2t0|E2{2|E 0[8010] 2t S&f &0 W2t Mo AtSot= A %WEHZL

oo

(% String keyword = request.getParameter("keyword"); %)

[/ 1. U0l thsto] AT Z-E SIS0 U= EXIES R|SHSHCT
keyword = keyword.replaceAll("&", "&amp;");

keyword = keyword.replaceAll("(", "&lt;");

wom

keyword = keyword.replaceAll(")", "&gt;");
keyword = keyword.replaceAll"W", "&quot;");
keyword = keyword.replaceAll("™", "&#x27;");
keyword = keyword.replaceAll("/"™, "&#x2F;");

keyword = keyword.replaceAll("(", "&#x28:");
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QS ZE9| 6] JAVA

keyword = keyword.replaceAll(")", "&#x29;");

M0 : (%o=keyword%)

/9582, JSPOIA S22l JSTL cout S AMESH0] M| St

(%@ taglib prefix="¢c" uri="http://java.sun.com/jsp/jstl/core"%)

(%@ taglib uri="http://java.sun.com/jsp/jstl/functions” prefix="fn" %)

AT} {ciout value="$ {m.content}'/)

{script type="text/javascript")

[/2H4H3, 2 OIS0 X 9IF 2t0|H 22| E E2(NAVER Lucy-XSS-Filter, OWASP ESAPI,
OWASP Java—-Encoder—Project)

document.write("keyword:"+
{%=Encoder.encodeForJS(Encoder.encodeForHTML(keyword))%?));

{/script)

oH
b

Chg C# ZE= QR YIS S0 Bi= AHEsta U Ol XSS

OFHsHX| §42 ZEo| ¢ C#

string usrinput = Request.QueryString["ID"];
// 215 4= Zto| S ¢l0] sHHO| =3 ELC.
string str ="ID : " + usrinput;
Request.Write(str);

AntiXss Tf7|X| S5 AFZo0] XSS S4S Glye 4 UL

string usrinput = Request.QueryString['ID"];

string str="ID : " + usrinput;

//AntiXss I{7|X| S 0|83t0] 2F S LEF FLICL
var sanitizedStr = Sanitizer.GetSafeHtmIFragment(str);
quest.Write(sanitizedStr);
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int XSS(int arge, char* argvl]) {
unsigned int i = 0;
char data[1024];

// cgiFromString@=2 WOr2 ALSAL Y=70] HS Ql0| 30| SHF L.
giFromString(“user input”, data, sizeof(data));
printf(cgiOut, “Print user input = %s({br/)”, data);

fprintf(cgiOut, “(/body){/htmI)#n”);

return 0;

cgitfl EHol7| Tl ALSAL YtS HE0H00F ST

cgiFromString(“user input”, data, sizeof(data));
// datali| {I&St EXtES HAISHE ZEE FII6H.
if(strchr(p, ‘() return;

if(strchr(p, °))) return;

fprintf(cgiOut, “Print user input = %s{br/)”, data);
fprintf(cgiOut, “¢/body){/htm>*n”);

[

f, E0Xt=
® CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting’), MITRE, http://cwe.mitre.org/data/definitions/79.html

® Properly encode or escape output, CERT, http://www.securecoding.cert.org/confluence
/display/java/IDS51~-J.+Properly+encode+or+escape+output
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@ XSS (Cross Site Scripting) Prevention Cheat Sheet, OWASP, http://www.owasp.org/
index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet

@ DOM based XSS Prevention Cheat Sheet, OWASP, https://www.owasp.org/index.php
/DOM_based_XSS_Prevention_Cheat_Sheet

® Understanding Malicious Content Mitigation for Web Developers" http://www.cert.org
[tech_tips/malicious_code_mitigation.html
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71 ML

MES AZUAIS AXIX L2 ALSK Y0 SYHK PFOIO Y = M2 7YF0]
MRS PP, OJEOHN| U2 AIAY HOITE MYEI0) BAHGH BFH0| HBE L AL
SX Y 290 AVHS 0 4+ Ut

UHHO2 0| 2010 ADIEL; AEY U2 S o YAS ABol0] AAH oIS
Mot TRI0| B0| Tk SXIDH 0213t 22 9l U2 2XIAS AZE 4 g7| T2
M HRAS K| OB, B2} Hots B0 O] 7ksok EiCh

Lt. EHOtCH

# OIEIHOIAR AH ISR ANAR H0IS MYAPIX| 22 S8I2IAS TG,
SR0N MG 22 AS Q0| AAH LIS Y02 MSSIR| oferh o Qi) w2t
YO 2 MAOIILE MeEo] LS ZR0ls FHO YO B3 3 S 0j2 X

QIE 0| T2k EIoH0 ALSeit.

oA _|
:Iog
ol

o

C}. 20|

CH29l OKl= Runtime.getRuntime().execQHY02 T2 MIMGIHH, 2L0|A IJ"éf
£ A2 N g0 ASEH. 22Ut oy 2200 &
J

“1efLt =
W | W20 R0 SAX= 7istt ZE Z20-S dAlAE o QU0

public static void main(String argsl]) throws |OException {
[/ ol Z2IM0oM Hsis T2 WS HiStot UX| 920} Ii2I0|E 2 MYkl= RE T2H0|
AE = ULt
String cmd = args[0];
Process ps = null;
try {
ps = Runtime.getRuntime().exec(cmd);
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CH2ol OixI2t 20| O]2] Hol= W2fujE{e] BAS DHS0] S11, =0l Q20 w2t &3t
I[2H0[E2 MESHES 5101, 980 HAEs Q20| B0 A

QtFSt AE9| O JAVA

public static void main(String argsl]) throws I0Exception {

// i O{E2|AH[O] M0 A Alglist = Q= T2 TS LETEQ} AIMI|Z HIStst ULt
List(String) allowedCommands = new ArrayList(String)(); “
allowedCommands.add("notepad”); allowedCommands.add(*calc”);
String cmd = args[0];
if (lallowedCommands.contains(cmd)) {

System.err.printin("512 £ X| 22 H20{QIL|LC}.");
return;
}
Process ps = null; try {
ps = Runtime.getRuntime().exec(cmd);

Ofeh TEL QRelaige ABSHA 2T IR FHOIZ Ush| 0] SRl | 2t
O[5t 942 B0 MEE 4 T

[/QIRBHE Y 22 ZF 210] ALBE ZS QHHSHA| SlLt,

String date = request.getParameter("date”);
String command = new String("emd.exe /¢ backuplog.bat");
Runtime.getRuntime().exec(command + date);
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SYRIH FO| Mg Aol Of2f2t 20| ARUA SO 20| O/510] HERIRIS X|elos
SAEXK( ; &)Lt I 2ICIOIHE S22 ))SS M7t 25t 22 SYHH ZHoI7}
My 4 YES WEYS S

ottt AE9| 6 JAVA

String date = request.getParameter("date”);

String command = new String("emd.exe /¢ backuplog.bat");

J/QARZEE Q3 Hte Zts LEYOZ Q5|2XIE | Moo ARSI}

date = date.replaceAll("|",");

date = date.replaceAll(";",™);

date = date.replaceAll("&","");

date = date.replaceAll(":",");

date = date.replaceAll(")","); Runtime.getRuntime().exec(command + date);

ChE C# T 2R YUS Z2AAT7 g Of 0150 2 AFEstal AU 0l= SAAY
[e)

=
Q20 2} QI=5HR| 22 B0 A 4 L,

QIHSIX| 42 ZEQ| Of C#

//A% L=Zr0] ZEMAT} HE of 0|2 X5t LY.
string fileName = PgmTextBox.Text;

ProcessStartInfo proStartinfo = new ProcessStartinfo();
proStartinfo.FileName = fileName;
Process.Start(proStartinfo);

H4E
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QrHst 9| o C#

string fileName = PgmTextBox.Text;

/1A% L=iZroll 3l M4 SS 0183510] AS3H0f St

if (Regex.IsMatch(fileName, "properRegexHere"))

{

ProcessStartinfo proStartinfo = new ProcessStartInfo();
proStartInfo.FileName = fileName;
Process.Start(proStartinfo);

}

SN YO M2t O=o5kK| 42 B0t

[l

Sl A
A= 4 AL

QFHoHX| (42 2= 0f| C

int main(int argc, char* argv(]) {
char cmd[CMD_LENGTH];

if (argc < 1){

// error
1
/] Q8 o2 HMEES XIH L3

cmd_data = argv[1];
snprintf(cmd, CMD_LENGTH, “cat %s”, cmd_data);
system(cmd);
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SYHH B A Ao OfH2t 20| 2ROIN SOIQE 0l Of5t0] HERIQIS X|RioH=
S42XH( ; &)L T 2ICI0HE SARR) WSS H7A6H0] 2oHK| 242 SBHF Boi7t
N 4 QTS WERS S

int main(int arge, char* argv(]) {
char cmd[CMD_LENGTH]; intlen =0;
if (argc<1){
// error

}
/] Q2 UEZOZ HMES XH 28 cmd_data = argv([1];
len = strlen(cmd_data);
for (inti=0; | {len; i++) {
if (cmd_datali] == I’ || cmd_datali] == ‘&’ ||
cmd_datali]l == % || cmd_datali] == *’ || cmd_datal[i] == ‘)’) {
/] HEIZIRIS II%&E EEXAL o E|l'_r0|E_1!E SE=EXN7L EMSH0
// QYHSIX| 43
return —1;
}

}
snprintf(cmd, CMD_LENGTH, “cat %s”, cmd_data);

system(cmd);

2t 1xtE

® CWE-78 OS Command Injection, MITRE, http://cwe.mitre.org/data/definitions/78.html

® Sanitize untrusted data passed to the Runtime.exec() method, CERT, http://www.secu
recoding.cert.org/confluence/display/java/IDS07-J.+Sanitize +untrusted+data+passed
+to+the+Runtime.exec()+method?focusedCommentld=64651588#comment-64651588

® Do not call system(), CERT, http://www.securecoding.cert.org/confluence/pages/
viewpage.action?pageld=2130132

@ Reviewing Code for OS Injection, OWASP https://swww.owasp.org/index.php/Reviewing
_Code_for_OS_Injection
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7L ML

M S0 Hate 4 Qs ATBE Tel(asp, jsp, php I 5)0| YREIKS3HTL, 0] IS
TR BOR HY MYAL 4 U Z2, ANAY HEBHOIS MYGHHLL 229t AZSI0]

x|
ANARIS MO

Lt EHOHCH2Y

310|E 2|AE HAOZ G125 SHAIKINE H2EE
MUHD} SHXE AEAIEA F5E 4 gl EAE 2 HAGHH X &SHH 4
document root” H0f| HXIAAM AKX @2 XH MIS AHHSC}, Eot I Mol (HES

ST 4 QU B, Y 42 WIS,

C}. 2CO)H
URES A et SEHS PR 21, Sl R0l AL AL Y25
& 4 U

MultipartRequest multi

= new MultipartRequest(request,savePath,sizeLimit,"euc—kr",new
DefaultFileRenamePolicy());
//¥RE &= WS AS00| ALt A0 QHHSEX| QACL.
String flleName = multi.getFilesystemName(*filename”);

sgl =" INSERT INTO
board(email,r_num,w_date,pwd,content,re_step,re_num,filename) "
+"values (?, 0, sysdate(), ?,?,2,?2,?) "
preparedStatement pstmt = con.prepareStatement(sqgl);
pstmt.setString(1, stemail);
pstmt.setString(2, stpwd);
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pstmt.setString(3, stcontent);

pstmt.setString(4, stre_step);

pstmt.setString(5, stre_num);

pstmt.setString(6, fileName);

pstmt.executeUpdate();

Thumbnail.create(savePath+"/"+fileName, savePath+"/"+"s_"+fileName, 150);

Ofl ZE= YEE UL SHAIE HAIGIH SIE5X| 42 AR ZL H=EE Hlatotd! L.
orMst =2 ofl JAVA
MultipartRequest multi
= new MultipartRequest(request,savePath,sizeLimit,"euc—kr",new
DefaultFileRenamePolicy());
String fileName = multi.getFilesystemName(*filename”);
if (fileName 1= null) {
//1. Y2 ool Ox|e} “” 2XIFe| 7|ZE0 2 AN &EA EE oI5y, (ARK LHS
SHOFSLCY,
String fileExt =
FileName.substring(fileName.lastindexOf(".")+1).toLowerCase();
//2.5E|E5 5l0|E Z|AE YA O R L= SMYXIE YEEE H|SHaliOf QHHSICE.
if (I"gif".equals(fileExt) && !"jpg".equals(fileExt) && !"png".equals(fileExt))
{
alertMessage("§i2E 27tsSt THUAULICL");
return;
}
}
sgl =" INSERT INTO
board(email,r_num,w_date,pwd,content,re_step,re_num,filename) "
+ "values (?, 0, sysdate(), 2,2, 2,2, ?2) "
PreparedStatement pstmt = con.prepareStatement(sql);
Thumbnail.create(savePath+"/"+fileName, savePath+"/"+"s_"+fileName, 150);
M4& 163
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string fn = Path.GetFileName(FileUploadCtr.FileName);
//SRE 5h= TAHS AS Q0] AFZStL UL
FileUploadCtr.SaveAs(fn);

StatuslLabel. Text = "Upload status: File uploaed!”;

IHed Bl 371 S5 A0 Mighot=5 ettt

Qtxst AE9| o C#

//0rY Eflat 37|18 AMisteiLch.
if (FileUploadCtr.PostedFile.ContentType == "image/jpeg”)
{
if (FileUploadCtr.PostedFile.ContentLength { 102400)
{
string fn = Path.GetFileName(FileUploadCtr.FileName);
FileUploadCtr.SaveAs(Server.MapPath("~/") + fn);
StatuslLabel. Text = "Upload status: File uploaed!";
}
else
Statuslabel. Text = "Upload Status: The File has to be less than
100 kb!";
}
else
StatuslLabel.Text = "Upload Status: Only JPEG files are accepted!;

[

b 0XtE

® CWE-434 Unrestricted Upload of File with Dangerous Type, MITRE, http://cwe.mitre.
org/data/definitions/434.html
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® Prevent arbitrary file upload, CERT, http://www.securecoding.cert.org/confluence/display
/java/IDS56-J.+Prevent+arbitrary+file+upload

® Secure File Upload Check List With PHP, Clay, http://hungred.com/useful-information
/secure-file-upload-check-list-php/

@ Unrestricted File Upload, OWASP https://www.owasp.org/index.php/Unrestricted_File
_Upload
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7. 2[EX| 5= URL FAE KISES &

7L ML

MNEAZRH YHE = ¢S AFMO|ES] FAZ AE0IH AZ22 AZo= A Z2 -2
A
e

I4(Phishing) Z2i0f &= FoES 7K 4 IO,

ULIEOE Z210|1E A HEEH URL FAZ 25| 20| QHIGILD 4213 4 QIoL},
TR oY BO QHS HIHORM ALSAVH HIEE URLR A 4 AUE= 324% 4
e

S A2 2R AMOIES| URLL} E=HIQI2 Sl0|E 2|AEZ He|otil, ASA YHgE XS
Z:

AAT NOIE A2 AIBSHE ZRUl= YT 20| SH0|E ZAEN EXISH=X| SHOIGHOF B

Ct. =0 x|
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©ilA 22)

(a href="http://bank.example.com/redirect?url=http://attacker.example.net")Click{/a)

String id = (String)session.getValue('id");
String bn = request.getParameter("gubun”);
/R 2RE LHU2 URLO| HS 10| CHE AMO|ER 0|F0| 7H5510] QHHGHX| 4Lt
String rd = request.getParameter("redirect”);
if (id.length() ) 0) {
String sql = "select level from customer where customer_id = ? *;
conn = db.getConnection();
pstmt = conn.prepareStatement(sql);
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QFHalx| B2 ZE2| o JAVA A%

H
pstmt.setString(1, id); -
rs = pstmt.executeQuery();

rs.next();
if ("0".equals(rs.getString(1)) && "01AD".equals(bn)) {
response.sendRedirect(rd);
return;
}
H2%
=
2l
CHSo| oMt &0, R 2 HAAS URLY THQISE2 SI0|E ZAES XM &, O SUN ;1
HE{ES SO N OIISIN] 22 AJO|ER0| HAS RIEHE 4 T}, 5
Sl
QrMSt =9 0 JAVA
H3%

//0IS & = A= URLHLIE H|§t510] M4 AO|E S2= 0|S3IX| RSI=S St
String allowedUrl[] = { "/main.do", "/login.jsp", "list.do" };
String rd = request.getParameter("redirect”);
try {
rd = allowedUrl[Integer.parselnt(rd)];
} catch(NumberFormatException e) {
return "ERE HMIolL|Ct";

=
=
be]
.
M
=
A
=
A
L
oF
I3
c
sf
5t
=
=
o

} catch(ArraylndexOutOfBoundsException e) { =
return "Z2E ASAQIL|CL" 4
} A
if (id.length() ) 0) { 4
...... g
[=1]
if ("0".equals(rs.getString(1)) && "01AD".equals(bn)) { ?j
response.sendRedirect(rd); z

return;
} A58

JH
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9 9J2f O Y URLE ABY0| A1ZEE 22, BANC Y20| T2 TMA0|E SO
RSl

// 9% Yo w2 URLE AS0| &

string url = Request["dest"];
Response.Redirect(url);

22 URL &@30ILt white list 52 0|&5t0 450| HLotCt.

public void AttackOpenRedirect()
{
String url = Request['dest"];
// 25 &4=Zt0] 2Z URLQIX| QIS MVC 3 0142 DI E AI2E H2,
System.Web.Mvc 0fl H2|E|0{AU= UrlisLocalUrl 2 HEZ AL2& 4 ULt
if(isLocalUri(url)) Response.Redirect(url);
}
private bool IsLocalUrl(string url)
{
if(string.IsNullOrEmpty(url))
{
return false;
1
Uri absoluteUri;
if(Uri. TryCreate(url, UriKind.Absolute, out absoluteUri))
{
return String.Equals(this.Request.Url.Host, absoluteUri.Host,
StringComparison.OrdinallgnoreCase);
}
else
{
bool isLocal = lurl.StartsWith("http:",
StringComparison.OrdinallgnoreCase)
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&& lurl.StartsWith("https:",
StringComparison.OrdinallgnoreCase)
&& Uri.IsWellFormedUriString(url, UriKind.Relative);
return isLocal;
}
}

2}, EOXE
® CWE-601 URL Redirection to Untrusted Site, MITRE, http://cwe.mitre.org/data/
definitions/601.htm|

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP https://www.owasp.org/
index.php/Unvalidated_Redirects_and_Forwards_Cheat_Sheet
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8. XA XML IS IHKl &=

7L ML

XML —'?'—A-Ioﬂi DTD(Document Type Definition)S E&tst 4 Qlonf, DTDE XML AEJE]
b BEESH XML QUEIHA Zx 2O AHOA XML 25 AEIEIS

oA M

FOFst XML parser7t QI8! 2t AZBHS XML 242 M2I2 1, 2247} Melst 22 120
SEE0| At T H2, 2L AR AIZ, 915 P8, BE 5 S0| 2w 2 4 ol

=Z 34 DTDE AEdt=%E 8ot 9|$01|A1 HSE XMLEAO ZeteEl DTDE 2HoH

)

HIZ-g2koloF Bitt. HlEgelEs & +~ Sle ER0= 2R EE 3 9 EA 7Y M2s 4

C}. [0

inl
ojo
10

Off %

=

_|_

I.

XML AAZ Q0N SA5H= _/,&_ﬁfi_EO“:f_ ZAX} Of2HQF 20| XML Q&

6l= recivedXML GIO|E{S F&stl, 0|2 mMAE O /etc/passwd IS

e
m
m

Rl
Borr

0

=
A
e

oot

S

1]

£Q
u]

receivedXML

{?xml version="1.0" encoding="1SO-8859-1"?)

{IDOCTYPE foo [

({IELEMENT foo ANY )

(IENTITY xxe SYSTEM "file:///etc/passwd" )]){foo)&xxe;{/foo)
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public void unmarshal(File receivedXml)

throws JAXBException, ParserConfigurationException, SAXException, I0Exception {
JAXBContext jaxbContext = JAXBContext.newlnstance( Student.class );
Unmarshaller jaxbUnmarshaller = jaxbContext.createUnmarshaller();
/] YHEE2 receivedXml & 0|85}10] DocumentE 4« EiCt.
DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();
dbf.setNamespaceAware(true);
DocumentBuilder db = dbf.newDocumentBuilder();
Document document = db.parse(receivedXml);
// 2= AEIE|Z PHE0T documentE 0|&5610 OMEAHS 4350 QHHGHK|
Q4.
Student employee = (Student) jaxbUnmarshaller.unmarshal( document );

LS OIMl= class XXEOIA E70A| &E KMot AH 8l0] secure.xmlE &AL QUCt. Of O,

secure.xml0] Of22} 25 [f /dev/tty 2&0| &0 Y QS H7[ok= MH|A HE

T70| a4 QUC,

secure.xml

{?xml version="1.0"?)

{IDOCTYPE foo SYSTEM "file:/dev/tty")
{fooybar{/foo)

HHSIX| 42 ZE9| 6 JAVA

import javax.xml.parsers.SAXParsers;
import javax.xml.parsers.SAXParserFactory;

class XXE {

public static void main(String[] args)

throws FileNotFoundException, ParserConfigurationException, SAXException,
IOException {

H4E
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QTSR] 242 T E2 0ff JAVA

SAXParserFactory factory = SAXParserFactory.newlInstance();
SAXParser saxParser = factory.newSAXParser();
/] A20A &E Mt 8- 8l secure.xm| IAS SHOIA THSH QHMGHA| 4Lt
saxParser.parse(new FileInputStream("secure.xml”), new DefaultHandler());

CH2 2l JAXP DocumentBuilderFactoryS Al26ts AL Of2fet 20| Mgt A% x5t
oIct
Ve

ottt AE9| 6 JAVA

DocumentBuilderFactory dbf = DocumentBuilderFactory.newlnstance();

// XML M7} doctypeS HOloHK| ZSI=E AF3ICt
dbf.setFeature("http://apache.org/xml/featuresdisallow-doctype—decl’, true);

/] 25 Yt AIE|EIE ZEGHK| LS AT
dbf.setFeature("http://xml.org/sax/features/external-general-entities", false);
/] &S MEH0|E = Z3IGHA| =S ALY,
dbf.setFeature("http://xml.org/sax/features/external-parameter—entities", false);
// Q& DTD H|g4st5tct,
dbf.setFeature("http://apache.org/xml/features/nonvalidating/load-external-dtd", false);
// Xincude& AME3SIX| &=Lt

dbf.setXIncludeAware(false);

/] MHE T 7L AEE] X =5 SEGHX| RS SiTt
dbf.setExpandEntityReferences(false);

DocumentBuilder db = dbf.newDocumentBuilder();

Document document = db.parse(receivedXml);

Model model = (Model) u.unmarshal(document);
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ULt

ottt AE9| 6 JAVA

value = libxml_disable_entity_loader(true);
$dom = new DOMDocument();

$dom - loadXML($xml);
libxml_disable_entity_loader($value);

2t xR
® CWE-611: Improper Restriction of XML External Entity Reference, MITRE, https://cwe.
mitre.org/data/definitions/611.html

@ XML Entity Prevention Cheet Sheet, OWASP, https://cheatsheetseries.owasp.org/
cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html
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AZE|R] e 92 U3 POl XQuery T XPath HEIS MASs EXHZ ABEHo]
TR} H2l2o| TR YOI HHGHD Uolo| HRAS MGI0| SEX| o HOIES
HBIIILY ASHAES D8I 4 QU= BOIIHO|L,

Lt SHObCH=Y

XQuery £= Xpath Hel0 MEE= 28 YUHHOH0 ot E+2A & He| HANHE
2EZot Mief0lEstE H2|ES AHoh= XQueryE ARZRITE

C}. [0

XQuery &€

=2 oMM = executeQuery22 A45t= 2[2| Ii2t0|E Q] YE 2 L= name)S
gol1l ULt Y something’ or '1'="1 & name?| A= XEFolH L2 22 H2E2
oS
=

"
st ACH, 0] 2 I L9 2= gt S5 + W |t

doc(users.xml)/userlist/user[luname="'something or ‘1’="1’

/] A5 4™ A4S HBSSHX| %10 XQuery HEA/0| AZEICt.

String name = props.getProperty(‘name");

/] A% L= ol 2lah Ha| L=EIt HZA £[0] QFHSEX] Lt

String es = "doc('users.xml’)/userlist/user[luname="+name+"1";
XQPreparedExpression expr = conn.prepareExpression(es);
XQResultSequence result = expr.executeQuery();
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CHZ2l Gil AN = QAR Y=HeE 1L oS gt 7122 XQuerydQ| He| #25 HIAZIX =

bindString B4 OISO 92 YZOE 2| AT} B 4 Y= BiCt,

1. // blingString &2 #2| X7 WAL= AS WS

2. String name = props.getProperty(‘name");

3.

4. String es = "doc(users.xml’)/userlist/user[uname='$xname’";
5. XQPreparedExpression expr = conn.prepareExpression(es);
6. expr.bindString(new QName("xname"), name, null);

7. XQResultSequence result = expr.executeQuery();

Ct2o| CH#t AEL Q2913 742 0|25610 XQuery 22 ST QICH

/1915 43 U2 E XQuery E2 UELL
String squery =
"for $user in doc(users.xml)//user[username=""
+ UserTextBox.Text
+ "and pass=""
+ PwdTextBox.Text
+ "] return $user”;

Processor processor = new Processor();
XQueryCompiler compiler = processor.NewXQueryCompiler();

XdmNode indoc = processor.NewDocumentBuilder().Build(new
Uri(Server.MapPath("users.xml")));
using (StreamReader query = new StreamReader(squery))
{
XQueryCompiler compiler = processor.NewXQueryCompiler();
XQueryExecutable exp = compiler.Compile(query.ReadToEnd());
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QIHSIX| 242 ZEQ| O C#

XQueryEvaluator eval = exp.Load();
eval.Contextltem = indoc:

Serializer gqout = new Serializer();

gout.SetOutputProperty(Serializer. METHOD, "xml");

gout.SetOutputProperty(Serializer. DOCTYPE_PUBLIC, "-//W3C//DTD
XHTML 1.0 Strict//EN");

gout.SetOutputProperty(Serializer. DOCTYPE_SYSTEM,
"http://www.w3.org/TR/xhtm!1/DTD/xhtml1-strict.dtd");

gout.SetOutputProperty(Serializer.INDENT, "yes");

gout.SetOutputProperty(Serializer. OMIT_XML_DECLARATION, "no");

gout.SetOutputWriter(Response.Output);
[/ECE #3210] XML G|O|E{of] HZ5HCt,
eval.Run(qout);

2Xi% LEYOR AL XS U 4 ULk

QrXSt AE9| o C#

String squery =
"for $user in doc(users.xml)//user[username="
+ UserTextBox.Text
+ "and pass="
+ PwdTextBox.Text
+ "] return $user”;
// 2XE BHECE Q&S EXIHS MIHELCY.
string validatedQuery = squery.Replace(/',*");
Processor processor = new Processor();
XQueryCompiler compiler = processor.NewXQueryCompiler();

XdmNode indoc = processor.NewDocumentBuilder().Build(new
Uri(Server.MapPath("users.xml")));
using (StreamReader query = new StreamReader(validatedQuery))
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Qtxst AE9| o C#

{ // tainted value propagated
XQueryCompiler compiler = processor.NewXQueryCompiler();
XQueryExecutable exp = compiler.Compile(query.ReadToEnd()); //
xquery created
XQueryEvaluator eval = exp.Load();
eval.Contextltem = indoc;

Serializer gqout = new Serializer();

gout.SetOutputProperty(Serializer. METHOD, "xml");

gout.SetOutputProperty(Serializer. DOCTYPE_PUBLIC, "-//W3C//DTD
XHTML 1.0 Strict//EN");

gout.SetOutputProperty(Serializer. DOCTYPE_SYSTEM,
"http://www.w3.org/TR/xhtm!1/DTD/xhtml1-strict.dtd");

gout.SetOutputProperty(Serializer.INDENT, "yes");

gout.SetOutputProperty(Serializer. OMIT_XML_DECLARATION, "no");

gout.SetOutputWriter(Response.Output);
eval.Run(qout);

}

* XPath &2

Of2f OIMOIME nmt pwofl CHet Y=gt HES Ao B2 nm9| SR tester,
pwel L2 "X or X'=X"g o Of2Het 22 HYE0| YY=K ASIZS HRIX| ¥

27015 4 9Tk,

"//users/userllogin/text()="tester and password/text()="x" or //'x'='x]/home_dir/text()*

QTSR] 242 T E2 0ff JAVA

// B2EHE|ZHE QX 247t namel} passwordES 21012t Zk2E nm, pwiHs0l K&
String nm = props.getProperty(‘name”);
String pw = props.getProperty("password");

XPathFactory factory = XPathFactory.newlInstance();
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QFHalx| B2 ZE2| o JAVA

XPath xpath = factory.newXPath();

/] BB 42 U 215 Lt nm, pw
B O0f) K REICE

XPathExpression expr = xpath.compile("//users/user[login/text)="+nm+" and
password/text()="+pw+"]/home_dir/text()");

Ml
>~
o
_O'E
=

QIMGEK| 242 ZOIFR0| A& 0 expr

// QHHGHR| 42 ZOIR0| H7l exprE IS0 Z1UE resultOf] M&SHCY,
Object result = expr.evaluate(doc, XPathConstants.NODESET);
// result®] AZ Nodelist EtQIQZ HEGHH nodes XZISHCE.
NodeList nodes = (NodelList) result;
for (int i=0; i{nodes.getLength(); i++) {

String value = nodes.item(i).getNodeValue();

if (value.indexOf(")") < 0) {

/] 84X} 0|51 HAYEE Sf0lgt 4 QIT}. System.out.printin(value);

CIS9l OiFl= XQueryE AIBH01 DI2| 2| B2 MEZORN YO ol

TEIHHIRIS 22 U2 4 L,

Qtxet FE9| 6 JAVA

[ login.xq It ]
declare variable $loginID as xs:string external; declare variable $password as xs:string
external;

//users/user[@loginID=$loginID and @password=$password]
// XQueryS 0|28! XPath Injection 2|

String nm = props.getProperty('name”);

String pw = props.getProperty("password");

Document doc = new Builder().build("users.xml");

// TI0|EEHE 27t SAUE login.xgS HOQIA MiZt0|ESHE H2IE MAFITt
XQuery xquery = new XQueryFactory().createXQuery(new File("login.xq"));

Hel
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Map vars = new HashMap();

/] BBEX| L2 AL nm, pwE Wt2t0|E3HE #2| Q| Mi2t0|E 2 HNStet.

vars.put(” IoglnID', nm);

vars.put("password", pw);

// T2t0|ESHE #2lE AsIE R 2R 3ts HAE 80| ALE5t0{ = Q™SI

Nodes results = xquery.execute(doc, null, vars).toNodes();

for (int i=0; Kresults.size(); i++) {
System.out.printin(results.get(i). toXML());

I2f0|E13E RIS XI5t XQuery FROR TIRIE 4 gl ZR0= XPath 41218 QU
.I

& U= BAES YHU0NM Mot XPath 22 M, HlSH== St

ottt IE9| 6 JAVA

// XPath &2lE L & U= EAES YHUM HA
public String XPathFilter(String input) {
if (input != null) return input.replaceAll("[',WW(]", ");

else return ™;

/] 22 LU AL

String nm = XPathFilter(props.getProperty(‘name"));

String pw = XPathFilter(props.getProperty("password"));

XPathFactory factory = XPathFactory.newlInstance();

XPath xpath = factory.newXPath();

/] 5 LA nm, pwE BBt H2l2S M52 2 Mottt

XPathExpression expr = xpath.compile("//users/user[login/text)="+nm+" and
password/text()="+pw+"]/home_dir/text()");

Object result = expr.evaluate(doc, XPathConstants.NODESET);

NodelList nodes = (NodelList) result;

for (int i=0; i{nodes.getLength(); i++) {
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QHMSt A =9 6] JAVA
String value = nodes.item(i).getNodeValue();

if (value.indexOf(")") € 0) {
System.out.printin(value);

Of2ff == YHUS ASoHK| LU UHUS XPath 712 M4 L A0 AL8otLr UL AU
UOZ any' or ‘a' = 'a & Z0| XPath 122 = 12 //food[name

S
=any' or ‘a’' = 'a'l/price 0| FL20| SN X|LL HHE| 2E food2| 7t (price)7t 3|
EC

a

0\1

QTSR] 242 T E2 0ff JAVA

public static void main(String[] args) throws Exception {
if (args.length ¢(= 0) {
System.err.printin("7tZ42 AMe AEQ| 0|22 UESIML."): return;
}
String name = args[0];
DocumentBuilder docBuilder =
DocumentBuilderFactory.newlnstance().newDocumentBuilder();

Document doc = docBuilder.parse("http://www.w3schools.com/xml/simple.xml");
Xpath xpath = XPathFactory.newlnstance().newXPath();

/[ BETRO| HHE SHOZ Q== 22 name S AIS0I0 HEI2E 2R 2h010] 1-2li0 122 QFHIGEK| Q4
NodeList nodes = (NodelList) xpath.evaluate(*//food[name="" + name +
“1/price”, doc, XPathConstants. NODESET);
for (int i = 0; i { nodes.getLength(); i++) {

System.out.printin(nodes.item(i).getTextContent());
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)
X
g'y
kU

£9| off JAVA

public static void main(String[] args) throws Exception {
if (args.length {= 0) {
System.err.printin("7tZ2 AMe AEQ| 0|52 YUESINR.");

return;
}
[*B2O%0| HUCE SMOZ UBE|= 9)27t namedilA XPath 122 EXE 4 Ql= 2XIS
Motz A& +o0] ottt/

String name = args[0];
if (name I= null) {
name = name.replaceAll("[(WW—"WW[Wwl:,*/1", ™)
}
DocumentBuilder docBuilder =
DocumentBuilderFactory.newlnstance().newDocumentBuilder();
Document doc = docBuilder.parse("http://www.w3schools.com/xml/simple.xml");
XPath xpath = XPathFactory.newlnstance().newXPath();
NodelList nodes = (NodeList) xpath.evaluate(“//food[name=
doc, XPathConstants.NODESET);
for (inti=0;i{ nodes.getLength(); i++) {
System.out.printin(nodes.item(i).getTextContent());

+ name + "/price”,

G2l GiMls ARYHE ALESI0 XPath A0 Hi= AtEeitf. Ol S4AQ] Y=o Mt

XQuery®| T12& HHO Of7|X| 42 S40] 2 4 UL

string acctID = Request["acctID"];

string query = null; if(acctID I= null)

{

StringBuffer sb = new StringBuffer("/accounts/accountlacctlD="); sb.Append(acctID);
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OHMGHX| 42 FE9| o C#
sb.Append("]/email/text()"); query = sb.ToString();

}

XPathDocument docNav = new XPathDocument(myXml); XPathNavigator nav =
docNav.CreateNavigator();
[/25 LS HERU0| ARBSt JUELC

nav.Evaluate(query);

CHZ 9| O XPathExpressionZ AFE510] DI2) H2| B2 MABORM QRO ol
H2| FETHHIFE 22 TS 4 YL

QrXst AEQ| o C#

string xpath = "/accounts/account[@acctID=$acct|D]/email/text()";
XPathExpression expr = DynamicContext.Compile(xpath);
DynamicContext ctx = new DynamicContext();
ctx.AddVariable("acctID", AccountlDTextBox.Text);
expr.SetContext(ctx);

XPathNodelterator data = nav.Select(expr);

ru

b &0XtE

® CWE-652 XQuery Injection, MITRE, http://cwe.mitre.org/data/definitions/652.html

® Prevent XML Injection, CERT,http://www.securecoding.cert.org/confluence/display
/java/IDS16- J.+Prevent+XML+Injection

® CWE-643 XPath Injection, MITRE, http://cwe.mitre.org/data/definitions/643.html

@ Prevent XPath Injection, CERT, http://www.securecoding.cert.org/confluence/display
/java/IDS53~-J.+Prevent+XPath+Injections

® XPATH Injection, OWASP, https://www.owasp.org/index.php/XPATH_Injection
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7t 7

SAXIL 2 YHOZ OJL5HK| U2 LDAP(Lightweight Directory Access Protocol)
HHUE =AY = UCH =, 8 SSZ2TU0| ASAVL MBSt YEis StEA X2loHK|
ZotH, SAX7L LDAP HEZO| &2 HiE 4= Ot 0|2 Qlof Z2EMAYL HAZ Aast
AR HE QL SUSH ASHPermission)2 7HX| 10 S2fotA =Lt

QI izrs MHet X{2| Gl0| LDAP #H2|Z0|Lt 20| YR = ArZok= 8%, LDAP #H2|=Z0|

=
o2
e go

i SAXt= LDAP #2229 iES OISH= HEY 4 AT

Lt. EHOtCH

DN(Distinguished Name)zt HE{0f| AL &= ALEAL YU = EFEZAVE ZHEX| LS
E+EXNE AR 2of ESFZXE AIEal{0F ohs HRU=E S+ =+ () # W S )7t
Eé

MBOIZI0| O UHHSXL2 QIAIE|E = K2|SIC

C}. 20|

userSNI} userPassword B£9| Zto=z *2 XMEst ZQ LZE EXEL “(&(sn=S*)

userPassword=%))"7} &|0] gt 20| £/ 0]= Q|=5HK| L2 SIS FEUAIZ = ULL

private void searchRecord(String userSN, String userPassword) throws
NamingException {
Hashtable{String, String) env = new Hashtable{String, String>();
env.put(Context.INITIAL_CONTEXT_FACTORY,
"com.sun.jndi.ldap.LdapCtxFactory");
try {
DirContext dctx = new InitialDirContext(env);
SearchControls sc = new SearchControls();
Stringl] attributeFilter = { "cn”, "mail" };

MAZ
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QTSR] 242 T E2 0ff JAVA

sc.setReturningAttributes(attributeFilter);
sc.setSearchScope(SearchControls. SUBTREE_SCOPE);
String base = "dc=example,dc=com";
[*userSN1} userPassword zi0ll LDAPEEE X&E & = 24 ZXE0| gt 4E0] 810
QITSER| QITt*/
String filter = "(&(sn="+ userSN + ")(userPassword="+ userPassword + "))";
NamingEnumeration{?) results = dctx.search(base, filter, sc);
while (results.hasMore()) {
SearchResult sr = (SearchResult) results.next();
Attributes attrs = sr.getAttributes();
Attribute attr = attrs.get("cn”);

detx.close();
} catch (NamingException e) { -+ }

}
ZAS QI3 LE SXIYR ASEH Q50| YOIN PITE EXISS F7f5l0] 23S BEHo
ZANZ 4 Uk

QS A 9| O JAVA

private void searchRecord(String userSN, String userPassword) throws
NamingException {
Hashtable{String, String) env = new Hashtable(String, String)();
env.put(Context.INITIAL_CONTEXT_FACTORY,
"com.sun.jndi.ldap.LdapCtxFactory");
try {
DirContext dctx = new InitialDirContext(env);
SearchControls sc = new SearchControls();
Stringl] attributeFilter = {"cn", "mail" };
sc.setReturningAttributes(attributeFilter);
sc.setSearchScope(SearchControls. SUBTREE_SCOPE);
String base = "dc=example,dc=com”;
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QS ZE9| 6] JAVA

// userSN1t userPassword Zt0|A] LDAP ZEE XXAt5t 4= Ql= XSS M7{5H0 At

if (luserSN.matches("[WWwWs]*") || luserPassword.matches("[WWWw]*")) {
throw new lllegalArgumentException("Invalid input”);

}

String filter = "(&(sn="+ userSN + ")(userPassword="+ userPassword + "))";

NamingEnumeration{?) results = dctx.search(base, filter, sc);

while (results.hasMore()) {
SearchResult sr = (SearchResult) results.next();
Attributes attrs = sr.getAttributes();

Attribute attr = attrs.get('cn”);

dctx.close();
} catch (NamingException e) { ==~ }
1

=]

ro

2ISIA| B

rlo

| HIQIFO = | DAP H2|E Alick= C# 2= GiIH|0|LH.

QiG] 22 ZEO| off C#

static void SearchRecord(string userSN, string userPW)
{
try {
DirectoryEntry oDE;
oDE = new DirectoryEntry(GetStrPath());
/] Q15 otXIpE2 9 HIIZ 22 LDAP F2|E &Y
foreach(DirectoryEntry objChildDE om oDE.Children) {

} catch (NamingException e) { ... }
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void LDAPInjection() {
char *filter = getenv(“Filter”);
int error_code;
LDAP *Id = NULL;
LDAPMessage *result;
[/ L0 2212 filterS ASRI0| AL
error_code = ldap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter,
NULL, O, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);

TE= 2R0M S22 filterS LDAP A0 Z1tHZ AE5H! QUCH LDAP ZE0| OR
%

AFE510] Q|| Q42 S0| Bt 4 QUTt.

void LDAPInjection() {
char *filter = getenv(“Filter”);
int error_code;
LDAP *Id = NULL;
LDAPMessage *result;
[/ L0 2212 filtersS ASRI0| AR
error_code = ldap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter,
NULL, O, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);
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void LDAPInjection() {

char *filter = getenv(“Filter”);
int error_code; inti;

LDAP *|d = NULL;
LDAPMessage *result; H2%
[/ BEE Y1 HE MEXC 0|58 1H UCE AE

A
for(i = 0; *(filter + i) 1= 0; i++) { =
/] 7 K55 2R ZAL B
switch(*(filter + 1) { g
case *': of
case (:
case )’:
HI3E
return;
}
}

error_code = |dap_search_ext_s(ld, FIND_DN, LDAP_SCOPE_BASE, filter,
NULL, 0, NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);
}

Ofmter forONFOHT rmdpy: - 1%HI

4%

2}, Xtz

® CWE-90 LDAP Injection, MITRE, http://cwe.mitre.org/data/definitions/90.html

® Prevent LDAP injection, CERT, http://www.securecoding.cert.org/confluence/display
/java/IDS54~J.+Prevent+LDAP+injection
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® LDAP injection, OWASP https://www.owasp.org/index.php/LDAP_Injection_Prevention

_Cheat_Sheet H5%

@ “LDAP Resources” http://ldapman.org/
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A QF O{2E Mo} | 2ol EZS 018SHT AL A2(41F) HOIXISE 2FstH 2ol
EZS Wt 3 MM0 Matstn, UH(AH) HOIX0| 48et E22 HIDDEN ZE 59
UCE MY YH(MH)S HMelots HOIX|oAE L(AE) HOIXA 2F mizto|EZ2
Mg = HIDDEN ZEC| E3 it MMo| M&E E2 242 Hlwoto] YXlots Z0Th Z4
QYO HHso] YH(LH)0| XM2lE 5= UEE it

QtXgt IE9| O JAVA

/] LHEH0| QHEUS W, Aol EZS Wst T MMO| MESHTL.
session.setAttribute("SESSION_CSRF_TOKEN", UUID.randomUUID().toString());

/] LH5H0| 129 EZS HIDDEN EEY=2| L2 AMch MHE MY SiCt
(input type="hidden" name="param_csrf_token" value="$ {SESSION_CSRF_TOKEN }'/)

/] 27 T2t0|Het MM0| MEE EZS H|W6iA YXot= 0T 23S XMalst.
String pToken = request.getParameter("param_csrf_token");
String sToken = (String)session.getAttribute("SESSION_CSRF_TOKEN");
if (pToken 1= null && pToken.equals(sToken) {
/] BX|5k= E20| EXiot= 82 -) Hd M2
}else {
// EZ0] QIAL} 20| UX[GHK| fh= H2 -) 2F HAIX| &

QIS AEQ| o C#

@using (Html.BeginForm("PostTest","Home",FormMethod.Post,null))
{
// AntiForgeryToken() 2 0|&dli A2AAMO0|E QF /XE YX|
@Html.AntiForgeryToken()
{input type="submit" value="Html| PsBk Click" />
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2}, 20Xtz
® CWE-352 Cross-Site Request Forgery(CSRF), MITRE, http://cwe.mitre.org/data/
definitions/352.htm|

® “Security Corner: Cross-Site Request Forgeries”, Chris Shiflett, http://shiflett.org/articles
/cross-site-request-forgeries

® Cross-Site_Request_Forgery_(CSRF), https://www.owasp.org/index.php/Cross-Site_
Request_Forgery_(CSRF)
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AXSH0) HISHES PElots YAOR HIHAHO SH2 QTSP A LIEYI0)

Agist 4 9l 9l LOIA AFBRIY| 202 22 T2 AR AH|A S50 ARt 2,
AFBAIS| @12 72 S10|ERIAE WAOR TEIYSIC,

A7} RIHats RAI9I0] URLS OISO{0F SICIB LI20| URLS S2IAER X|%st0)
WEjY SiC) Eot SUSH UL HEATO UCEIT J17| OIF, BIHHS HOI5I0 2]

Ct. =0 H|
LS OMl= ASA=RE Y2 210 43S 8l0| WHO|XE H&ot=S FHei=0f RACY. 0] O,
SAAE URLE Z2{010] LI MH0 22| 517 ot¢] CI0|HE 2lSg 4 UL

AR 30 Ol

Ay & FE9| off
oy x0 M 5= h‘Fth.//site_example.com/connect?ur|=httpZ//192.168.0.45/member
/list.json
Q82 H2 XHHE admin . .
: ?url= :
THO|X| H http://site_example.com/connect?url=http://192.168.0.45/admin
EH2 M2 E ?8lotx http://site_example.com/connect?url=http://site_example.com:x@
L HE &85 192.168.0.45/member/list.json
== URLZ 0|88t Filter 23] http://site_example.com/connect?url=http://bit.ly/sdjk3kjhkI3
CHOIS AMEIPE MAal http://site_example.com/connect?url=http://internal.site.com/member
ZQHE 35 /list.json
AfHLY I EE http://site_example.com/connect?url=http://attack/fileview.html
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protected void doGet(HttpServletRequest req, HttpServietResponse resp) throws
IOException {

[/ NERE LU (ur)S BB10| A5t QHHBHX] QL.

URL url = new URL(req.getParameter("url"));

HttpURLConnection conn = (HttpURLConnection) url.openConnection();

Off golotl 7] ¢e= UHLO 7101 ==

public class Connect {
// key, value A9 Z URLY| 2|AEE ZHMSITY,
private Map{String, URL) urlMap;
protected void doGet(HttpServletRequest req, HttpServletResponse resp) throws
IOException {
/] MEXROA| uriMap2] keyE &12{2H0} urlMapOilAl URLZMS RZStCY.
URL url = urlMap.get(req.getParameter("url"));
// urlMapOilA &Xst ZtO 2 ConnectionS 20 H&SICE
HttpURLConnection conn = (HttpURLConnection) url.openConnection();

[

b 0XtE

® CWE-918: Server-Side Request Forgery (SSRF), MITRE, https://cwe.mitre.org/data/
definitions/918.html

® Server Side Request Forgery, OWASP, https://owasp.org/www-community/attacks/
Server_Side_Request_Forgery
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HTTP 230 S0 U= m2t0|E(Parameter)?t HTTP SEGIC0O =0 ALSXHOA| ChA
M= o, 2120 CR(Carriage Return)O|Lt LF(Line Feed)2t &2 HSHZ2Xt7t ZXHot
HTTP 3E0| 27l 0|4 = E2|E 4= Tt 0| 32 S4Xt= HHZAIE 01Zot0 A = S &
SEAZ|1, F I SEO| 22X TES F6t0]

o ABHSEA
= g 4 QUL

mo r@

=

XSS 2 7HA| #l&(Cache Poisoning) &

]

oln

L}, HQtCHY

F II2t0IH9| gts HTTPSHEAIH(OIE S0, Set-Cookie )0 Z&AIZ &% CR, LF2t
2 N2 XE HAHRIT

C. IE0iH|

o
PN
A

9 QUS ASI0] BBl 7719 US 85

ot ULt
WrAnHTTP/1.1 200 OKWrwnE lastLoginQ| Z{C 2 MHS AL,
=2/ SH 222 WEgs 34XVt Iz 8T 4 QU

— =

or1t

J#b|, SAXH Wiley Hacker
SHO| 22| =0 MZEH

/] AR 2R UEr2 IS AZ 910 AR E ZR CHMSIX| QiCt.
String lastLogin = request.getParameter(‘last_login");
if (lastLogin == null || "".equals(lastLogin)) {

return;
}
// 7|= Set-Cookie SH3ILZ ML D2 JHEXtE 25t o HS0| LR
Cookie ¢ = new Cookie("LASTLOGIN", lastLogin);
c.setMaxAge(1000);
c.setSecure(true);
response.addCookie(c);
response.setContentType(“text/html");
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THEH ARAHIE JH0I= 193



Flofl HAZAE HH I 2E5H9 ”OEM%%._ f

ottt AE9| 6 JAVA

String lastLogin = request.getParameter(*last_login");
if (lastLogin == null || "".equals(lastLogin)) {
return;
1
/] 2AF LZUOIM HHHSXHWrWn)E HAHE 5 272 U= 8
lastLogin = lastLogin.replaceAll("[WWriatn]", ™);
Cookie ¢ = new Cookie("LASTLOGIN", lastLogin);
c.setMaxAge(1000);
c.setSecure(true);
response.addCookie(c);

/] A5 LS ASU0| A BdH= A2 TS| ICt.
string usrinput = Request.QueryString["ID"];
Response.AddHeader("foo", "bar" + usrinput);

NAZAE BT K|t 0|20 ALZSHOF it

QrHst 9| o C#

ring usrinput = Request.QueryString['1D"];

// WEZXE HH St 0|04 ArZaHOF StCt.

ring validatedinput = usrinput.Replace("#n", ™).Replace("Wr",");
sponse.AddHeader("foo", "bar" + validatedinput);
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® CWE-113 HTTP Response Splitting, MITRE, http://cwe.mitre.org/data/definitions/113. el

html

@ HTTP Response Splitting, OWASP, https://www.owasp.org/index.php/HTTP_Response
_Splitting
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14. 348 QHEER

J

.
J

=
0

Hasl QHEZOL Masl 37| THE USH| KA & 4 QU= HeIS HojA, 37|80t 2
22 RASHR & 1 AH MEES 20| O|EX| Q| OFF K £0|7{Lt 847} &0 T2 20|
071%] & . S3l ¢ :

o
ANEX MEBote YUBBE A2ot O WA H4+8 QHEZ RV} dash= A

N0/ZHEE FEt2 HRIS Qo ArZeitt. Yoo W8 S MZotks 232, 21
WOl HPIE MAdts ZEs MESIT 55| ARYUHUS M W= 2H0| AEdts 82,
Ha 240] MERH Hel Lo EXHot= t2IX| =elettt

C. IE0iH|

Oh2ol oidl= 2R2| Y=(slf_msg_param_num)S 0|&3tH S&2= Aitst 7S g
37|(size)S AMSt=0 A2otil ULt PHA Q2 2O ZHH AHLE Zf(param_ct)0| 2H
E220|| 9ol S470| =H, B F 7|7t 247t Z/0 A|AEI0| X7t eAEt 4 QUTt

String msg_str ="
String tmp = request.getParameter("slf_msg_param_num");
tmp = StringUtil.isNullTrim(tmp);
if (tmp.equals("0") {
msg_str = PropertyUtil.getValue(msg_id);
}else {
/] 215 HAUS H4-HOR AIEE I YA 27|
int param_ct = Integer.parselnt(tmp);
String[] strArr = new String[param_ct];

HESH| 21 M8
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SH 22| 29 7o AR Y=HitE WEL 7|2 MEots 8% 1 40| 47t Ot

1%
ZArok= 20| HRotCt. H
e
QrMSt =9 0 JAVA
String msg_str ="";
String tmp = request.getParameter("slf_msg_param_num");
tmp = StringUtil.isNullTrim(tmp);
if (tmp.equals("0")) { H2%
msg_str = PropertyUtil.getValue(msg_id); e
}else { %EJI
/] AR LHUS HTHOR MSE I L= 37|18 ASSH M8 (;)ﬂ
try { S
int param_ct = Integer.parselnt(tmp); o
if (param_ct € 0) {
throw new Exception();
} HI3E
String[] strArr = new String[param_ct]; =
} catch(Exception e) { -
msg_str = "H2E (D) YLCL, 7E|r
} Al
z
st
%

8%, YHU0| HF 2 I S5/t =0 A|L-Y 22X EY & 2

QuCt, iy
T
3
=
" Al
QHSIX| 242 ZE9| o C# 4
o
E
public static void Main(string[] args) ?;
{ 2
/] AR UHUS ASE O, LY U FI7H LT 2 B2 LHERR 1Y
int usrNum = Int32.Parse(args[0]); HI5&
string(] array = {"one", "two", "three", "four" }; =
string num = array[uerum], =

H4E
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checked 22 0|E5t0 LHEZ R UM 2f01 L H2|E SHOFSHTY.

public static void Main(string[] args)
{
// checked 22 AI25}0] LHEZ 22| U 012 U 37| &0l
try {
int usrNum = checked(Int32.Parse(args[0]));
string(] array = {"one", "two", "three", "four" };
if(usrNum ¢ 3)string num = array[usrNum];

}

catch (System.OverflowException e) { -+ }

}

id main(int arge, char* argvl[])

/] A5 LHUS ABE M, A 22 77t 1T 2 R LHEES LY
int usr_num = 0;

char* num_array[] = {*one”, “two”, “three”, “four” };

char* num = NULL;

usr_num = atoi(argv[1]);

num = num_array[usr_num];

}

orxXi5t A 0| 0f C

id main(int argc, char* argv(])

/] A5 LHUS MBS M, L A2 77 LR 2 R LHEES LY

int usr_num = 0;

char* num_array[] = {*one”, “two”, “three”, “four” };

char* num = NULL;

usr_num = atoi(argv[1]);

if (usr_num )= 0 && usr_num { 4) {

num = num_array[usr_num];
}

}
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® CWE-190 Integer Overflow, MITRE, http://cwe.mitre.org/data/definitions/190.htm|

® Enforce limits on integer values originating from tainted sources, CERT, http://www.
securecoding.cert.org/confluence/display/c/INTO4- C.+Enforce+limits+ on+integer+
values+originating+from+tainted+sources

@ Verify that all integer values are in range, CERT, http://www.securecoding.cert.org/
confluence/display/c/INTO8-C.+Verify+that+all+ integer+values+are+in+range

@ Integer overflow, OWASP, https://www.owasp.org/index.php/OWASP_Periodic_Table
_of _Vulnerabilities_-_Integer_Overflow/Underflow
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"quantity” /)74

Y

KON A

"price” value="1000"/)

o
e

value

SEE
"hidden" name

=

o

submit

AEXt
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AIEQ0] JHEES! JI0IE
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QFHalx| B2 ZE2| o JAVA

try {

[/ M7} BR800 U= FHA(TH7)) HEE ARSX} SFHOA HopA X2
price = request.getParameter("price");
quantity = request.getParameter("quantity");
total = Integer.parselnt(quantity) * Float.parseFloat(price);

} catch (Exception e) {

_e
ﬁ
|'.lJ

£9| o JAVA

{input type="hidden" name="price" value="1000"/>
(br/YB=  HDTV
(br/>2=2f : <input type="hidden" name="quantity" />7H
{br/)input type="submit" value="7" />
try {

item = request.getParameter(“item”);

AHpet
price = productService.getPrice(item);
quantity = request.getParameter("quantity");
total = Integer.parselnt(quantity) * price;
} catch (Exception e) {

// 7tZ0] OtL|2t item =S 7HMAM ME 7L BR3IL U= 7HAHEE 01310 A 71

£=1
=

A R US ALE0HA| Pl At LIRS
= M2lotil= BEAl MH7F ER610 R

|=
—
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BEOZ AEAS| AUSFEE 7710 Mot U= C# OIMZ=0|T.

QPG| 42 ZEQ| Of C#

HttpCookie cookie = new HttpCookie(*Authentificated”, “17);
[/BEOE AEXIS QISHEE 7|0 KEsBiCt
Response.Cookies.Add(cookie);

[/ AEXtQ] QIZHEE MIMO| XFSHCE,
Session[“Authentificated”] = “17;

Of2f C TE= QEOM 7IM2 M HEE .
otel OE=oHA| /2 ROR GRS TS 4 QUCE 012 S0f 2202 XIF 2H0[MAS ABTH=
(o] 2 ﬂﬁ

B, US AHO FAE MEA HEGSI0 Yo=

void SecurityDecision() {
int sockfd = socket(PF_INET, SOCK_STREAM, 0);
char* server_info = getenv(“server_addr”);
/] AR0M 712 M HEE T2 AHZSHT
if( connect( sockfd, (struct sockaddr *)server_addr, sizeof(struct socketaddr) ) 0) {
return;

}

/* 20|HA HE FE ¥/

}
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void SecurityDecision() {
int sockfd = socket(PF_INET, SOCK_STREAM, 0);
struct sockaddr_in server_addr;
memset( &server_ info, 0, sizeof(server_info));
server_info.sin_family = AF_INET;
server_info.sin_port = htons(5555);
server_info.sin_addr.s_addr = inet_addr(“127.0.0.17);
[/ D™E MY FAE AIBS10] HAS TISiTt
if( connect( sockfd, (struct sockaddr *)server_addr, sizeof(struct socketaddr) ) {0 ) {
return;

}

/* BolA A5 BE ¥/

}

2t FIXtE

® CWE-807 Reliance on Untrusted Inputs in a Security Decision, MITRE, http://cwe.mitre.
org/data/definitions/807.html

® Do not trust the values of environment variables, CERT, http://www.securecoding.cert.
org/confluence/display/java/ENV02-J.+Do+not+trust+ the+values+of+environment+
variables

@ Session Management, OWASP, https://www.owasp.org/index.php/Session_Management
_Cheat_Sheet
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void foo() {

int num = 10;

char message[40];
gets(message);b:

2 foo()

St
=

2 LS €2 W2 25 7HXH,

=1 Fat 22D

Ox {return addr)

10

num

message

g0|2=,

i
[

S0 KMEA|7|
AEHO| A|ZI=A OxAABBZE EH=Z ¢
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D203 0N HEe HHE ALE

LHOIA SBI2A AU 2 = UH SHIGHHOF :

SEOHA| RoH O=otX| 2 ZAUE 7t =HEZ E(Null) 2AHE HIH He| LHo|
Z(Null) 2Xt2 Z=2 &2 6{0F STt

In
ika
18
Q'E
=

Ct. =0 x|

COE ZE= ZQIH 2N 9| 7HE HEH &3
HIOIEf 37| sizeof(cv_struct)= Qo Z=713#
HI QHEZRE LYAIZICH Eot T2

MRV HE0 2AIEY] H= Al ZRE 2UE JHHE o U

ZAEE FAfols Z20-0(0. R ALE
S&E HE2 S Z2H yE B0ME=

y=
= ZAE HF A

i FIO
>
rin
Mo
Rl
ne
2
fim}
:Iog
O

typedef struct _charvoid {
char x[16];
void * v,
void * z
} charvoid
void badCode() {
charvoid cv_struct
cv_struct.y = (void *) SRC_STR;
printLine((char *) cv_struct.y);

/* sizeof(cv_struct)2] AFRCE HOIE] yoi| HHO{M 7| WAl */
memcpy(cv_struct.x, SRC_STR, sizeof(cv_struct));
printLine((char *) cv_struct.x);

printLine((char *) cv_struct.y);15:
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X

Fekot A AUl sizeof(cv_struct x)2 2 51&E HPlQ| AHARS AIZoI=S 7ottt
=W, SAHE 2AE2 SHE 2(Null) 2SS 7HN0F ot22 SAHE s 71 ov_ struct.x
Fe OFR|E QIMIAS A itst] 2(Null) 2AHS THEHOF STt

=T

typedef struct _charvoid {
char x[16];
void * y;
void * z,

} charvoid

static void goodCode() {
charvoid cv_struct
cv_struct.y = (void *) SRC_STR;
printLine((char *) cv_struct.y);

/* sizeof(cv_struct.x)2 HZ3510] HLQIE yo| HOJMT|E WX|F */
memcpy(cv_struct.x, SRC_STR, sizeof(cv_struct.x));

[* X8 ZEE 9ol 2 EXIE AUE*/
cv_struct.x[(sizeof(cv_struct.x)/sizeof(char))-1] = "WO0’;
printLine((char *) cv_struct.x);

printLine((char *) cv_struct.y);

et F1X=

® CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer,
MITRE, http://cwe.mitre.org/data/definitions/119.html

@ Buffer overflow attack, OWASP, https://www.owasp.org/index.php/Buffer_overflow_
attack

206 | AZEQI0f H=St JH0I=



L}, Eokyzy

printf(), snprintf() § B SXILS MBSt B4 ABE TH= MBX U213 RHEoR
B SRR ABSIILE B 2XIY A0 TSNI7IX| Ot BUSKIAS AIRSHE B0
ABTF Q23S NS T ALBAPE B AERS WHS 4 U= AR M| oL} 53,
%n, %hn2 BAX} 02 0|83H S HD2| HIX/0) SHYUS WY + YOS BY A=Y
RS2 ABSHA SHECH SR URYS EU BXIAUS AIBSHS 40| ABY Oi=
THS5HB %s B SRIAS XIHGHD, ABK UAZLS 2610 0|30 Ti2f0|E|2 AR SICt

Ct. =0 x|

L

HOH AR EHOIORM C Q0fof TEHE 22 OLICH Of2f OF| T U KR RENS
oro in =

Java Z2-MONE Y + ASS BOEL 0| Z2O-0M SHN=
o
=

%1$tm, %1$te, E= %15tYL 22 EXNES LGS0 L0 SAEN| ZSALCZ M, |
R&7|7t validDate/t E8HE|EE g 4 ULt

// 2% Y=ol 2o EX1E Zet oS SQI5HK| Y0 o EXIE S| UE A8

// args[0]2] Z2E “%1$tY-%1$tm-%1$te"S MEotH A|AHINM 7IX|2 Q= Eut
(2014-10-14) EEII =&

import java.util.Calendar

public static void main(String[] args) {
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Calendar validDate = Calendar.getInstance();
validDate.set(2014, Calendar.OCTOBER, 14);

System.out.printf( args[0] + " did not match! HINT: It was issued on %1$terd
of some month", validate);

}

NEXZHE 93 0 2Xjeg U X0 3y =

ANEYLZIN FERES TXIBT.

|:|0|I

PANIZIR] @240, %s ZOH EXHE

mjo

ket L9 ¢ JAVA

// 24T U0 Zo EXIE EH0j| AFBE|X| U=E +H
import java.util.Calendar

public static void main(String[] args) {
Calendar validDate = Calendar.getInstance();
validDate.set(2014, Calendar.OCTOBER, 14);
System.out.printf("%s did not match! HINT: It was issued on %2$terd of some
month", args[0], validate);
}

O] MM msge A=Y 4= gl= AKX

= S ZEot U1 fprintf() EE0IM ZHEXS
QA= MEE|| W20 ZHAES MY

oo
o i

QFsHx| p42 ZE2 0fl C

void incorrect_password(const char *user) {
static const char msg_format[] = "%s cannot be authenticated.¥n";
size_t len = strlen(user) + sizeof(msg_format);
char *msg = (char *)malloc(len);
if (msg == NULL) {
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- e
[* R XM2| */
}
int ret = snprintf(msg, len, msg_format, user);
if (ret €O || ret)=len){
[* 2F X2| */

}

// 2%
fprintf(stderr, msg); ‘
free(msg); g
msg = NULL; 2

of

J 2

&
ol
0] Oi™l= fprintf() CHAION foutsOE AHESIA, msgE EMEXGME FZSHK| L0 Iz
stderr=2 S5t} H3%

=
=
be]

.
M

=
A
=
A
L
oF
I3
c
sf
5t

=
=
o

OrXMst AEO| 6 C
void incorrect_password(const char *user) {
static const char msg_format[] = "%s cannot be authenticated.¥n";
size_t len = strlen(user) + sizeof(msg_format);
char *msg = (char *)malloc(len);
if (msg == NULL) {
[* 2F M2l ¥/
}
int ret = snprintf(msg, len, msg_format, user);
if (ret (0 || ret )=len){
[* F 2| ¥/

}
if (fputs(msg, stderr) == EOF) {
[* LF X2 */ s
} g
=
free(msg);
msg = NULL;

XAz
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2}, 20Xtz
® CWE-134 Uncontrolled Format String, MITRE, http://cwe.mitre.org/data/definitions/
134 .html

® Exclude user input from format strings, CERT, http://www.securecoding.cert.org/
confluence/display/c/FIO30-C.+Exclude+user+input+from+format+stringsb

@ Use valid format strings, CERT, http://www.securecoding.cert.org/confluence/display
/c/FI047-C.+Use+valid+format+strings

@ Format string attack, OWASP, https://www.owasp.org/index.php/Format_string_attack
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QHHMSIX| 42 ZEQ| 0 JAVA

@RequestMapping(value = "/modify.do", method = RequestMethod.POST)
public ModelAndView memberModifyProcess(@ModelAttribute("MemberModel")
MemberModel memberModel, BindingResult result, HttpServletRequest request,
HttpSession session) {

ModelAndView mav = new ModelAndView();

/1. BOQI5t AI8XIE E2{2Lt

String userld = (String) session.getAttribute("userld”);
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QHGIX| 42 ZE2| 0o JAVA
String passwd = request.getParameter("oldUserPw");

//2. 8N 2H5k= AEXtet UX| 0EE SQI5HK| 21, S|YEE 85101 AXSIX| 4Lt

if (service.modifyMember(memberModel)) {
mav.setViewName('redirect:/board/list.do");
session.setAttribute("userName", memberModel.getUserName());
return mav;

}else {
mav.addObject("errCode", 2);
mav.setViewName("/board/member_modify");
return mav;

1

1

2018t AFEALRE Q7o ALEAS] YX| (HEE =fele

okt Z=9f ¢f JAVA

@RequestMapping(value = "/modify.do", method = RequestMethod.POST)
public ModelAndView memberModifyProcess(@ModelAttribute("MemberModel")
MemberModel memberModel, BindingResult result, HttpServletRequest request,
HttpSession session) {
ModelAndView mav = new ModelAndView();

/1. BOQI5t AF8XIE E2i2L).
String userld = (String) session.getAttribute("userld");
String passwd = request.getParameter("oldUserPw");

//2. S|R™EE MM +Hok= ALBAIRL 291 ALBXIRt SYSHX| SISt
String requestUser = memberModel.getUserld();
if (userld != null && requestUser = null && luserld.equals(requestUser)) {
mav.addObject("errCode", 1);
mav.addObject("member", memberModel);
mav.setViewName("/board/member_modify");
return mav;
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//3. SYEt AL202t S|2HEHE $H5H0f QHTSICE.
if (service.modifyMember(memberModel)) {

OFHolx| (32 ZE2| Of C#

protected void LoginButton_Click(object sender, EventArgs e) {

/1 MEX1e| XpQIE 1Pgo| glo] 2191 7|53 s3SIt
FormsAuthentication.RedirectFromLoginPage(UserName.Text,

RememberMe.Checked);

}

AR RHOIE & 2791 7|5

mjo
3

S30f

ror

CF.

QrXSt AE9| o C#

protected void LoginButton Click(object sender, EventArgs e) {
/] MEXe] XIS 1 S-St
if(Membershlp.ValldateUser(UserName.Text, Password.Text)) {
FormsAuthentication.RedirectFromLoginPage(UserName.Text,
RememberMe.Checked);
1
}

2t FIXtE

® CWE-306 Missing Authentication for Critical Function, MITRE, http://cwe.mitre.org/data
/definitions/306.html

® Access Control, OWASP, https://www.owasp.org/index.php/Access_Control_Cheat_
Sheet
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2. B2XFEst 010t

7L ML

o2720| RE 7}

—
(@] —
32, B2RE H2

BAIRHA| §EALE S0 Atek=

Lt SHObCH=Y

SEE2H0| MSote HE2 7leS FL0 M2t tEC=2M SHR0H &= 34
=£M6 (Attack Surface)2 Z|ASkSt A St 2 ACL(Access Control List)S
22|otCh ZHYRYIE AN FAES Ig == U= HE =T, JAAS Authorization
FrameworkLt OWASP ESAPI Access Control 62 Q15 T /UYIZ AHE 7HSOIL.

>

C. IE0iH|

OF2fo] TEE ARBX QUZI0 T2t AHEIRIS A5tT QUOD, AHEXIS| 3t Ho)
K

O SHI7t HE X 21 UL,

private BoardDao boardDao;
String action = request.getParameter(action”);
String contentld = request.getParameter("contentld")'
/] Q38 dli= AI8X12| delete X2l At £Q1 10| &5t U0 QHFSHX| QILt.
if (action != null && action.equals("delete”)) {
boardDao.delete(contentld);

OSSTMM 3 Defines Attack Surface as "The lack of specific separations and functional controls that exist for
that vector"
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private BoardDao boardDao;
String action = request.getParameter("action");
String contentld = request.getParameter("contentld”);
/1 MI80| MEE AR HEHE HOjR2L).
User user= (User)session.getAttribute("user”);
/] MEXPSHOIM i AL2X}7t deleteZfele] #EH0| A=K EQ1ISHF| AH| ZflS SHSiCE
if (action != null && action.equals("delete”) &&
checkAccessControlList(user,action)) {
boardDao.delete(contenld);

S et HAF gl0] HEE2(Q RO HHEAHM0| EZ0| 7tset C# Z=0]0.

QFHSHX| 42 ZEQ| O C#

/] 23Xt Hst ZA} 210] ZEEZ} LI JH'E AM0| ™2 7ts
public class AdministrationController : Controller

{

Off 7HE K0 HLSHOF ST

o

QrHst 9| o C#

[/ 23Xt Hs HAL = THE AM0 H2
[Authorize(Roles = "Administrator”)]
public class AdministrationController : Controller

{
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#define FIND_DN "uid=han,ou=staff,dc=example,dc=com"
int searchData2LDAP(LDAP *Id, char *username) {
unsigned long rc;
char filter[20];
LDAPMessage *result;
snprintf(filter, sizeof(filter),"(name=%s)",username);
[/ MEXI2| Q15 10| LDAP ZHMS A|=S5iCt,
rc = ldap_search_ext_s(Id, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, O,
NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);
return rc;

QrxMSt AEQ| 0 C

#define FIND_DN "uid=han,ou=staff,dc=example,dc=com"
int searchData2LDAP(LDAP *Id, char *username, char *password) {
unsigned long rc;
char filter[20];
LDAPMessage *result
// username 2 QIE35iCt.
if ( Idap_simple_bind_s(ld, username, password) = LDAP_SUCCESS ) {
printf("authorization error");
return(FAIL);
}
// username 0| 21921 XHHO} AX|SH=X| ZALELC}.
if ( stremp(username,getLoginName()) I=0) {
printf("Login error");
return(FAIL);
1

snprintf(filter, sizeof(filter), "(name=%s)", username);
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Qe ZE9| 6 C e

A
rc = ldap_search_ext_s(ld, FIND_DN, LDAP_SCOPE_BASE, filter, NULL, 0, “
NULL, NULL, LDAP_NO_LIMIT, LDAP_NO_LIMIT, &result);
return rc;
1
2l XK= Tz
® CWE-285 Improper Authorization, MITRE, http://cwe.mitre.org/data/definitions/285. 5"
of
html 2
® Access Control, OWASP, https://www.owasp.org/index.php/Access_Control_Cheat_ S

Sheet
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3. ERst A0 CHet &2 & #lot 43
1. 2L
SW7t &Qst Horta Xt thott 97| = 85| #Hetg QoK & o7t 82,
oS #X| 42 MEXPt Y AEHE AHESHA E L.
L}, 2O Y
MY, Mml 2tojE2{2] S2 SW 2 X0l QsiME o1 MI|Tt JtsoteE Edot
HEMAL} 20| EQ5t AHE AESH= E2, 571 2X| 12 AEXPVE S8t Ao B2 7ts
SEX| ZArstCt
Ct. A=A
“/home/setup/system.ini” IH0]| CHoll ZE AL 90, M Mg 4 QU= AHstg
E0dotdl ULt
setExecutable(p1, p2) : & S OF2t0|E 9| true/false Z0ll M2t M3lIts OR2E
ZAFstet. & S I2t0[E7t true & 3 ARACE Hall HEks 7HK|H, false ¥ 42 2E
AEXRP7L AR HEtE 7HEICH
setReadable(p1, p2) : & HM II2t0|E{Q] true/false 20l M2t 37 |17ts HEE ZHSIT
S B I20|E 7} true Y B ARAIE 7| HSHE I, false Y B2 2E AEXL

97| Hete 7

[Snpyty—}

7HEIL.

setWritable(p1, p2) : A ™ I2t0|E{9] true/false 240l et A7|7ts GRS
7tX|H, false & H2

& HW It true € 9 A

M| Hets 71,
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QFHalx| B2 ZE2| o JAVA

File file = new File("/home/setup/system.ini");

/] RE ABXI0f|H| M HES 51835101 QTS| QICt.
file.setExecutable(true, false);

/] RE AZXI0f|A| 47| HEtS 5183101 QTS| QICt.
file.setReadable(true, false);

/] BE MEXIOf|AH M7| HEtS 518510 QTS| QLCt.
file.setWritable(true, false);

IFUOY CHaHA = Z|Aets SEaH0F

ror

T & oY T2 AQRKOIAITE &17| HeHE SO,
* setExecutable(p1) : TI2t0|E{Q| true/false 4{0l| 2t ARQXIQ| AMHSH HES AHSITE
* setReadable(p1) : W2t0|E{Q| true/false B0l W2t AQKC| 47| HEH ({EE ZHSITY.

* setWritable(p1) : TH2t0|E{Q| true/false %0 Mt ARAIS| M7|HTH RS ZAFSHCL

ottt AE9| 6 JAVA

File file = new File("/home/setup/system.ini");
/] ASX0AH A3 HstS SXISHALCE.
fiIe.setExecutabIe(faIse)

/] 29X01AH 87| HetS §185IALCL.
file.setReadable(true);

/] 2RXI0|H M7| HstS FXISHALE.
file.setWritable(false);
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Ot2fof C# T == BE AEAI0A It Hets F0{ot U

QFHSHX] ¢

rlo
kU
n
10
2
)
E-3

public static void AddDirectorySecurity(string FileName)

{
// TIHER| HE My Hd
Directorylnfo dinfo = new DirectoryInfo(FileName);
DirectorySecurity dSecurity = dinfo.GetAccessControl();

/] RE AIZXI0f|A| At 201

dSecurity.AddAccessRule(new FileSystemAccessRule("everyone”,
FileSystemRights.FullControl,

InheritanceFlags.ObjectInherit | InheritanceFlags.Containerlnherit,
PropagationFlags.NoPropagatelnherit, AccessControlType.Allow));
dinfo.SetAccessControl(dSecurity);

MEe HotS Lo 2oH0r Sfr.

orMst AE2| o C#
public static void AddDirectorySecurity(string FileName, string Account,
FileSystemRights Rights, AccessControlType ControlType)

// TIHEZ] HE x| 4y
Directorylnfo dinfo = new DirectoryInfo(FileName);
DirectorySecurity dSecurity = dinfo.GetAccessControl();

// FileSystemAccessRule 0] Hgt AH

dSecurity.AddAccessRule(new FileSystemAccessRule(Account,
Rights,
ControlType));

dInfo.SetAccessControl(dSecurity);
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SE ASAA BHets R0dks CZE2| GiIXO|Lt,

OFH5HX| 92 FE0| 0 C

/] BE A7t 971/M7] At 2| EC.
umask(0);
FILE *out = fopen("file_name", "w");
if(out) {
fprintf(out, "secure code¥n");
fclose(out);

/] X Q0= ot Hskg FX| =Lt
umask(077);
FILE *out = fopen(“file_name", "w");
if(out) {
fprintf(out, "secure code¥n");
fclose(out);

ru

b &0XtE

® CWE-732 Incorrect Permission Assignment for Critical Resource, MITRE, http://cwe.

mitre.org/data/definitions/732.html

® Create files with appropriate access permissions, CERT, http://www.securecoding.cert.

org/confluence/display/c/FIO06-C.+Create+files+with+appropriate+access+permissions
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4. F[efot A=zt LIS AFE

7L ML

SWNEKISS BAMY NN HEH HAYSS B55p| ol0] UL 93Y H4S
C

o
0185101 HAYIES 2L Wy
=

QITY BB E A
HoD5 SR0IA HohiLt Yset UBst ANAIFS ALBHAE o EICt BEXSER| o2
OUTE UTES MBS A2 DA} YT2ASS 24610 RSAZ 4+ A= 7Hs54S
U 2 UL U Qa)E B UTR|FO| ZP= HFEO| 50| S0 W2t FofHKI7 =
A, IR0 SR 2 4 12t Lol

E0[ 28 A0t O =H L112|F0| HEOIL H A
=

- =
o= =7|= Sttt RC2, RC4, RCh, RC6, MD4, MD5, SHA1, DES ¥112|&0] 07|0] siiFEICt.

Lt EHOHCH2Y

AT e HiIe|SE ok A2 Ao, oA H A0 00| #5E HE=rd
YN2ES AESIT). 7|E0| FUSICt D YT DES, RChs9 YsYNE|ES

3DES, AES, SEED &9 QtHiet ASANZFZOZ Xt AFZSITt. Eo, HFHE WE,
HOIFE SO Chet &5 Y2lE HE Al ITHRRIS AMR=0| LS &olet A5E

e RES AtSolorettt.

roh

& oMt s etig|E 2 3| 20l

A
el
HT
fou
oo
4>
o
Jhu

o HY & 112HE

ARIA(Z| Z0] : 128/192/256),

=H20ts

=58 SEED(7| 20| : 128)
Z=2ots 7|2y ECD, CBC, CFB, OFB, CTR
Z3=E 7|2 /015 CCM., GCM

Sl SHA-224/256/384/512

Sttt HMAC
HIAIX| AIBZE
s27|4t CMAC, GMAC
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g2 258+ 35 M1
af418t4/HMAC 7|8t | « HASH_DRBG, HMAC_DRBG !
] -
Z27|ut « CTR_DRBG
* RSAES
Z7| Y5 - (Z747] Z00]) 2048, 3072
— RSA-OAEPOIM ALl 34{314 | SHA-224/256
TR * RSA-PSS, KCDSA, ECDSA, EC-KCDSA
7| A Al « DH, ECDH H2%t
HEEs 2554 T2t &
=
RSA-PSS « (Z747] Z0J) 2048, 3072 i
H
* (Z747] Zol, 4917| Zo)) g
KCDSA, DH 5
T (2048, 224), (2048, 256) o
ECDSA, « (FIPS) B-233, B-283
EC-KCDSA, « (FIPS) K-233, K-283
ECDH « (FIPS) P-224, P-256 .
C}. IO q
Al
s o of
CtS GXl= F|okst DES ¥112|502 A5 stot QUCt. 5
PHHsX| 42 I E9| 0off JAVA

import java.security.*;
import javax.crypto.Cipher;

public class CryptoUtils {

bytel] rslt = null;

try {
/[ 7] Z20|7} & ofat ot

Ot & 29 LS50

rslt = c.update(msg);

import javax.crypto.NoSuchPaddingException;

public byte[] encrypt(bytel] msg, Key k) {

Cipher ¢ = Cipher.getinstance("DES");
c.init(Cipher.ENCRYPT_MODE, k);
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import java.security.*;
import javax.crypto.Cipher;
import javax.crypto.NoSuchPaddingException;

public class CryptoUtils {
public byte[] encrypt(byte[] msg, Key k) {
bytel[] rslt = null;
try {
// 7] Z0|7t Zof Zefst Yn2|FQ AESE ALESH0] QHMSICY,
Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");
c.init(Cipher.ENCRYPT_MODE, k);
rslt = c.update(msg);

CHS OilXl= Fofet DES ¥112|52 ARgot QL.

static string Enc(string input) {
// 7] Z0|7} Hot F|oket 5ot 22| EQI DESE AH2510] QHHsIX| 4Lt
var des = new DESCryptoServiceProvider();

Otz AEXZ QHHSIt T AT AES Y 112|555 HEol0F Bttt

static string Enc(string input) {
/1 7] Zo|7t Hof Z=ist Ydn2|FQ AESE AHE5H0] QHHSILY.
var des = new AesCryptoServiceProvider();

}...
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CHE OiMl= Flefet DES ¢ilelES Ar8stal Rl= C 20T

EVP_CIPHER_CTX ctx;

EVP_CIPHER_CTX_ init(&ctx);

// |2kst DES Y1252 AHE St
EVP_Encryptinit(&ctx, EVP_des_ecb(), NULL, NULL);

rQ
ra
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il

EVP_CIPHER_CTX ctx;

EVP_CIPHER_CTX_ init(&ctx);

[/ QS AES ¥112|ES AFESICL
EVP_Encryptinit(&ctx, EVP_aes_128_cbc(), key, iv);

2t &1xtE
O CWE-327 Use of a Broken or Riscky Cryptographic Algorithm, MITRE, http://cwe.mitre.
org/data/definitions/327.html

® Do not use insecure or weak cryptographic algorithms, CERT, http://www.securecoding.
cert.org/confluence/display/java/MSC61-J.+Do+not+use+insecure+or+weak+cryptog
raphictalgorithms?focusedCommentld=186843241#comment-186843241

® Cryptanalysis, OWASP, https://www.owasp.org/index.php/Cryptanalysis
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A E= AAHY SQYE/ Eotd H0HE 222 &t = MY I AR
o o

JHAIYE(FUSERHS, 0HHS §), S8YECIEHS, AXHS §), HAE 5 QYRS
SUMEZ dSotAL MY He BEA Y2t HFS HAMOF eitt. B8t 9 SSL E=
HTTPS Sut 22 UYSKES ALESHOF StH, HTTPSSE 22 Eof AHES AR50 HElA
F710l S HI0|EHE MYols 8%, 77140 2ot&gS HIEA| 2ot SQEEY &2
YRR SQLYEE SHAU & R0 HeRlS S22 Mt MEAVT SLE R0 EZot==
ofioF 2ttt

Ct. =0 x|

SRYE BENY

Ol GilMl= Q1SS Ster AHZAt AL I BEL =2 DBO| A=
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QFHalx| B2 ZE2| o JAVA A%

H
String id = request.getParameter('id"); -
/] A2%U0l 2o IHALIE HHE A7 UCL.
String pwd = request.getParameter("pwd");
String sqgl = " insert into customer(id, pwd, name, ssn, zipcode, addr)"
+"values (?,?7,2,2,2, )%
PreparedStatement stmt = con.prepareStatement(sql); o
stmt.setString(1, id); .
A
stmt.setString(2, pwd); =
...... 2
- of
/] YEER2 AQIEY} WREO R DBO| XMEE|0f QHHsHX| QiCt. 2
stmt.executeUpdate(); Oﬁr
H3%
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OE Ol HARIE S S HIOIEE sitlite= Hekott] Mot AU

r

ottt AE9| 6 JAVA

String id = request.getParameter('id");
/] L2200 Qo AU HEE A1 QLY.
String pwd = request.getParameter("pwd");
// HAQIES £EZ2 T 3H510] SHA-256 o4+ 2 B1Z4610] QtHSIH| XESICL,
MessageDigest md = MessageDigest.getinstance("SHA-256");
md.reset();
md.update(salt);
byte[] hashinBytes = md.digest(pwd.getBytes());
StringBuilder sb = new StringBuilder();

for (byte b : hashInBytes) {

sb.append(String.format("%02x", b));

}
pwd = sb.toString();
String sgl = " insert into customer(id, pwd, name, ssn, zipcode, addr)"

+"values (?,?,2,2,2, 2%

PreparedStatement stmt = con.prepareStatement(sql);
stmt.setString(1, id);
stmt.setString(2, pwd);

stmt.executeUpdate();

OS2 AEAS HAJES BELZ Nyl 511 Fotk= C# T=9 KX0[C.

0II

QIHSIX| 42 ZEQ| Of C#

namespace Security

{
public class FindPassword : System.Web.Ul.Page

{

protected void Page_Load(object sender, EventArgs e)

{
var userld = "tmp";
MembershipUser user = Membership.GetUser(userld);

228 | AZEQ0f HEES! JH0IE



QIHSIX| 242 ZEQ| O C#

if (user = null)

{
var password = user.GetPassword();
Response.Write(password);

}

else

{
Response.Write("the given userld is not valid");

}

1
1
}

WAYEE Y23t 5104 XEsHOF 5tH, S5 =S ettt

namespace Security
{
public class FindPassword : System.Web.Ul.Page
{
protected void Page_Load(object sender, EventArgs e)
{
var userld = "tmp";
MembershipUser user = Membership.GetUser(userld);
if (user 1= null)
{
var encrypetedPassword = user.GetPassword();
SecureFindPasswordFunction();
}
else
{
Response.Write("the given userld is not valid");
}
}
}
}
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Otz Ol HAKES RSSfoA| §11 HERAZ H&otd UGt 0] E9 I3l ALEC=Z

HHSIX| 42 ZE9| 6 JAVA

try {

Socket s = new Socket("taranis”, 4444),

PrintWriter o = new PrintWriter(s.getOutputStream(), true);
[/ HAQIES WEOZ MASH0| QHM5HK| ALk,

String password = getPassword();

o.write(password);
} catch (FileNotFoundException e) {

Ol GillE WAREE HEHAZ M= HEo| Tol AES SO et esUie|go=

Qs OrFEt L2 IR0\t

ottt AE9| 6 JAVA

// WA EE 4S8} 510] HE
try {
Socket s = new Socket("taranis”, 4444),
PrintStream o = new PrintStream(s.getOutputStream(), true);
/] HAYEE Z=5t AESYS S Y2|F0 2 HME510] ALZStCY.
Cipher ¢ = Cipher.getinstance("AES/CBC/PKCS5Padding");

String password = getPassword();
byte[l encPassword = c.update(password.getBytes()):
o.write(encPassword, 0, encPassword.length);
} catch (FileNotFoundException e) {

230‘ ATEQ0f HELEO JH0IS
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QIMSIX| 22 A E2| o C#
public void EmailPassword_OnClick(object sender, EventArgs args)
{
MembershipUser u = Membership.GetUser(UsernameTextBox.Text, false);
String password; H2g
A
if (ul=null) %I
of
{ A
try g
{ of
password = u.GetPassword(); // sensitive data created
1
catch (Exception e) H3E
{

Msg.Text = "An exception occurred retrieving your password: " +
Server.HtmlEncode(e.Message);
return;
t
MailMessage Message = new MailMessage();
Message.Body = "Your password is: " + Server.HtmlEncode(password);
[/MALIET ZEHE HAIXIE WEYI = ME5t ULt
SmtpMail.Send(Message);
Msg.Text = "Password sent via e-mail.";
1
else
{
Msg.Text = "User name is not valid. Please check the value and try again.";
1
1
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ublic void EmailPassword_OnClick(object sender, EventArgs args)

MembershipUser u = Membership.GetUser(UsernameTextBox.Text, false);
String password;

if (u!=null)
{
try
{
password = u.GetPassword();
byte[] data = System.Text.Encoding.ASCII.GetBytes(password);
data = new
System.Security.Cryptography.SHA256Managed(). ComputeHash(data);
String hashedPassword = System.Text.Encoding.ASCIl.GetString(data);
t
catch (Exception e)
{
Msg.Text = "An exception occurred retrieving your password: " +
Server.HtmIEncode(e.Message);
return;
1
MailMessage Message = new MailMessage();
Message.Body = "Your password is: " + Server.HtmlEncode(hasedPassword);
SmtpMail.Send(Message);
Msg.Text = "Password sent via e-mail.";

}

else

{

Msg.Text = "User name is not valid. Please check the value and try again.”;

}

232

AIEQ0] JHEES! JI0IE




IHUOIA S1012 HARAES HIZ ALESt= CO|IX Z=0IC.

M1

fo=

int dbaccess() {

FILE *fp; char *server = "DBserver”;

char passwd[20];

char user[20];

SQLHENV henv: H2%

SQLHDBC hdbc; A

fp = fopen(‘config”, "r"); %

fgets(user, sizeof(user), fp); of

// HAYIES Tl Sol2Ct. 4

fgets(passwd, sizeof(passwd), fp); %

fclose(fp);

SQLAllocHandle(SQL_HANDLE_ENV, SOL_NULL_HANDLE, &henv);

SQLAllocHandle(SQOL_HANDLE_DBC, henv, &hdbc); _—

SQLConnect(hdbc, -
(SQLCHAR*) server, b
(SOLSMALLINT) strlen(server), ;jlr
(SQLCHAR*) user, 7
(SOLSMALLINT) strlen(user), %
/] HASIE 9455t 90| 2IY AZBITE g
(SQLCHAR*) passwd, %
(SQLSMALLINT) strlen(passwd) );

return 0; Hag
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int dbaccess() {
FILE *fp; char *server = "DBserver";
char passwd[20];
char user[20];
char *encPasswd;
char *key;
SQLHENV henv;
SQLHDBC hdbc;
// AES-CBC=Z 53} BEE MXSICL,
HCkCrypt2 crypt = CkCrypt2_putCryptAlgorithm(crypt,”’aes”);
CkCrypt2_putCipherMode(crypt,”cbc”);
/1 AS0M 253} 7|8 S22t ML
key = getenv(“encrypt_key”);
CkCrypt2_SetEncodedKey(crypt,key,”hex”);
fp = fopen(‘config”, "r")
fgets(user, sizeof(user), fp);
/] HASIEES MAGA {0{=2L}.
fgets(passwd, sizeof(passwd), fp);
fclose(fp);
/] THAQIE ASSIE TISYSICE,
encPasswd = CkCrypt2_encryptStringENC(crypt, passwd);
SQLAllocHandle(SQL_HANDLE_ENV, SOL_NULL_HANDLE, &henv);
SQLAllocHandle(SQOL_HANDLE_DBC, henv, &hdbc);
SQLConnect(hdbc,
(SOLCHAR*) server,
(SOLSMALLINT) strlen(server),
(SOLCHAR*) user,
(SOLSMALLINT) strlen(user),
/] ¥sstE HAES ALY,
(SOLCHAR*) encPasswd,
(SOLSMALLINT) strlen(verifiedPwd) );
return 0;

}
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® CWE-312, Cleartext Storage of Sensitive Information, MITRE, http://cwe.mitre.org/data
/definitions/312.html

® Clear sensitive information stored in reusable resources, CERT, http://www.securecoding.
cert.org/confluence/display/c/MEMO03~-C.+Clear+sensitive+information+stored+in+
reusable+resources

® Be careful while handling sensitive data, such as passwords, in program code, CERT, http:
//www .securecoding.cert.org/confluence/display/c/MSC18-C.+Be+careful+while+
handling+sensitivet+data%2C+such+as+passwords%2C+in+program+code

@ Never hard code sensitive information, CERT, http://www.securecoding.cert.org/
confluence/display/java/MSC03-J.+Never+hard+code+sensitive+information

® Do not store unencrypted sensitive information on the client side, CERT, http://www.
securecoding.cert.org/confluence/display/java/FI052-J.+Do+not+store+unencrypted
+sensitive+information+on+the+client+side

® Password Plaintext Storage, OWASP https://www.owasp.org/index.php/Password_
Plaintext_Storage

@ CWE=-319, Cleartext Transmission of Sensitive Information, MITRE, http://cwe.mitre.
org/data/definitions/319.html

Insecure Transport, OWASP, https://www.owasp.org/index.php/Insecure_Transport
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public class MemberDAO {
private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0RCL";
private static final String USER = "SCOTT"; // DB ID;
// DB INARIET} AAFEQ WREOZ XA UL
private static final String PASS = "SCOTT"; // DB PW;
public Connection getConn() {
Connection con = null;
try {
Class.forName(DRIVER);
con = DriverManager.getConnection(URL, USER, PASS);
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public class MemberDAO {
private static final String DRIVER = "oracle.jdbc.driver.OracleDriver";
private static final String URL = "jdbc:oracle:thin:@192.168.0.3:1521:0RCL";
private static final String USER = "SCOTT"; // DB ID
public Connection getConn() {
Connection con = null;
try {
Class.forName(DRIVER);
/] ¥SEHE AQEE T2HE|0A 2{0{S0] ES3IoHA] ALZSHOFSICY.
String PASS = props.getProperty("EncryptedPswd");
bytel]l decryptedPswd = cipher.doFinal(PASS.getBytes());
PASS = new String(decryptedPswd);
con = DriverManager.getConnection(URL, USER, PASS);

Credential Z

IR
4 Huot B 4 0] Yl

string UserName = "username”;

string Password = "password";

[/ BE22 NHYE HALEE 0|85}0] NetworkCredential 44
NetworkCredential myCred = new NetworkCredential(UserName, Password);

H4E
THEH ARAHIE JH0I=

237

Mz

fo=

H2%

rOHE @|m|Hp-

M3z

Ofmter forONFOHT rmdpy: - 1%HI

RiA%

I
5
=)
A
Al
b
9
I
I(‘_)l
7t
0|
5

HI5%

JH



Ot 5 5HE| IHAQEZ Credential ZHX|E AASHC

otMst AE 0| o] C#
string UserName = "username”;

string Password = "password";

SecureString SecurelyStoredPassword = new SecureString();

foreach (char c in Password)

{
SecurelyStoredPassword. AppendChar(c);

}

/] &S31E PAQCE ALR5L0| NetworkCredential 4441
NetworkCredential secure_myCred = new NetworkCredential(UserName,
SecurelyStoredPassword);

SIETEE WARIEE HI= AEot= COIM Z=0]T

rHsHX| =2 2L 6 C

int dbaccess(char *server, char *user) {
SQLHENV henv;
SQLHDBC hdbc;
char *password = “password”;
SQLAllocHandle(SQL_HANDLE_ENV, SOL_NULL_HANDLE, &henv);
SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
// SIESEE PAQIEE AIE
SQLConnect(hdbc,(SQLCHAR*)server,strlen(server),user,strlen(user),
password, strlen(password));
return 0;
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QbHst AEQ| 6 C

int dbaccess(char *server, char *user, char *passwd) {
SQLHENV henv;
SQLHDBC hdbc;
/] HAQIEE Q20N E2{AM AL
char *password = getenv(“password”);
SQLAllocHandle(SQL_HANDLE_ENV, SQL_NULL_HANDLE, &henv);
SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
SOQLConnect(hdbc, (SOLCHAR?) server, strlen(server), user, strlen(user),

password, strlen(password));

SQLFreeHandle(SQL_HANDLE_DBC, hdbc);
SOLFreeHandle(SQL_HANDLE_ENV, henv);
return O;

AATE R0 P28t 71 o= SHZ SIEDG0IH AHSotH X2l SAXNA =st

717t =22 AO[ UL,

import javax.crypto.KeyGenerator;
import javax.crypto.spec.SecretKeySpec;
import javax.crypto.Cipher;
public String encriptString(String usr) {
/] L4535 7|12 AATC LYR0|| AFRSH= W2 OHME}HA| QiLt.
String key = "22df3023sf~2;asn!@#/)as";
if (key 1= null) {
byte[] bToEncrypt = usr.getBytes("UTF-8");
SecretKeySpec sKeySpec = new SecretKeySpec(key.getBytes(), "AES");
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import javax.crypto.KeyGenerator;
import javax.crypto.spec.SecretKeySpec;
import javax.crypto.Cipher;
public String encriptString(String usr) {
/] 223} 7|= T MANN S35t E HEHE XS, AHBA| 558t
String key = getPassword("./password.ini");
key = decrypt(key);
if (key 1= null) {
byte[] bToEncrypt = usr.getBytes("UTF-8");
SecretKeySpec sKeySpec = new SecretKeySpec(key.getBytes(), "AES");

ro
[l
._I-

AATE R0 ¥2st 7|18 o+ YHZ of=T ot ALE0HH Xl SAXA eisst
717t =& AEO[ U

QFHolX| 32 ZE2| Oof C#

/] ¥535t 7|§ AATE LR M85tz W2 QAXGIX| QALY

byte[] key = new byte[] { 0x43, 0x87, 0x23, 0x72 };

byte[] iv = new byte[] { 0x43, 0x87, 0x23, 0x72 };

FileStream fStream = File.Open(fileName, FileMode.OpenOrCreate);

CryptoStream cStream = new CryptoStream(fStream,

new TripleDESCryptoServiceProvider().CreateEncryptor(key, iv),
CryptoStreamMode.Write);
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otxst IAE2| of C#
/] ¥28} 7|= AR THU0M AS s} E HEZ MESH, AHBA| 53} FHt

bytell key = GetKey(./password.ini);
byte[] iv = GetIV(./password.ini);
FileStream fStream = File.Open(fileName, FileMode.OpenOrCreate);

CryptoStream cStream = new CryptoStream(fStream,
new TripleDESCryptoServiceProvider().CreateEncryptor(Decrypt(key),
Decrypt(iv)),
CryptoStreamMode.Write);

typedef int SQLSMALLINT;
int dbaccess(char *user, char *passwd) {
char *server = "DBserver";
char *cpasswd;
SQLHENV henv;
SQLHDBC hdbc;
SQLAllocHandle(SQL_HANDLE_ENV, SOL_NULL_HANDLE, &henv);
SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
/] ¥=3E HUHSQ SEE AZSICE IS0 M2 Asto| U= AMBXt= oY HILHSQ}
SEE S8 = UL
cpasswd = crypt(passwd, “salt”);
if (strcemp(cpasswd, "68af404b513073582b6c63e6b”) = 0) {
// USE_OF_HARDCODED_CRYPTOGRAPHIC_KEY
printf("Incorrect password \n");
return -1,

}
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extern char *salt;
typedef int SOLSMALLINT;
int dbaccess(char *user, char *passwd) {
char *server = "DBserver";
char *cpasswd;
/] R0 U= LSEHE HIUHS Y SEE S22
char* storedpasswd = getenv(“password”);
char* salt = getenv(“salt”);
SQLHENV henv;
SQLHDBC hdbc;
SQLAllocHandle(SQL_HANDLE_ENV, SOL_NULL_HANDLE, &henv);
SQLAllocHandle(SQL_HANDLE_DBC, henv, &hdbc);
/] AU 2|2 SE US AI2dl HILHSE ASEIS6It
cpasswd = crypt(passwd, salt);
/] ¥=3tE HIUHSO 20N S22 S HlwStCt,
if (stremp(cpasswd, storedpasswd) != 0) {
printf("Incorrect password \n");
SQLFreeHandle(SOL_HANDLE_DBC, &hdbc);
SQLFreeHandle(SQL_HANDLE_ENV, &henv);
return -1,

gf. E1Xls
® CWE-259 Use of Hard-coded Password, MITRE, http://cwe.mitre.org/data/definitions
/259.html

@ Be careful while handling sensitive data, such as passwords, in program code, CERT, http:
//www .securecoding.cert.org/confluence/display/c/MSC18-C.+Be+careful+while+
handling+sensitive+data,+such+as+passwords,+in+program+code

@ Password Management: Hardcoded Password, OWASP, https://www.owasp.org/index.
php/Password_Management:_Hardcoded_Password
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@ CWE-321 Use of Hard-coded Cryptographic Key, MITRE, http://cwe.mitre.org/data/
definitions/321.html

® Be careful while handling sensitive data, such as passwords, in program code, CERT, http:
//www.securecoding.cert.org/confluence/display/c/MSC18-C.+Be+careful+while+
handling+sensitive+data,+such+as+passwords,+in+program+code

® Use of hard-coded password, OWASP, https://www.owasp.org/index.php/Use_of_hard
—coded_password
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Lt HOCH=Y
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SA 212|152 M0k 2,048 HIE 042 Z0|S 7 7|2t 2 AE3H0F otd, tHEYZ 3t

o

A T21E(Symmetric Encryption Algorithm)2] ZL0l= MO{= 128H|E 0|AQ] 7|2 AIRSICY,

C. IE0iH|

Ci22| Ofjkl= E2Hd0] et RSA Y112|ES AMER0T S+otal, 7| AO|RE & 4EC=MN
T2 7240 HIOIOFKS 0|

ro
oM
40
o
O

public static final String ALGORITHM = "RSA";
public static final String PRIVATE_KEY_FILE = "C:/keys/private.key";
public static final String PUBLIC_KEY_FILE = "C:/keys/public.key";
public static void generateKey() {
try {

final KeyPairGenerator keyGen = KeyPairGenerator.getinstance(ALGORITHM);
// RSA 7| Z0|E 1024 HIER B dH5t= 4 OHH5}X| QACt.

keyGen.initialize(1024);

final KeyPair key = keyGen.generateKeyPair();

File privateKeyFile = new File(PRIVATE_KEY_FILE);

File publicKeyFile = new File(PUBLIC_KEY _FILE);

244 £IZES0 KL Jl0lS



SM71 Y2310 ALESt= 719] 20l= HOE 2048H|E 0|22 AFeitt

ot I 9| 6 JAVA

public static final String ALGORITHM = "RSA";

public static final String PRIVATE_KEY_FILE = "C:/keys/private.key";

public static final String PUBLIC_KEY_FILE = "C:/keys/public.key";

public static void generateKey() {

try {

final KeyPairGenerator keyGen = KeyPairGenerator.getinstance(ALGORITHM);
keyGen.initialize(2048);
final KeyPair key = keyGen.generateKeyPair();
File privateKeyFile = new File(PRIVATE_KEY_FILE);
File publicKeyFile = new File(PUBLIC_KEY_FILE);

ChE9| OiXl= 22tg0| 4t RSA HAI2ISS AE U =701, 7| AO|2E AA 2Fe2=M

m2 20| HOIopE 0F|5t 290t

re

HolX| 42 FE=2| o C#

static string UseRSA(string input) {
// RSA 7| Z0|E 1024 HIER B HMst= ZS QHH6IX| Lt
var rsa = new RSACryptoServiceProvider(1024);

SM71 Y2310 ALESt= 719] 20l= 0= 2048H|E 0|22 AFeitt

rdst AE9| of C#

—_ -

static string UseRSA(string input) {
// RSA 7| ZI0|E 2048 H|E 0|42 ZUH MHsiC}.
var rsa = new RSACryptoServiceProvider(2048);

}...
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EVP_PKEY *RSAKey() {
EVP_PKEY *pkey;
RSA *rsa;

// RSA 7| ZI0|E 512 HIEZ HH MHol= A CFHSIX| QiCt,
rsa = RSA_generate_key(512, 35, NULL, NULL);
if(rsa == NULL) {

printf("Error \n");

return NULL;
}
pkey = EVP_PKEY_new();
EVP_PKEY_assign_RSA(pkey, rsa);
return pkey:

SM7| Y230 ALESt= 719] 20l= 0= 2048H|E 0|22 AFeitt

O3t AT 0 C
EVP_PKEY *RSAKey() {
EVP_PKEY *pkey;
RSA *rsa;
// 2048H|E 0|22 M¥5t S0i| ALZ35HOF StCt.
rsa = RSA_generate_key(2048, 35, NULL, NULL);
if(rsa == NULL) {
printf("Error \n");
return NULL;
}
pkey = EVP_PKEY_new();
EVP_PKEY_assign_RSA(pkey, rsa);
return pkey;

2t FIXE

(® CWE-326 Inadequate Encryption Strength, MITRE, http://cwe.mitre.org/data/definitions
/326.html
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K 7tset 245 AlZots A2 AIA-I0 E2MFHE Rl 0= 2715t <AE 2ot
JEUAM HF 7tse HeE MEUE, SHA=E SWOIN Y= HE AE Gildoto

BRES| Hpdl|= Ha 2 280k AE(Seed)?t0] 1HE 42, Uit STt H440]
2 StCt. 0|2 /it IS | YIH JavaOll A= Random()t Math.random() AFE Al java. util.
Random S A0A 7|2Z/C2 HMAIZHS 78O 2 K60 I HY &= AE(Seed)itS
A3, C Ol E rand() &4 AFS Al O HAE = 712 A=(Seed)at0| GIREZ, srand()2
O HE &= SMAIZE 78 SO 2 A E(Seed)ats AN o10{0f SHCt

C. IE0iH|

java.util.Random Z2iA 2| random() HAE AFRA|, 1 HE seedS HAoIH S st 4 20|
M E0] QHEHGEX] QAL O HEE= seedE HHOIHEE HOMEERE I8 H== 0|ZA|0l=

QFHoHA| B4Tt

import java.util.Random:;

public Static int getRandomValue(int maxValue) {

[/ D™E NEZS ME5I0| SUSH H=2k0] M=o QHHSEX| QACt.
Random random = new Random(100);
return random.nextInt(maxValue);
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public Static String getAuthKey() {
// O A= AEZES ALE510] CHE H210] MAME|LE HOMAYS St 2= QFMGHX| ALt

Random random = new Random();
String authKey = Integer.toString(random.nextInt());

java.util.Random A= setSeedzZ O HAZE= A=4ES AN SHALE, X AlZE
7HC= i HAL = Ek seedE Ao = 7|2U2 AESIT). EOHEHE flof Ha

A2 A|0fl= java.security.SecureRandom Z2HA S AL}

rr
X
©
HL
o

(o)
]
ol
gl

import java.util.Random;
import java.security.SecureRandom;

public Static int getRandomValue(int maxValue) {
// setSeed= Dt HAL|= A|EZS AH 571LE, 72242 81X A2t 7[HIC 2 D HAL =

ANEZ2 AI25IE 2 SiCt,

Random random = new Random();

return random.nextInt(maxValue);

}
public Static String getAuthKey() {
[/ HtAM™ES I8 U2 = 50| e 27H55 YSEMOE HSE SecureRandomS

Attt

try {

SecureRandom secureRandom = SecureRandom.getinstance("SHA1PRNG");
MessageDigest digest = MessageDigest.getInstance("SHA-256");
secureRandom.setSeed(secureRandom.generateSeed(128));

String authKey = new String(digest.digest((secureRandom.nextLong() +
").getBytes());

} catch (NoSuchAlgorithmException e) {
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static int GenerateDigit()

{
// O HAR= AEZS AF8510] CI2 Hh210] YE|LE HOHANS 218t 2= QG| It
Random rng = new Random();
return rng.Next(10);

}
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QIS AEQ| o C#

static int GenerateDigitGood()
{
/] BAAEFPES st HFEE 050] e 27tscH YSEHeR HSE
SecureRandom2 A28t
byte[] b = new bytel4];
new System.Security.Cryptography.RNGCryptoServiceProvider().GetBytes(b);
return (b[0] & 0x7f) {{ 24 | b[1] (( 16 | b[2] < 8 | bI3];

Seeding 10| AlZ5H= rand() g+ Y2310 ALZE7| UL

OHMSEX| 42 IE2| 0 C
void foo() {
inti;
for(i=0; i€20; i++)
/] BEOHS 02 H Aal S [ = A} 20| 20 87t 27| 20 LS50 AFEE 7|

St
printf("%d", rand());

XAz
TEEH ARUHIE JH0IE 249

M1

fo=

H2%

rOHE @|m|Hp-

M3z

=]
w
A

2
A

=
A
o
Al
=
of
7t
=
st
3t

=
=
S

HI5%

JH



srandom(), random() &5 AIZoHH HOHHO Z OMsH H4-8 /S 4 QLY

void foo() {
srandom(time(NULL));
inti;
for(i=0; i{20; i++)
printf("%Id", random());

2}, &uXtg
® CWE-330 Use of Insufficiently Random Values, MITRE, http://cwe.mitre.org/data/
definitions/330.htm|

® Generate strong random numbers, CERT, http://www.securecoding.cert.org/confluence
/display/java/MSC02-J.+Generate+strong+random-+numbers

® Do not use the rand() function for generating pseudorandom numbers, CERT, http://mwww.
securecoding.cert.org/confluence/display/c/MSC30-C.+Do+not+use+the+rand%28%
29+function+for+generating+pseudorandom+numbers

@ Insecure Randomness, OWASP, https://www.owasp.org/index.php/Insecure_Random
ness
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String id = request.getParameter("id");
String pass = request.getParameter("pass");
UserVo userVO = new UserVo(id, pass);

[/ HIEHS O XS, E42X X8 017 S EHEE MISHK ¢ S5

String result = registerDAO.register(userVO);

String id = request.getParameter("id");

String pass = request.getParameter("'pass");

[/ HIYHSO| X, ESEXF 2 0182 52| ST E M35t SSo6H St
Pattern pattern = Pattern.compile("((?=.*[a-zA-Z])(?=.*[0-9@#$%]). {9, )");
Matcher matcher = pattern.matcher(pass);
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if (lmatcher.matches()) {
return "H|YUHS g%l 27"
}

UserVo userVO = new UserVo(id, pass);

// B H[YHSE 518
NetworkCredential myCred = new NetworkCredential(UserName, ");

// Bl HIYHS E ALZ5IX| LS
NetworkCredential secure_myCred = new NetworkCredential(UserName, Password);
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QFHoHX| (42 2= 0f| C

bool authentication(char* id, char* pwd)
{
MYSQL *connectinstance;
connectinstance = mysgl_init(NULL);
/] HASQIE Ztof| CHSt Z4EQ10] AL SHT.
mysql_real_connect(connectinstance, "192.168.100.211", id, pwd,
"database”, 0, NULL, 0);
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bool authentication(char* id, char* pwd)
{
MYSQL *connectInstance;
connectinstance = mysql_init(NULL);
[/ THALIE0]| Cist MHst HES SaHalof SiCt. H23t
if( checkValidationld( id ) == true && checkValidationPwd( pwd ) == true ) A
{ E
_(I)_‘I
mysql_real_connect(connectInstance, "192.168.100.211", id, pwd, 01I
7
"database”, 0, NULL, 0); 4
=]
} of
}
HI3%

2. #1xts

® CWE-521 Weak Password Requirements, MITRE, http://cwe.mitre.org/data/definitions
/521.html

Ofmter forONFOHT rmdpy: - 1%HI

® Password Complexity, OWASP https://www.owasp.org/index.php/Authentication_

Cheat_Sheet#Implement_Proper_Password_Strength_Controls o
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File f = new File(downloadedFilePath);

JarFile jf = new JarFile(f);

t2t0[E
, JarEntry.getCodeSigners() HAEE AHZotH JAR Z4A|0f CHS

JarFile MMXt0| boolean™d
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H
File f = new File(downloadedFilePath); “
JarFile jf = new JarFile(f, true);
Enumeration{JarEntry) ens = jf.entries();
while (ens.hasMoreElements()) {
JarEntry en = ens.nextElement();
if (len.isDirectory()) {
if (en.toString().equals(path)) {
byte(] data = readAll(jar.getinputStream(en), en.getSize()); s
CodeSigner][] signers = en.getCodeSigners(); g
2l
) )
} .
| of
jf.close();
H3%

2}, Xtz

® CWE=-347 : Improper Verification of Cryptographic Signature, MITRE, http://cwe.mitre.
org/data/definitions/347.html
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Ot OiMl= SSL_get_verify_result2] Z217{0] X509_V_ERR_SELF_SIGNED_CERT_IN
CHAIN®! ZI0 XHRI MBE QISAOICL 0] ZS, Y 0fZ2AA0140] ool ols
e

o |
4>

if ((cert = SSL_get_peer_certificate(ssl)) && host)
foo=SSL_get_verify_result(ssl);

if (X509_V_OK==foo) || X609_V_ERR_SELF_SIGNED_CERT_IN_CHAIN==f00))
[/ R MBE QASMHY o~ L.
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cert = SSL_get_peer_certificate(ssl);

if (cert && (SSL_get_verify_result(ssl)==X509_V_0K)) {

/* CN 2 SfQISHK| LUK ME|SHL RIS, 0| 22, AKXt Common Names
www.attack.com22 H735t0 S7tAt 30| Ar2 e 22 0|87} S0 255t H 11 IS
EfXISEX| B */

}

Otefl GilMl= QISM DN EX|0ELt R27/|2t S5 HEeH.

oFHgt Z=9f ¢ff JAVA

private boolean verifySignature(X509Certificate toVerify, X609Certificate signingCert) {
/* H4Bs5tHE SAE 2E N (toVerify)2t CARIS A (signing Cert)2] DN(Distinguished
Name)O| YR|St=X| G{EE SIS} */
if (ItoVerify.getlssuerDN().equals(signingCert.getSubjectDN())) return false;
try {
/] SAE QIEM7t CAQIBAZE MY E|U=X| EfQISITY.
toVerify.verify(signingCert.getPublicKey());
/| SAE QIEM7I RF7|710| BtRERU=X] OISt}
toVerify.checkValidity();
return true;
} catch (GeneralSecurityException verifyFailed) {
return false;

ESt %§7|7f0| =0} Q= QIBA Q] SHXIHEE 21015t | 2IaiAl= CRL(Certificate revocation
lists)22 QUBM SHXIFZ L= OCSP(Online Certificate Status Protoco)22 AMAIZH

QIS HEf=RI0] B0t CRL 2|AEE iy AUSME FZo10] US7|HUAM TS =
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® CWE-295: Improper Certificate Validation, MITRE, http://cwe.mitre.org/data/definitions
/295.html
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HEEO 8 SEE=IH0M F7I= HIZ2|0 5o, Het@X|9| Hll0] S=&EH AL
D277t Hols 4%, et MM A0 XAEH22 NYHESE 288 + ACH,

0|42 gAZ0 7|ZE1, TS HetRKX MM0| AIREUS f H22o 2EECH JHINE
IE MH S0| 0|2 75*% HLXO| 7| (Persistent Cookie)Ofl HAEICHH, ZZAX= 270

=
e+ e BN EH2 71218 /A £H, 0l= A|A”S F{efotA THELDL
Lt QA
F719| UZAIZR2 MM0| X&E= AlZtE 2ot ZAste2 dFotl XS FI(0=
AEXL Het S5, MNID & 52FE7 ZRISX| RS Bt

C. IE0iH|

F719| U=A|IZE 1H2 2 Mteopi| 2 EFot /L. 7719 R=7(¢H0] 21 B2 AISAL st=
A0 F717t HEEH M F71= g4 =22 5 UALEE F{9fol.

Cookie IoginCookie = new Cookie("'rememberme”, "YES");

[/ 2712 UEAZHS 1HC = M LA M-I A QHHSIX| 4Lt
IoglnCookle.setMaxAge(60*60*24*365):
response.addCookie(loginCookie);
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Cookie loginCookie = new Cookie("rememberme”, "YES");
/] 2719 tEAZR2 S 7150l HE EAZ ALSSICE
loginCookie.setMaxAge(60*60%24);
response.addCookie(loginCookie);

[t L2 27|90 OIZA|ZIS 1EHO 2 MEHH| ZA MAGHD Q= C# TE0| OX0|CH 27|12 Q&
71210] 21 B ARgAL SfEOAZN F717F MYEM MY F7|= A =828 = ULE=

Forsict,

OFHolX| (32 ZE2| Of C#

HttpCookie cookie = Request.Cookies.Get(“ExampleCookie”);

[/ 3712 HEAZE 1HOR AT SHA ZA| HHsta U0 QHHSHK| QiCt.
cookie.Expires = DateTime.Now.AddMinutes(60.0¥24.0*365.0);
Response.Cookies.Add(cookie);

F719 U= Azt 10222 ddotil U= C# ZE9| OffA|0][L.

Qtxst AE9| o C#

HttpCookie cookie = Request.Cookies.Get(“ExampleCookie”);
/] 3719 U= AZE2 ST 7150 RF ZAZ ALBEIT
cookie.Expires = DateTime.Now.AddMinutes(10d);
Response.Cookies.Add(cookie);
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® CWE-539 Information Exposure Through Persistent Cookies, MITRE, http://cwe.mitre.
org/data/definitions/539.html

® Do not store unencrypted sensitive information on the client side, CERT, http://www.
securecoding.cert.org/confluence/display/java/FI052-J.+Do+not+store+unencrypted
+sensitivet+information+on+the+client+side

® Expire and Max-Age Attributes, OWASP, https://www.owasp.org/index.php/Session
_Management_Cheat_Sheet#Expire_and_Max—Age_Attributes
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MNIEHZ K[| 20N 2 2teH0] 2idet Z0|H.

// ZMEOR DBZ ID, AYCO| EQ3 HEE L EA|7 OHHSIA| QLt.
// DBYZA root / a1q2w3r3f2!@
con = DriverManager.getConnection(URL, USER, PASS);

D20 NS Ao FHE S0l §AZ2 AMEA AZ0IL HAYE SO 2= /N 2= A0
2Halop| A M|5H0{0F STt

// 1D, HAIESS| FQ YHE= FM0| Zal5iM= 2Lt
con = DriverManager.getConnection(URL, USER, PASS);
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/] ZHMEOR DBYZ ID, IHAYEL| £Q5t HEE L EA|F QHMGHX| L}
// DBYZ root / algq2w3r3f2l@
conn = customGetConnection(USER, PASS);
K27
D23 A0 A2 SOl GAS2 MR AFOIL HIASIE SO M A 42 Al z
SHAI17| ALRIGHOOF SITH 8
7
&
ﬂ'
// 1D, HAQIESS| 52 HHE FM0j| XM=
conn = customGetConnection(USER, PASS); A3
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/* password is "admin” */
/* passwd is "admin” */
int verfiyAuth(char *ipasswd, char *orgpasswd) {
char *admin = "admin”;
if(strncmp(ipasswd, oprgpasswd, sizeof(ipasswd)) = 0) {
printf("Authentication Faill \n");
}

return admin;
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int verfiyAuth(char *ipasswd, char *orgpasswd) {
char *admin = "admin";
if(strncmp(ipasswd, oprgpasswd, sizeof(ipasswd)) I= 0) {
printf("Authentication Faill \n");
}
return admin;

}

2}, Xtz

® CWE-615 Information Exposure Through Comments, MITRE, http://cwe.mitre.org/
data/definitions/615.html
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ALt 5t ARIEE &2 & QU L.

Lt SHObCH=Y

HAAES N Al A= EES dfivlelol YH2Z 50 H2 ofiviats MY

C}. [0

CH2ol GiM= HAHE M Al £E GL0| HAAZ0| THet si+igts fe 1HEE BEoED.

public String getPasswordHash(String password) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
// Sli+loll EEE ME5HX| 9f0t QXGHX| QILCt.
md.update(password.getBytes());
byte byteDatal] = md.digest();
StringBuffer hexString = new StringBuffer();
for (int i=0; KbyteData.length i++) {
String hex=Integer.toHexString(Oxff & byteDatali]);
if (hex.length() == 1) {
hexString.append('0");
}
hexString.append(hex);

1
return hexString.toString();
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public String getPasswordHash(String password, bytel] salt) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
md.update(password.getBytes());
/] 33 ME Aol HES 32 5 UEE £EE ME5I0{0} SiCt.
md.update(salt);
byte byteDatal] = md.digest();
StringBuffer hexString = new StringBuffer();
for (int i=0; KbyteData.length i++) {
String hex=Integer.toHexString(0xff & byteDatali]);
if (hex.length() == 1) {
hexString.append('0);

}
hexString.append(hex);
}
return hexString.toString()

L=l M= HAE NE Al EE gl0| AAE0| et si+iats B Hds BEHED.

o
[o]]]

e
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Xl %2 ZE9| off C#

static void HashWithoutSalt()
{
// 2|0l EEE XE35IX| 90} QXSIX| QACY.
var bytes = new byte[100];
(new Random()).NextBytes(bytes);
var source = bytes;
var sha256 = new SHA256CryptoServiceProvider();
sha256.ComputeHash(source);
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static void HashWithSalt(int saltLength)
{
// dli+loll ZEE XME35l0] HES 32 5 A Stch.
var bytes = new byte[100]; 23
(new Random()).NextBytes(bytes); e
var source = bytes; g
var sha256 = new SHA256CryptoServiceProvider(); ;1
byte[] saltBytes = GenerateRandomCryptographicBytes(saltLength); “E'
List{byte) sourceWithSaltBytes = new List{byte)(); o
sourceWithSaltBytes.AddRange(source);
sourceWithSaltBytes.AddRange(sourceWithSaltBytes);
sha256.ComputeHash(sourceWithSaltBytes. ToArray()); HI3&
}

£E 7t 210] 342 A4M5H= CEE=9| O A0|Tt.

Ofnter forONFOHT rfsinix - 1%HL

OHMSHX| 22 =2 0 C
HlAz
void GenerateHash(char* data)
{
char[512] hashedData = {0 };
//EE 2 220 NULL 2 0l E0{7IX] Y=Lt
MDb5HashAlgorithm( data, hashedData, NULL );
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void GenerateHash(char* data, char* salt)

{
char hashedData[512] = {0 };
MD5HashAlgorithm( data, hashedData, salt );

2t FIXE

® CWE-759, Use of a One-Way Hash without a Salt, MITRE, http://cwe.mitre.org/data/
definitions/759.htm|

® Store passwords using a hash function, CERT, http://www.securecoding.cert.org/
confluence/display/java/MSC62-J.+Store+ passwords+using+a+hash+function

® Use_a_cryptographically_strong_credential-specific_salt, OWASP, https://www.owasp.
org/index.php/Password_Storage_Cheat_Sheet#Use_a_cryptographically_strong_
credential-specific_salt
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0] O %= URLClassLoader(022 §1{01A IS CHRRE3t 5 251214, O T Cht
DAY HAS 2GR LOF TIUME SO2 0I5t W57} s 4 QU= ZLO[CH 0243t 3P
TARIE ofoIXel HYTCR A LIS 45T 4 L,

URLI] classURLs = new URL[] { new URL(*file:subdir/") };
URLClassLoader loader = new URLClasslLoader(classURLSs);
Class loadedClass = Class.forName("LoadMe", true, loader);
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[/ 3747| WAl 53t AN E|ZE HIHLSS 018510 MEmAU| st A|IJLXNE Ydstn
mjelo] MEQ RS MESICt MHOIAE Private KeyZ 7HX|11 MyClassS IS s|8ict.

String jarFile = "./download/util jar";

bytel] loadFile = FileManager.getBytes(jarFile);

loadFile = encrypt(loadFile, privateKey);

// jarFileNameQ 2 U5 3lE MAUS MASITT

FileManager.createFile(loadFile, jarFileName);

// SEI0[AHENME DU S CHREE g AL Public Key2 5335t}

URLI[] classURLs = new URL[] { new URL("http://filesave.com/download/util jar") };

URLConnection conn = classURLs.openConnection();

InputStream is = conn.getInputStream();

/] ¥ AEYE jarFileYO 2 MAUS E2SICE,

FileOutputStream fos = new FileOutputStream(new File(jarFile));

While (is.read(buf) 1= -1) {

byte[] loadFile = FileManager.getBytes(jarFile);

loadFile = decrypt(loadFile, publicKey);

// 5=3E IIYUS WSt

FileManager.createFile(loadFile, jarFile);

URLClassLoader loader = new URLClassLoader(classURLs);
Class loadedClass = Class.forName("MyClass", true, loader);
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public override bool DownloadFile()
{
var url = "https://www.somewhere.untrusted.com";
var desDir = "D:/DestinationPath";
string fileName = Path.GetFileName(url);
string descFilePath = Path.Combine(desDir, fileName);
try
{
WebRequest myre = WebRequest.Create(url);
}
catch (Exception ex)
{
throw new Exception(ex.Message);
}
try
{
bytel] fileData;
// I 22 ZAL elo| CIREE
using (WebClient client = new WebClient())

{
fileData = client.DownloadData(url);
}
using (FileStream fs = new FileStream(descFilePath, FileMode.OpenOrCreate))
{
fs.Write(fileData, 0, fileData.Length);
}
return true;
1
catch (Exception ex)
{
throw new Exception(ex.Message);
}
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public override bool DownloadFile()

{

var url = "https://www.somewhere.untrusted.com";
var desDir = "D:/DestinationPath”;

string fileName = Path.GetFileName(url);

string descFilePath = Path.Combine(desDir, fileName);
try

{

WebRequest myre = WebRequest.Create(url);

}

catch (Exception ex)

{

throw new Exception(ex.Message);

}

try
{

bytel] fileData;
using (WebClient client = new WebClient())
{

fileData = client.DownloadData(url);

}

// 315 2t S2 Ar83510| [iR2E w2 MY 2ZEY HAt

Checkintegrity(fileData);

using (FileStream fs = new FileStream(descFilePath,
FileMode.OpenOrCreate))

{
fs.Write(fileData, 0, fileData.Length);

}

return true;

catch (Exception ex)
{
throw new Exception(ex.Message);
}
1
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void foo() {
[* . %/
hFile = CreateFile((LPCWSTR)data, GENERIC_WRITE, 0, NULL,
CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
InternetQueryDataAvailable(m_hURL, &dwSize,0,0);
InternetReadFile(m_hURL, IpBuffer, dwSize, &dwRead); g
WriteFile(hFile, IpBuffer, dwRead, &dwWritten, NULL); e
of
4,
2|E 22 0|8010 FAHE &QIs = AZoH0F BTt .
QrMst AEQ 0 C RI3%
void foo() {
YAy

hFile = CreateFile((LPCWSTR)data, GENERIC_WRITE, 0, NULL, CREATE_ALWAYS,
FILE_ATTRIBUTE_NORMAL, NULL);

InternetQueryDataAvailable(m_hURL, &dwSize,0,0);

bool result = InternetReadFile(m_hURL, IpBuffer, dwSize, &wRead);

if, Io( result == true) {
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WriteFile(hFileBuffer, dwRead, &dwWritten, NULL); Az

/ 3

* * =

/* ¥ g

} A

S
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gt F1XtE =
® CWE-494 Download of Code Without Integrity Check, MITRE, http://cwe.mitre.org/ HI5%

data/definitions/494 html|

JH

@ Do not rely on the default automatic signature verification provided by URLClassLoader
and java.util.jar, CERT, http://www.securecoding.cert.org/confluence/display/java/
SEC06-J.+Dotnottrely +on+the+defaulttautomatict+signature+tverification+provided+
by+URLClassLoader+and+java.util.jar

XAz
THEH ARAHIE JH0I=

273




LY AIZE LHOY O #19] QB S Mot AFEE = 7/t 218 Y 2 2 ZAt

= o
$HEX| = AR, ZAXs HBEHSH Do HYHSES ARM(Dictionary)Q2 TS
DX Q! (brute—force)dt 2191 AZ 2 HSHEIS0| 7HsSICH

Ct. =0 x|

inl
ojo
=2
=
rir
tu
.
ro
ox
H
fuin
lk
il
o
JH
Qﬂ

Q
mjo
0y
40
inl
>
o
1
mjo
>
H1
Ql
rir
i
39
2
Rl
ro
°
£Q
il

private static final String SERVER_IP = "127.0.0.1";
private static final int SERVER_PORT = 8080;
private static final int FAIL = -1;
public void login() {
String username = null;
String password = null;
Socket socket = null;
int result = FAIL;
try {
socket = new Socket(SERVER_IP, SERVER_PORT);
//91E HIo|| thal Migks FX| 220t QEXGER| 4Lt
while (result == FAIL) {

result = verifyUser(username, password);
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S8 Mehots 7H2HZ ALE

ottt AE9| 6 JAVA

private static final String SERVER_IP = "127.0.0.1%
private static final int SERVER_PORT = 8080;
private static final int FAIL = -1;
private static final int MAX_ATTEMPTS = 5;
public void login() {
String username = null;
String password = null;
Socket socket = null;
int result = FAIL;
int count = 0;
try {
socket = new Socket(SERVER_IP, SERVER_PORT);
/] Q15 A1 Y A= 315~0f] X[5tS F0{ QHHSICY,
while (result == FAIL && count { MAX_ATTEMPTS) {

result = verifyUser(username, password);
count++;

QFHolx] (2 ZE2| 0of| C

int validateUser(char *host, int port) {
int socket = openSocketConnection(host, port);

if (socket € 0) {
printf("Unable to open socket connection");
return(FAIL);

}

int isValidUser = 0;

char nm[NAME_SIZE];

char pw[PSWD_SIZE];

/] QBME S8 Mgkt UX| QiCt.
while (isValidUser==0) {
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QFHolx] (2 ZE2| 0ofl C

if (getNextMsg(socket, nm, NAME_SIZE) ) 0) {
if (getNextMsg(socket, pw, PSWD_SIZE) ) 0) {
isValidUser = AuthenticateUser(nm, pw);

}

}
return(SUCCESS);

P

Eofg C
#define MAX_ATTEMPTS 5

int validateUser(char *host, int port) {
[/ AEERL ARBAL QI A=0|| CHEt I~ K[t
int count = 0;
while ((isValidUser==0) && (count{MAX_ATTEMPTS)) {
if (getNextMsg(socket, nm, NAME_SIZE) ) 0) {
if (getNextMsg(socket, pw, PSWD_SIZE) ) 0) {
isValidUser = AuthenticateUser(nm, pw);
1
1
count++;
}
if (isValidUser) {
return(SUCCESS);
} else {
return(FAIL);
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// 2191 A1f A] O} H|2f0] e
override protected void OnLoginError(EventArgs e)

{
//do nothing
}

ZO01AIE0f tiet -8 HMetrettt.

QrHst 9| o C#

override protected void OnLoginError(EventArgs e)
{
/] FEHI MR} QIF AT0f| Ci3t SIS~ XISt
if(ViewState["LoginErrors"] == null)
ViewState["LoginErrors"] = 0;
int ErrorCount = (int)ViewState["LoginErrors"] + 1;
ViewState["LoginErrors"] = ErrorCount;

if((ErrorCount ) 3) && Login1.PasswordRecoveryUrl |=
string.Empty)
Response.Redirect(Login1.PasswordRecoveryUrl);

2}, FUXE
® CWE-307, Improper Restriction of Excessive Authentication Attempts, MITRE, http://

cwe.mitre.org/data/definitions/307.html

® Blocking Brute Force Attacks, OWASP, https://www.owasp.org/index.php/Blocking_
Brute_Force_Attacks

XAz
THEH ARAHIE JH0I= 277

M1

fo=

H2%

rOHINTE 0 |m[HE-

M3z

Ofnter forONFOHT rfsinix - 1%HL

4%

-
3
=
A
Al
7
0
ik
I(‘_)l
7t
0]
=

HI5%

JH



ol Al S K| Hots B AARO[LE SHL 09| T2 M|ATE SA &= ZE0A

1. B AAE D AL AIR(TOCTOV)

7L ML

HEANAR(ZEZZAAZ I3 SEEZOH)HAM=E MY, 27 S)E AEsH [0 S
AHEO| SEIE HAFeIL,. SEX(ZH RS AlEdt= AlF L BAlot= AIF0| HH=7| THZ0H|, HAfok=
AlE(Time Of Check)Oil ZX5IE AH0] AHESHA AIE(Time Of Use)0ll Al2tXl= S AHE2)
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Ct. 20|

CHS0 O TS et 9719t ARPH S JHo) AZE0) SHGPH ED2 0[0] AHE LS
9{OPT Bt HOIAZICHAT0] HAYE 4 QIC

R,

=
202 "T M

AHSIX| Y42 ZEQ| o JAVA

class FileMgmtThread extends Thread {
private String manageType ="
public FileMgmtThread (String type) {
manageType = type;

1
/] HEIMHE SN S0 022 M AT ARSI SA|0]| H2E 7HsSA0] A0 oHH
SHX| Q4Ct.
public void run() {
try {

if (manageType.equals('READ")) {
File f = new File("Test_367.txt");
if (f.exists()) {
BufferedReader br
= new BufferedReader(new FileReader(f));
br.close();
!
} else if (manageType.equals("DELETE")) {
File f = new File("Test_367.txt");
if (f.exists()) {
f.delete();
telse {1}
1
} catch (IOExceptione) { -+ }
}
1
public class CWE367 {
public static void main (String[] args) {
FileMgmtThread fileAccessThread = new FileMgmtThread("READ");

7 #l0]A7AC|M(Race Condition): Race Condition2 & 7H 0|49 Z2MAT} B2 XIS HXO2(concurrently)
7Lt £ O, & GIOIE0] Chet 20| OfE =0l M2} O|RU{F=X|0f M2 11 A3y Aot Hefkl= dEe Yottt
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£9| ¢ JAVA

QFHolx| g2 2

FileMgmtThread fileDeleteThread = new FileMgmtThread("DELETE")
+lx|0f QHMSEX| QAT

[/ L] 217]2t A7t SA0]
fileAccessThread.start();

fileDeleteThread.start()

}
}

ynchronizedE AtE3I0 SRAH (Test_367.txt)0f|

T2EM CHS OfFISH 20| 57|13t 1291 s
et QIS Q7I/M7|S 4aEt 4 QU E SiL,
oFH3t A=0| 6 JAVA

class FileMgmtThread extends Thread {
private static final String SYNC = "SYNC

private String manageType =
public FileMgmtThread (String type) {

manageType = type
HIE 4 YES ALSsfoF3tCH

!

public void run() {

// HE|MYE 20N synchronizedS AR50 SAI0| X
synchronized(SYNC) {

try {
if (manageType.equals("READ")) {
File f = new File("Test_367.txt");

if (f.exists()) {
BufferedReader br
= new BufferedReader(new FileReader(f))

br.close();

}
} else if (manageType.equals("DELETE")) {
File f = new File("Test_367.txt");

if (f.exists() {

f.delete();
telse{ -}

}
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QS ZE9| 6] JAVA

} catch (IOExceptione) { -+ }
}
1
1
public class CWE367 {
public static void main (String[] args) {
FileMgmtThread fileAccessThread = new FileMgmtThread("READ");
FileMgmtThread fileDeleteThread = new FileMgmtThread("DELETE");
fileAccessThread.start();
fileDeleteThread.start();
}
}

Ch29| C# TEL MU0 SAl0l &

ru
o]

[/ HEIMHE SHHOM SA0] H2E 5 UTE ALSsHOFstTY,
public void ReadFile(String f)
{
if(File.Exists(f))
{

File.ReadAllLines(f);

1
1

ror

.

QHMSt AE0| o C#

/] HEIMYIE AN SAl0] H2E + UTE ALBHOFSICE,
[MethodIimpl(MethodimplOptions.Synchronized)]

public void ReadFile(String f)

{

XAz
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I
r
I

if(File.Exists(f))
{
File.ReadAllLines(f);

& accountOil tioll locks H&EotA| R0t AH £210] 2 = UCt
SIMBH= AISH0IM AR Z710] LAMSHH accountQl 20| Z2HRICH Of2f
ex12 HAXMOZ depositdt withdraw/t &&=

.

AI0ICE ZIZ account?] 240] 01} -1002.2 THE S &folst 4 9;1'1}.
(ex1)

deposit(100) = : (account: 0)
deposit(100) Z& : (account: 100)
withdraw(100) & (account: 100)
withdraw(100) £&: (account: 0)

(ex2)

deposit(100) 2= : (account: 0)
withdraw(100) & (account: 0)
deposit(100) £& : (account: 100)
withdraw(100) £&: (account: =100)

QFHoHX| (42 2= 0f| C

static volatile double account;
void deposit(int amount) {

// lock €10] 37 Xt&lofl HZ2
account += amount;

}
void withdraw(int amount) {
account —= amount;

}
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Otz C == mutex_lock()22 S| AH0f tHEt SAl H2S MIBHe A0/

obH3t AC9| 0] C

static volatile double account;
static mtx_t account_lock;

void deposit(int amount) {
// mutex_lock, mutex_unlockg 0|23 3% X M2 H|
mutex_lock(&account_lock);
account += amount;
mutex_unlock(&account_lock);

ro

SHC}.

[

void withdraw(int amount) {
mutex_lock(&account_lock);
account —= amount;
mutex_unlock(&account_lock);

C -

® CWE-367 Time-of-check Time—of-use(TOCTOU) Race Condition, MITRE, http://cwe.
mitre.org/data/definitions/367.html

® Avoid TOCTOU race conditions while accessing files, CERT, http://www.securecoding.
cert.org/confluence/display/c/FI045-C.+Avoid+TOCTOU+race+conditions+while+
accessingtfiles
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2. S=LIXl fi= HEE = MAES

7L ML

MHOl =et+-E MOorA| Roto] SdE 2|l Z=3 A SO XS
Mgt figdoltt. HRES 82, HE Z(Base Case)0| gl= M s+ et F40
O

=] [==
HEAS7H =3 AR UIZES RULOZM AARO| HAHMOl ME|AS MEY 4= Al o

Lt SHObCH=Y

DE XA 5 Al MH B2 T4 RS, £71242 AHAEI0 W 35S RS0}
It

ron

Ct. IE0f|H|
factorial = e WRUAM XS 2&cks MAEs=E, MHZE M UHes =US
Ol RUAX| RI0F F ot X0 BN AIAR HOHE R - UL

#include {stdio.h)

int factorial(int i)

{

/] MAEs & ZHE HHYSIX| of RSt EICE
return i * factorial(i — 1);

}

int main()

{
int num = 5;
int result = factorial(num);
printf("%d! : %d\n", num, result);
return 0;

>4
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N g5 Foig s ofiet 20| MAHZS BN Lee 212l HHE(Base case)2

#include (stdio.h)

int factorial(int 1)

{
/] MHUE= AL Aloll= Of2He} Z0] & ES AMZSHOf SiCt.
if i (=1{
return 1;
}
return i * factorial(i — 1);
}
int main()
{
int num = 5;

int result = factorial(num);
printf("%d! : %d\n", num, result);
return O;

2t EIXR
® CWE-674 Uncontrolled Recursion, MITRE, http://cwe.mitre.org/data/definitions/674.

html

@ CWE-835, Loop with Unreachable Exit Condition (Infinite Loop’),MITRE, http://cwe.
mitre.org/data/definitions/835.html
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QFHalx| B2 ZE2| o JAVA

try {

rd = new BufferedReader(new FileReader(new File(filename)));
} catch(IOException e) {

// o3| HIAIX|2 AEH HET} g

e.printStackTrace();

QAHSIX| 2 ZEQ| 0 JAVA

catch(IOException e) {
[/ LELMA| 3HH| S E A|AS HEE CHE Z2{2| Y0|E HISSiC).
System.err.print(e.getMessage());

Otz T2 20| 02 0|50t LF3FH FEE EHotA| E==

roh

=

oSt 9| 6 JAVA

try {
rd = new BufferedReader(new FileReader(new File(filename)));
} catch(IOException e) {
//02{ ZEL. YHE HEE oot 2|4 HEN 2
logger.error("ERROR-01: It 7| 0f2{");

LS Gl K= 2FMIAIXIO 02| O|S0|L LFEFH YEE 010 T2 03 R =7t REE
C#ZE0|C}.

rir
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try
{
//do something

}

catch (CustomException e)

{

Console.WriteLine(e);

oHMst IE9| o C#

try
{

//do something
}

catch (CustomException e)

{
_log.Debug(“ERROR-01 : error information”);

}

ru

b, ZOXE
® CWE-209 Information Exposure Through an Error Message, MITRE, http://cwe.mitre.
org/data/definitions/209.html

@ CWE-497 Exposure of Sensitive System Information to an Unauthorized Control Sphere,
MITRE, http://cwe.mitre.org/data/definitions/497.html

® Do not allow exceptions to expose sensitive information, CERT, http://www.securecoding.
cert.org/confluence/display/java/ERRO1-J.+Do+not+allow+exceptions+to+expose+
sensitivetinformation?focusedCommentld=61702253#comment-61702253

@ Error Handling, OWASP, https://www.owasp.org/index.php/Error_Handling
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7. e

QB7} S 4 U RES HOIBIOLL, 0/213 2201 it 2 H2Z GHXl B2 B2,
TR OF MBS 42610 MUt OEGHA B2 WHPOR DR IM0| SHIES B 4
oIC}.

Lt SHObCH=Y

Bt wlel & Ql= 220 EHﬁfoil MHES AE5H0 MAGHA ol M|(C/C++UA ifet
switch, JavaOllA try

Ct. I =ofH|

CtS Gl M= try SE20|A YMcHE 2FE Z R (catch)otd UKX|TH T 2F0 CHoHA OFF XIS
St UK UZSE EHELE OFF =XV Q02 T2 70| Al AE|7| 20| Z2 1A
ot 20| L'G=X| M5 & 4 A =Lt

protected Element createContent(WebSession s) {
try {
username = s.getParser().getRawParameter(USERNAME);
password = s.getParser().getRawParameter(PASSWORD);
if (I"webgoat".equals(username) || lpassword.equals("webgoat")) {
s.setMessage(‘Invalid username and password entered.");
return (makeLogin(s));
}
} catch (NullPointerException e) {
// 2F m2to|E{of] PASSWORDZt EXH5tX| 22 Z<2 Null Pointer Exception0] 445111
siE 230l St LHE0] EXHSHX| 20f QIF50] & H2 2 X2
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02IE EAf(catch)et =, 2t2t2 02| Afek(Exception)Ofl CHot Z{ESEAH| X2[aH0F .

ottt AE9| 6 JAVA

protected Element createContent(WebSession s) {
try {
username = s.getParser().getRawParameter(USERNAME);
password = s.getParser().getRawParameter(PASSWORD);
if ("webgoat".equals(username) || lpassword.equals("webgoat")) {
s.setMessage("Invalid username and password entered.");
return (makeLogin(s));
}
} catch (NullPointerException e) {
// G| Afetof| CHaH XE St XX|E ~3l51010f Strt,
s.setMessage(e.getMessage());
return (makeLogin(s));

29l C# ZEE Of 2l&>0l oot =

>
_¥I_
£Q
ul

—

QtHsX| 42 L9 of C#

try {
InvokeMtd();
} catch (CustomException e) {

/1 02 HEo]l tist tiS S
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try {
InvokeMtd();
} catch (CustomException e) {
// Gl2| A&tof| CHal XA St ZX|E $-3510{0F StCt.
logger.Debug(“log message”);

2t FIXE

® CWE-390 Detection of Error Condition Without Action, MITRE, http://cwe.mitre.org/
data/definitions/390.html

® Do not suppress or ignore checked exceptions, CERT, http://www.securecoding.cert.
org/confluence/display/java/ERROO-J.+Do+not+suppress+or+ignore+checked+exceptions
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3. 2X &gt olel Ml

1. 2L

D208 8 S0 =2 Zugiof et MEst XM2| = 0|Q &0 tiet 212 MEHoHA
AAGH| 248 B2, OI7|X| 42 2HE OF7 12 2= UCH

L}, Bt

oS ttelols BE 20| ZUE dAGHH, 11 0] Q=30E URIK| HAtetd, 02 ME|E
AEoh= B0 ZHRASH 02l M2 CiA A& 02 X2|E 3Htrt.

C}. ACOYN

ojo

CHE A try SS0IA TS o7t e & ASUT S0t IS MZSF6HA| gLl

o
LHOISH 0| 2] 22 AQl ExceptionS AFRSIH O|E X 2|otal QL.

try {

reader = new BufferedReader(new InputStreamReader(url.openStream()));
String line = reader.readLine();
SimpleDateFormat format = new SimpleDateFormat("MM/DD/YY");
Date date = format.parse(line);
/] GIAX2IE ME2st & 5 UASoT ZHASHA AL2o}0] 0f|7]X] L2 M7} LM & =~ UCL
} catch (Exception e) {
System.err.printin("Exception : " + e.getMessage());
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L Jtse IS MEatotl T 7hset A0 Tt Ol2IE XM2lotd UL

kXS T E9| 0f] JAVA
try {

reader = new BufferedReader(new InputStreamReader(url.openStream()));
String line = reader.readLine();
SimpleDateFormat format = new SimpleDateFormat("MM/DD/YY");
Date date = format.parse(line);
/] 'E4E 3 A= 72| ZFA =M HEAM o2l Stot.
} catch (MalformedURLException e) {
System.err.printin("MalformedURLException : " + e.getMessage());
} catch (IOException e) {
System.err.printin("lOException : " + e.getMessage());
} catch (ParseException e) {
System.err.printin("ParseException : " + e.getMessage());

e OIMl= try SS0IA CHISH 0|27t HASh &~ US|z 2611 OIE MESISHA| &1L
ZHQIGH 02 22HAQI ExceptionS AFRoH0] 0|2IS X2|5tT QAT

try {
InvokeMtd();

/] GIAX2IE MZ2stE = US0T FHLISH AHZSI0] 07X 42 2HI7t LAy g = ULk
} catch (Exception e) {

XAz
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ot OIS MiZetoty U 7tseh =AM Dt GIQIE XMelotl UL

ry {
InvokeMtd();
/] 'SHE 3 A= 272 ZFA &A0 HEIM of|2ixz2] St
} catch (IOException e) {
logger.Debug(“IOException log here”);
} catch (SQLException e){
logger.Debug(“SQLException log here”);

}

2. &0Xtg
® CWE-754 Improper Check for Unusual or Exceptional Conditions, MITRE, http://cwe.
mitre.org/data/definitions/754.html

® Do not complete abruptly from a finally block, CERT, http://www.securecoding.cert.org
/confluence/display/java/ERRO4~J.+Do+not+complete+abruptly+from+a+finally+block

® Exception Handling in Spring MVC, Spring, http://spring.io/blog/2013/11/01/exception
—handling—in—spring—mvc
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1. Null Pointer 94&t=

7L 7

4 TOIE|(Null Pointer) SHEZEE "YBHO@ 1 Z47E SNUINO| & 4 8ITHatD st 7S
SIUISHS If YYBICS, T2AP} O|EHOR 2 HOIE| SHAEES WMA7 = 2, 1 2T 2ot

— O, =
o2 4&s 0180t F=2 S4S A 2lot= Hl AFRE = AL

Lt EHQtCH2H
20| 2 =+ U= T2 (Reference)= HZol7| H0f| 2 AAXIE ZHAIGHH HTet ZR0H|2t
tEettt.

o

-

o

Ct. 20|

CH2o| BRIl A2 obj7t nullolD, elt?t null0] OFd ZS Y(Null) EQIE| &R} Sraisict

QFHalx] B2 ZE2| o JAVA

public static int cardinality (Object obj, final Collection col) {
int count = 0;
if (col == null) {
return count;
1
Iterator it = col.iterator();
while (it.hasNext()) {

H4E
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ATSIX| 42 ZE9| 6 JAVA

Object elt = it.next();
// objZt nullO| 1 elt7} nullO] OFE Z<2, Null.equals 7+ =0 'E(Null) ZEQIE HEET LUMSITE
if ((null == obj && null == elt) || obj.equals(elt)) {
count++;

}

return count;

objZt nullIX| HAF 2 FZE5HOF BTt

i)
rx
-
dll

£9| of JAVA

public static int cardinality (Object obj, final Collection col) {
int count = 0;
if (col == null) {
return count;
}
Iterator it = col.iterator();
while (it.hasNext()) {
Object elt = it.next();
// obj& EX5t= equals?t nullO|
if ((null == obj && null == elt) || (null 1= obj && obj.equals(elt))) {
count++;

}

return count;
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CHS OIX|2] A2 request.getParameterOf 2JoH null0] S A =™ E(Null) ZEQIE H=txTt

£9| ol JAVA

String url = reugest.getParamter("url");
// url Ol nullo] E0{2™ Z(Null) ZOIE| HEIZT} 2SI
if (url.equals(""))

nullg 7H 4= s B B8 AMEo A £30|4 HAEE ALEdts 8% null AE

String url = reugest.getParamter("url");

/] nuliS 7IXl= X HEE AEE 32, null AME £

if (url 1= null || url.equals(™))

Cte OIXMQ ALY Request ZA0IAM QeuryStrings ARSI urle| M2t0IE = name Of
ofEsot= w2 7tME FEO0ICE urlQ) I2t0[E0| nameO| 2™ QueryString[‘name”]2

nullE 2|8 5P E2, username null 22 7HK|1A| &0 D(Null) EQIEf HEIERT| LA

protected void Page_Load(object sender, EventArgs e) {
// url T2I0/E{0)] name O] 212™ username null ZE 7HX[A| EICt.
string username = Request.QueryString[“name”];
// null 22 7kX|E usernames &Z510{ E(Null) ZOIE| HEET} B sict,
if (username.Length ) 20) {
// length error
}
}
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nullg 7t & s = H-E MEH AHQ £30ILt O
oot Argettt

protected void Page_Load(object sender, EventArgs e) {
// url 2IO/E{0 name O] §2H username null &S 7kX|A| EICt

string username = Request.QueryString[“name”];

// null Zt2 7kX|= usernames EZ517| Holl null ZAISE $stE 2 QHMSICE

if (username = null && username ) 20) {

// length error
}

JEOIM p gtS BZRotH & EOIE JH

void NullPointerDereference(int count) {
return 5FH p= null 242 7HX[A| =ICt

// \ntegerAddressReturn()0| 0
int *p = IntegerAddressReturn();
// null 22 7IXI= p 242 X510 (Null) ZQIE| HEZEI} EUSHT.

XX
(= P

*p = count;

}
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Of2f C =& null A2 7HE 2 Qe pE BZ8P| H0f null ZAIS XYsHEZ OFFsiCt H1%
g
QHMSH AEQ| 0 C
void NullPointerDereference(int count) {
// \ntegerAddressReturn()0| 0= return 5tH p= null 242 7HX|A| =Tt
int *p = IntegerAddressReturn();
// EBESL7|H00| null ZAIS $341512 2 OHMSICE
If(p I= 0) *p = count; H2%
=
]
_ of
= S NI A
2
® CWE-476 NULL Pointer Dereference, MITRE, http://cwe.mitre.org/data/definitions/
476.html
® Do not dereference null pointers, CERT, http://www.securecoding.cert.org/confluence M3

/display/c/EXP34~C.+Do+not+dereference+null+pointers

@ Null Dereference, OWASP, https://www.owasp.org/index.php/Null_Dereference
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7L ML

D270 XY, 0|2 &M ¥2l MACAIZE(Open File Descriptor), & HZ2|(Heap
Memory), 2%(Socket) S2 Reret AHHO|CH Of={et S EIHOF AlZSH 2, T Old
AFESHA| = FR0= XES| HEoloior of=H|, 220 @F F= 052 A80| 22 NS

2telotX| 2otz Z0[0

[

-

b B QHCHEH

AEE 250t Alget H30l= BEAl AHES SIS Eratpitt.

[

C}. [0

try7E W XM2| & I/t Yl LR, closeQHIMEL K| L0t ALZ St AH0| HHSHX|

OPO A 9}“‘_'.

InputStream in = null;
OutputStream out = null;
try {
in = new FilelnputStream(inputFile);
out = new FileOutputStream(outputFile);

FileCopyUtils.copy(fis, 0s);
// Rrdtbet M Hoj| @371 Z R XH20] Higte|X| o, SEHE B E XS Hetslof
st
in.close();
out.close();
} catch (IOException e) {
logger.error(e);
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o220l LYot 2=/t S=E O, 029 TY HEQ 0| e HAE= finally

S50AM STU2 ZE AHEE HEA| Hatot=S oft.

ottt AE9| 6 JAVA

InputStream in = null;
OutputStream out = null;
try {
in = new FilelnputStream(inputFile);
out = new FileOutputStream(outputFile);

FileCopyUtils.copy(fis, 0s);
} catch (IOException e) {
logger.error(e);
/] & $HE|= finally ES0A SRR 3
510 X}-2S SHH|SHO{0F SHCY.
} finally {
if (in 1= null) {
try {
in.close();
} catch (IOException e) {
logger.error(e);

KR40l chat

rin

}
}
if (out I= null) {
try {
out.close();
} catch (IOException e) {
logger.error(e);

}

22t nuliZALE 48 3 Ol2IN2S
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IMHUAEFHO| SR =|X| G= C# 2= O H|0][LH.

QIHSIX| 242 ZEQ| O C#

public void FileStreamTest()
{
// fsSource0il X}0| RHE|AUCL} SHM|=|X| Q4=L}.
FileStream fsSource = new FileStream(pathSource, FileMode.Open, FileAccess.Read);
byte[] bytes = new byte[fsSource.Length];
int numBytesToRead = (int)fsSource.Length;
int numBytesRead = 0;
while(numBytesToRead ) 0)
{
int n = fsSource.Read(bytes, numBytesRead, numBytesToRead);
if(n==0)
break;
numBytesToRead += n;
numBytesToRead -= n;
}
using(FileStream fsNew = new FileStream(pathNew, FileMode.Create, FileAccess.Write))
{/*OK*/
fsNew.Write(bytes, 0, numBytesToRead);
}
}

public void FileStreamTest()
{
// using TECE XIS YSIH 20| Ltz XPHOM XIS22 Xp0] SHH|ECt.
using(FileStream fsSource = new FileStream(pathSource, FileMode.Open,
FileAccess.Read)){
byte[] bytes = new byte[fsSource.Length];
int numBytesToRead = (int)fsSource.Length;
int numBytesRead = 0;
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PHHst AE9| of C# IEY

H
while(numBytesToRead ) 0) -
{
int n = fsSource.Read(bytes, numBytesRead, numBytesToRead);
if(n==0)
break;
numBytesToRead += n;
numBytesToRead -= n;
H2%
} A
;
using(FileStream fsNew = new FileStream(pathNew, FileMode.Create, a
FileAccess.Write)) { /* OK */ 2
fsNew.Write(bytes, 0, numBytesToRead); Oﬁr
| of
1
H3%

Of2h C FEE TS o HEHUIN OF7F SMHS T

Rl
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=
S

void ImproperResourceRelease(char* filename) {
char buf[BUF_SIZE];
FILE *f = fopen(filename, “r");

if(lcheckSomething()) {
printf(“Something is wrong”);

return;
1
// checkSomething0ilA{ falseE Ytgtoh= A2, I HE2E S22 + QICt
fclose(f);
}

Hi5%
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XAz
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void ImproperResourceRelease(char* filename) {
char buf[BUF_SIZE];
FILE *f = fopen(filename, “r");
if(lcheckSomething()) {
printf(*Something is wrong”);

// checkSomthingOllA] falseE BtatelE MY HELE ZRSIEE 8
fclose(f);
return;
}
fclose(f);

}

2}, &uXtg
® CWE-404 Improper Resource Shutdown or Release, MITRE, http://cwe.mitre.org/data
/definitions/404.html

® Release resources when they are no longer needed, CERT, http://www.securecoding.
cert.org/confluence/display/java/FIO04-J.+Release+resources+when+they+are+no+

longer+needed

@ Unreleased Resource, OWASP, https://www.owasp.org/index.php/Unreleased_
Resource
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3. oKzl XH& A2

7L ML

CROOIlN =X HZ2| 2els 2o Fofgs REots HEXMQ Z=13 Zgol H2l0|H
3HI1IS.J H=2lE FZo =P OleX| Zeot 3t F= T=E Aot =0 otk (2 Zutvt
ot EL.

Lt SHObCH=Y

O T1—

SHO= A HEeE shiMet £ 1 K2 HEotd JUHE ZIESE FX FHO|L E Het,
FA0M O AL SO 2 ALSot0] ofidlE HIZ2 (0| MZoteS ofiAl= CHEltt. Tof, H2e]

SR =, HOIEO| HNUIDZES MABILE T2 HEEH 243 MEGHE olzatx| g2 B=0
NS U2 4 ULk

Ch. 20|

CHS OfHIS S5 1% templil 2E S 022/ 3| 5 CHA| ARZ5IT UCH 0] 29 04X
23t 9Jojo] TR0 SHEE HoPHS RUE 4 9T,

int main(int argc, const char *argv(]) {
char *temp;
temp = (char *)malloc(BUFFER_SIZE);
free(temp);
// oMt XIS AL2sta Q0] o=5}X| 22 Zuat7} LMSHA| EC.
stmcepy(temp, argv[1], BUFFER_SIZE-1);
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CH= GilAI2E 20| M2 2|S SISt | Mol 22 HE2E AMEdt=s AYS ol 2SHO2
HZ2|E oAt

int main(int argc,const char *argv(]) {
char *temp;
temp = (char *)malloc(BUFFER_SIZE);

[/ E2EX E|ZXOE AE5I1 SHH[S1010F SHCY.
stmcpy(temp,argv[1], BUFFER_SIZE-1);
free(temp);

of ofolt}. Z2IoME EAELE X

it
YT HDRAS HEGH LIRS BAE ¥4 data_typeS ALBBITL BIY data_type?lo]
Q

val_11t SYUSIHM SA|0 val_224E St 2f0] ECHH, = H 2AZ01M 0|5 okl 217t
HFAl @'Ef
OHMSEX| 242 FE2| 0 C
char *data;

int data_type

if (data_type==val_1) { free(data); }

// 010] SHME! XtHS O|F SHAISIH 2H|7} LAY St}
if (data_type==val_2) { free(data); }
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S £ offAst 0| NULLZIC=E ATHC=N SYUst HZ2| SH0| o=
SHHOF SHA[SH=S ot0f 0|F offk| 2XMIE SIS,
char *data;
int data_type
if (data_type==val_1) {
free(data);
[/ H22|E sHFIst & & ZOIE0| NULLS &510] 0|= SHMISICE 2t A Al Sict.
data = NULL;
}
if (data_type==val_2) {
free(data);
// H22|E slix|st £ S ZQIE{0f] NULLE 225t 0I5 sHMIsIE 2t SAIE|AH| Stct.
data = NULL;
}

2t FIXE

® CWE-416, Use After Free, MITRE, http://cwe.mitre.org/data/definitions/416.html

® Do not access freed memory, CERT, http://www.securecoding.cert.org/confluence/
display/c/MEM30-C.+Do+not+access+freed+memory

® Using freed memory, OWASP, https://www.owasp.org/index.php/Using_freed_memory
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4. RIN2tElX| 42 Bl AL

7L ML

C 20O 42 A HZ2|0f MYE= XGH+= g2 I AS22 27(2t=X| =0 =718t

t
SR 2 S ASoH 2 82 YAS AEoM EH0 O=o5HA| 2 Z2UE SHotAL

27 |SEX]| 2 A M2 FHO| Has YOO 2t Y2ohM tSA| oA d2te + A2t
A2 01 g0 AEEAE WHES Z&otl AL SAA= 0[2e fHE AEo10]
HZ2(0 MY A= aE AL 5 ZEE 4 - AN 2E HEE ALS T FHEA

C. IE0iH|

gol= 22 10IC} switchE 2H0|IM =7(3HE +Aot== F30]
X2t 27|=tot H y= R7|=tEX| EUACEZ 0f 7t
Hot= e Aol S=HE MHA HE SAE JHsoi.

S -

/] #42| 271242 XIMSIX| o2 A 2O AR = 4 0| QHHEHX| Lt
int x, y;
switch(position) {
case 0: x = base_position; y = base_position beak;
case 1: x = base_position + i; y = base_position — i break;
default: x=1; break;
}

setCursorPosition(x,y);
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Ozl OH|= switch 2 2t case SH=2O 2 =X5IE x7|3t 122 switch® 2O 2 JHLHY

HE SHIEA 27|18t otal LB 2 QHHSITY

/] 0] 271342 &4 XIM5}0{0f SiCt.

int x=1, y=1;

switch(position) {
case 0: x = base_position; y = base_position beak;
case 1: x = base_position + i; y = base_position - i break:
default: x=1; break;

}

setCursorPosition(x,y);

2}, EOXE
® CWE-457, Use of Uninitialized Variable, MITRE, http://cwe.mitre.org/data/definitions/
457 html

® Do not read uninitialized memory, CERT, http://www.securecoding.cert.org/confluence
/display/c/EXP33-C.+Do+not+read+uninitialized+memory

® Uninitialized Variable, OWASP, https://www.owasp.org/index.php/Uninitialized_variable
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5. &2l £ |i= HIOIECl 9= =g}

7l WL

X|Z@3KSerialization)= T2 1N EX SeA L &K QAEA MEIE CIE NHZ MES}H|
Qe SeHAQ QIAEHA HHE HI0|E AEZIOZ EAGH: MAUOZ H2E| MOA MaizT
UE A2 MEHE THE SH[oIH IUZ MESHALE =41 S0 M otA E= L

18

X =E3HDeserialization)= B HAAOCZ HIO|L{2| THUO|Lt HIOJE AEHOZHE 24|
TEZ2EYSHA =

[

O] i, SLAF HEHIE 0|8a0] HEstE YEE U BEdts 1M SR

=
xS 0/8310] RAY
.l

L}, Eokyzy

ZI|SIE|X| 2 A" H@2] Pojo|

s — =1

=
LOLIAAS O/ E401A MBEIE LSS FHE Sirt, B2 of2it %19 AFE3510]
H

[ A = =
HE2 MY Uz US AL EF TS HdE o+ U0 2E H4-E AR 0| BIEA

HA =
SHIE 27|%US T2/ O[22t 2HIE oget.

C}. S0
Cs OiXE Y(map)s A2t FXIEst o= FTE0|H HOES W& 32 34Xt
HIO|EAEZ S 24010 HEEe SA0| /tse AHE dde 4 Us HAM O[T,
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QFHalx| B2 ZE2| o JAVA A%

H
public static void main(String[] args) throws .
IOException, GeneralSecurityException, ClassNotFoundException {
// mapg =3} Stk
ObjectinputStream in = new ObjectInputStream(new FilelnputStream('data"));
sealedMap = (SealedObject) in.readObject();
in.close();
H2%
/] HME FSEiCt %
cipher = Cipher.getinstance("AES"); ﬂ
cipher.init(Cipher.DECRYPT_MODE, key); 2
signedMap = (SignedObject) sealedMap.getObject(cipher); Oﬁr
[/ MEZ AE AHOM ELX| Al GAE 2IEI5t, YX| Al map a2 H=C
if (IsignedMap.verify(kp.getPublic(), sig)) {
throw new GeneralSecurityException("Map failed verification"); H3Y
}
map = (SerializableMap{String, Integer)) signedMap.getObject();
}

Ofnter forONFOHT rfsinix - 1%HL

L MKl MY atE 250t HAIX| AHEE LA 5 U= A0

4%

QS ZE9| 6] JAVA

public static void main(String[] args) throws
IOException, GeneralSecurityException, ClassNotFoundException {

-
3
=
A
Al
7
0
ik
I(‘_)l
7t
0]
=

// mapg G235} Stk

ObjectinputStream in = new ObjectInputStream(new FilelnputStream('data"));
sealedMap = (SealedObject) in.readObject();

in.close();

HI5%

JH

/] HME FSEICt
cipher = Cipher.getinstance("AES");
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QtFHSt ZC9| O JAVA

cipher.init(Cipher.DECRYPT_MODE, key);

signedMap = (SignedObject) sealedMap.getObject(cipher);

[/ NEZ A AHOA ELX| A GRS 2|5, LX| Al map 22 He=Ch
if (IsignedMap.verify(kp.getPublic(), sig)) {

throw new GeneralSecurityException("Map failed verification");

}
map = (SerializableMap{String, Integer)) signedMap.getObject();
t
Che A= HIOIE B9 12 28 AS 2l0| readObject()2 HXIZstot0] o0l ATt
(0]

QTSR] 942 T E2| 0ff JAVA

class DeserializeExample {

public static Object deserialize(byte[] buffer)
throws 10Exception, ClassNotFoundException {
Object ret = null;
try (ByteArraylnputStream bais = new ByteArraylnputStream(buffer)) {

try (ObjectInputStream ois = new ObjectinputStream(bais)) {
ret = ois.readObject();

}
}
return ret;
}
}
0| Qidist IEZ HeksH

?|5fA= ObjectinputStream= A% B0NWhitelisted Object
ARSI WhitelistedObjectinputStreamOflAt= readObject()S
23l A, resolveClass &+E 2E010 A&t 210|ES|AE S} H| W50 2| AE0|
4% 02IE LHAIZIC

|
InputStream XIS 184610

gl= olHY
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oFHst I =9 0ff JAVA HI1%
7H
public class WhitelistedObjectinputStream extends ObjectInputStream { E
public Set(String) whitelist;
// WhilelistedObjectinputStreams 444t I 3l0|EZ|AEE Q|2{Rh=Ct,
public WhitelistedObjectIinputStream(InputStream inputStream, Set{String) wl)
throws IOException {

super(inputStream);

whitelist = wl;

} H2%
@Override OE“
protected Class(?) resolveClass(ObjectStreamClass cls) throws |OException, EH
ClassNotFoundException { “EH*

// ObjectStreamClass2| 22AHO| 30| ER|AEQ| U=X| &QIBIC, o

if (Iwhitelist.contains(cls.getName()) {
throw new InvalidClassException("Unexpected serialized class”, cls.getName());
1

. HI3%
return super.resolveClass(cls); 33

@RequestMapping(value = "/upload"”, method = RequestMethod.POST)
public Student upload(@RequestParam('file") MultipartFile multipartFile)
throws ClassNotFoundException, IOException {
Student student = null;
File targetFile = new File("/temp/" + multipartFile.getOriginalFilename());

/] GEE3 e A 0|52 S10|ERAE MYFITE.

Set(String) whitelist = new HashSet(String)(Arrays.asList(

new Stringl] {

"Student’

Ofmter forONFOHT rmdpy: - 1%HI

=
=
0

)k
try (InputStream fileStream = multipartFile.getinputStream()) {
try (WhitelistedObjectInputStream ois =
new WhitelistedObjectIinputStream(fileStream, whitelist)) {
/] SOIEZAE Rl= HZ|Z3} G0|H2 Z< 02 LMA|IZICE. HI5&
student = (Student) ois.readObject();
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}

return student;
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® CWE-502 Deserialization of Untrusted Data, MITRE, https://cwe.mitre.org/data/defin
itions/502.html

314 | AZEQ0f HE=St JHoI=



ChE A2 E SF0M= 42E(Singleton)8 24| B0 2% 74(Race Condition)0] HAgh 4
, O+ A2)E 21401 Javall ME&(Serviet) SOIME ZEE Mot HH H4Tt

HSE X BE=5 6t0, M2 HHE MMM HIO|EIE SFotA| =S SHOF SHT.

)

Lt EHOHCH2Y

H2E MEES A8dh= 42, B HRI(Scope)dil F2E 7I20{0F BHCt. §3| JavallMe=
HttpServlet 2eiA9| ot?SeHANA HH HES HASHA| EE= ofd, HRet E¢ XY

B8 H101510] AR BICE

C}. [0

JSP MAR(%! AATE %))0i| MRiet Ha= sy JSPO| Fot=s Z= AEA0H SRt
TN =0t AEAL aE Aol Ao Mol THE AI8ALS] 50| LYokA =H, o

SESAEAP 2t 40| BE AEAA HEEA =L

SZE IE : GOF 327HX| EH & Shit. Shtof L2703 LHOjIA SiLte] IARARES H-gsHOF2t ok= IHEL Connection Pool,
Thread Poolt 20| Pool EE{Z He|Els SeiA2 F T2 03 LM THotLte| AABEZ He|s{0f ot FRE BE.
javaliliE A2 MSE

MAZ
THEH ARAHIE JH0I= 315



QFHalx| B2 ZE2| o JAVA

(%@page import="javax.xml.namespace.*"%)
(%@page import="gov.mogaha.ntis.web.frs.gis.cmm.util.*" %)
(%!

// JSPOJIA| String HESO0| B HE-2 MAE

String username = "/";

String imagePath = commonPath + "img/";

String imagePath_gis = imagePath + "gis/cmm/btn/";

JSPO| MEAH(% 22TE %))0 Hlgh Ha= _jspService HAE2| X2 ML D2
Al

SR/t ZYotX| 0t TG,

QS ZE9| 6] JAVA

(% @page import="javax.xml.namespace.*"%)
(%@page import="gov.mogaha.ntis.web.frs.gis.cmm.util.*" %)
(%

// JSPOIA String ZESO0| 2Z Bz MOE

String commonPath = "/";

String imagePath = commonPath + "img/";

String imagePath_gis = imagePath + "gis/cmm/btn/";

Controller0il ¥t H5 AEotH SR/t 2ot 57|=t 277t Fd = ATt

@Controller

public class TrendForecastController {
// Controller®ilA] int ZE7} B M2 MAE|0| A EZH SRE
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QTSR] 242 T E2 0ff JAVA

private int currentPage = 1;
public void doSomething(HttpServletRequest request) {
currentPage = Integer.parselnt(request.getParameter("page"));

@Controller
public class TrendForecastController {
public void doSomething(HttpServletRequest request) {
/] XIG9H2 AL8510] A EZ SREX| RIS SiCt.
int currentPage = Integer.parselnt(request.getParameter("page”));

OE A2 = 2HE0IA [HttoHandler SeHAN HEE XMEok= BE7F ZEM= Q.

QFHSHX| 42 ZEQ| O C#

class Datal.eakBetweenSessions : I[HttpHandler
{
// T8 AYE EZ0j|M IHttpHandler & #3i5k= 2 A0 HEE MESH= HEJ ZEtEH
OtEICE.
private String id;
public void ProcessRequest(HttpContext ctx)
{
var json = new JSONResonse()
{
Success = ctx.Request.QueryString['name"] = null,
Name = ctx.Request.QueryString['name"]

XAz
TEEH ARUHIE JH0IE
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QIHSIX| 242 ZEQ| O C#

b
ctx.Response.ContentType = "application/json";
ctx.Response.Write(JsonConvert.SerializeObject(json));
}

public bool IsReusable

{

get { return false; }

ol LE= XF L M-S 0[Z0t0 X{=[5H0{0F STt

Qtxst AE9| o C#

class Datal.eakBetweenSessions : [HttpHandler

{
public void ProcessRequest(HttpContext ctx)

{
/] R|QHLE MAHSE MAAGHA] ALZSHOFSICE,
ctx.Session["id"] = ctx.Request.QueryString["id"];
ctx.Response.ContentType = "application/json";

ctx.Response.Write(JsonConvert.SerializeObject(json));

}
public bool IsReusable
{

get { return false; }
}

var json = new JSONResonse()

{

Success = ctx.Request.QueryString['name'] 1= null,
Name = ctx.Request.QueryString['name"]
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2}, 20Xtz
® CWE-488 Exposure of Data Element to Wrong Session, MITRE, http://cwe.mitre.org/
data/definitions/488.html

@ CWE-543 Use of Singleton Pattern Without Synchronization in a Mulitithreaded Context,
MITRE, http://cwe.mitre.org/data/definitions/543.htm|

@ Do not let session information leak within a servlet, CERT, http://www.securecoding.
cert.org/confluence/display/java/MSC11-J.+Do+not+let+session+information+leak+

withinta+servlet
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2. HIATIXl 240 &

rlo

CIEH

|
kL
In

7L 7L
O Sz HE T== 0| A=EH HMAoH0F ettt B == 47 59 2ae!
HEE /L AIA”E Moo di8sts RES H US & UL VY, §A4N M= HHEE

[
B2, AL AE IES R2[otHLE 2=okK| (2 FE M0 YRt &2 &+ UL

Lt SHObCH=Y

ATEQ HHE M, EIEA| OO ZEE &
SRU2IMS MRS I C|H18E9 F=
Ct.CIHZ0] 2LHH main() HAEE ATH[GHO

ava 7H|:H'X|.9| 7:{ o

J
s main()Oﬂ INUBE S 0|2 AN|GHA| Qb= A7t
;

58 I

C. IE0iH|

CH22l OfiXl= main() HIAE L0 2tHO| S=ch= CHY ZES Ealotd Ut J2EES| &
main() HAE AFZ0| H2 YOH, JHEXS0| 2& SSL2IHUOZ S| CHYIE

AEsts 4971 LEH0|T.

o
L
=
=

class Base64 {
public static void main(Stringl] args) {
if (debug) {
byte[] a = { (byte) Oxfc, (byte) Ox0f, (byte) OxcO };
byte[] b = { (byte) 0x03, (byte) 0xf0, (byte) Ox3f };

public void otherMethod() { --- }
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0l0f 2t J2EER 22 22T 2 1MU|IA main()

B2 OHY 201 ZLIt UHHo|C,

class Baseb4 {

public void otherMethod() { -

HISHCH J2EES] main() HIAE2

CH 18 =7t HORU= C# TE=2 Gl A|0|LH.

OFHIBIX| o

class Example {
public void Log() {
// Console.WriteLine S2| HAEE
Console.WriteLine("sensitive info"),
}
}

& 7} "okt

CHIE =5 AH| of0{0F SfT.

OR3t F=0

—_

class Example {
public void Log() {
// tH{18 FEE AX|SHOFSICY

}
}

//Console.WriteLine("sensitive info");
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Otefl= 18 FE=7t JOtls C =9 KMOIL:. SAAPE E8Es = AHMCO=R D2 H

o
&t 4 OIC}H

void LeftoverDebugCode() {
int i, ntprs,
char **strings;
nptrs = backtrace(buffer, 100);
strings = backtrace_symbols(buffer, nptrs);

// TH11 BEY A| SAES SFICL

if(debug) {
for(i=0; i { nptr; i++) printf(“%s\n”, stringsljl);
}

|2 A0l= I8 25 A of0{0F ST,

void LeftoverDebugCode() {

- [/ ClH1 I EE AH|5}

® CWE-489 Leftover Debug Code, MITRE, http://cwe.mitre.org/data/definitions/489.html

® Production code must not contain debugging entry points, CERT, http://www.secure
coding.cert.org/confluence/display/java/ENV06-J.+Production+code+must+not+contain
+debugging+entry+points
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3. Public HIAEXH Hi=tEl Private HHE

7L ML

private2 MU= HES publicCZ2 MAE HAEZ Btekreturn)dt®, 11 HIEQ| 2mHAAT}
QE0i| S7HEI0] L0 HHEat A £ Z0] 7+SHEIC

Lt SHObCH=Y

privateE2 MUE HIES publicC= MAE HAEZ HretolX| 45 S{0f STt private HIE |
Chet SARE BIEGIES ofl HEQl A0 oHME clone() HAEZ SAME AS
MEot== ot private 4121E HYE I} 28X|<501 CHet S| obk| A 5= XS YWX|eH
DfOF B E Q| AT} String EHY St 20| HFO| E|X| h= ZR0|= Private BiE2| EAIES
0S40 0|2 BrEtote & Aottt

Ct. I =0x|

HH H4= colorse private2 MAZUX[Zt publicCZ MAHE getColors() HIAERZ FAE A2

O
= UL 0] B2 9|=otX| 42 0| T + A

of2fe] FE&= AH H=~ colorse privateE MAUEUKX|ZE publicR2 MRAE getUserColors
HAEZ private BiE0| thst referenceE P& 4= QUL 0] R 2otXA| U2 £+HO| Ldet
ALY

// private 2l H{EE publicQ! HAE7} returniCt,
private Color|] colors;
public Color[] getUserColors(Color[] userColors) { return colors; }
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SAHE HiE Q] ’AZ & clone() HIAEZ private HIE Q)

YAO| BAIRS TIS0 MAGI0 HISGIEE XAGHH, privatedQIE HiEDH 2IA00| CHEH
OIS U2 ™S WX|gh 4 QCt

private Colorl] colors;

/] HIAEE private2 2 5l7{Lt, SHIE Y&, £85l= public HIAEE HER DHELC
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

Color[] newColors = getUserColors();

public Color[] getUserColors(Color[] userColors) {
// HHES SAFSiC

Color|] colors = new Color [userColors.length];
for (int i = 0; i { colors.length; i++)

// clone(HAEE 0|25}0] HiH2| YA SALSICE,
colorsli] = this.colorslil.clone();

return colors;

}

Of2He] FE&= HH M colorse private2 MAUZAX|TE, publicCZ MAHE getColors()
A
| —

BACE referenceZ @S 4 ULk 0] 2P ATSHR Y HHHS| £HO| wayst 4 ULt

// private ¢! B2 public®! HAET} returnStCt.
private String[] colors;
public String[] getColors() { return colors; }
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privateti@ 2| EAIES BHE11, 0|2 Blrelole§ 2dolH, private MAE HSE0| TS 2| =5HK|

ol HA7} String EtY St 20| +=H0| £|X| 4= B9)

private String[] colors;

/] HAEE private2 2 5t7Lt, SH|2 Htgt, +%5H= public HAEE HE2 9HELC
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

String[] newColors = getColors();

public String[] getColors() {
String[l ret = null;
if ( this.colors = null ) {
ret = new String[colors.lengthl];
for (inti = 0; i { colors.length; i++) { ret[i] = this.colorslil; }
1
return ret;

}

of2fe] Z=E= HH M= colors= private2
HAEZE private H{Z0i| CHSt referenceE &
ULt

// private 2l collectionS publicQ! HIAE7} returndiC}.

private List{Color) colors;
public List{Color) getUserColors() { return colors; }
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HIAEZ private 22 517Lt, X2 Bt £85H= public HAEZS HEZ IHS0{0F ST}

private List{Color) colors;
// HIAEE private2 2 5L, X2 Yt £H5k= public HAES HEZ OLELY,

public List{Color) getUserColors() {

// BHEES SAFSICE

List{ ICloneable) newList = new List{ ICloneable)(colors.Count);
//Clone()HAEZS 0|25} collection?| MAE EALSICY
colors.ForEach((item) =)

{
newList.Add((ICloneable)item.Clone());

D

return newlist;

}

2. &0Xtg
® CWE-495 Private Array-Typed Field Returned From A Public Method, MITRE, http://
cwe.mitre.org/data/definitions/495.html

® Do not return references to private mutable class members, CERT, http://www.secure
coding.cert.org/confluence/display/java/OBJ05-J.+Do+not+return+references+to+
private+mutable+classtmembers
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4. Private HHZ0I Public GIOIE &

7L ML

publicQ= M HAE9| QUXIIt privatetlE HIE0| MEEZH, privatetiES 2AF0IM

"ol BEgt 4| £JHE0| 7hsoi .

Lt SHObCH=Y

publicR=z MAE HMES| QUXIE privated e HHEZ MYE|X| Y= ot A= S0H=2
HZO| SARES Mdotal clone() MAERZ SAE A4S NYSI=E
2'Z010] privatetd & BIET A5G0 Tiet o|=okK| B 3= o
HE X2 Bt String B St 20| BE0| X = dR0e= A=z S0H=2 E

A2 ddoto]

=y

r
ok

oIS}

[y

C. IE0iH|

Of2He] T == HH B4 userRolesE private 2 MAZAX|Zt publicC 2 M= setUserRoles
HAER QIR LFE 0] BB HAE AR0M HESY 4 QUCE. 0] B QotX| 42 i

=
SA0| CHBt 2RI £HO| LA 4 ULk

// userRoles WE = private0|X|2t public®! setUserRoles()Z 2|52| H{0] SHtE|H,
AHAA public 2E7} EICE,

private UserRole[] userRoles;

public void setUserRoles(UserRole[] userRoles) {

this.userRoles = userRoles;

}
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QX2 E0R HiFQ EAMEES MM clone() HAEZ SAE HAE XMEHSIEE 6t
[e]
LS

=
privateti4=0f] &HotH private Q2 SH=fE H{E T} A0 CHSH Q= 6HK| 22

OPHSt L9 of JAVA (HHE 2| 2AT} YUY HL)

/] ZH7t 2 A Q| private memberES $X5IX| ¥== L},
private UserRolel] userRoles;

public void setUserRoles(UserRole[] userRoles) {
this.userRoles = new UserRole[userRoles.length];

for (int i = 0; i { userRoles.length; ++i)

this.userRolesli] = userRoles]il.clone();

}
of2fe] Z== HH H2~ userRolesE private 2 MAEAKX|ZE publicR 2 MR E setUserRoles
HAER QX7 LHE O] BB HAS R0 HPE 4= QUCE 0] B2 J=otXA| 42 HiHO|
CHHARI0| LAEE & OIC}

B4} String EtY St 20| 30| ZiX| = 39)

// userRoles EE= private0|X|2t, publicQ! setUserRoles()2 2|512| HiEO| SHtE|H,
AHAM public 227} EICt,

private String[] userRoles;

public void setUserRoles(String[] userRoles) {

this.userRoles = userRoles;

}
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H1E
Chot O|=ofX| 42 - %Wga* —’F ATt o
o
/] 2H|7t 22 AL private memberS $M5}X| 22 FiCt.
private String[] userRoles;
public void setUserRoles(String[] userRoles) { 2
this.userRoles = new String[userRoles.lengthl; e
for (int i = 0; i { userRoles.length; ++i) g
this.userRolesli] = userRoleslil; ;1
} g
Sl
Of2fe] == HH #4 userRolese private 2 MAZIAX|TE publicCZ MAHE setUserRoles e

HAEZ QAR LIEO BEO HAS ARUM HES o UCH 0] R 201K E2 IS

YA0| THS RIS 20| A 4 L,

Ofnter forONFOHT rfsinix - 1%HL

class Program

{

- )

// userRoles EE= privateO|X|2t, publicQ! setUserRoles()22 2|:2] H{HO| SHEHE|™, Haz
A4 public EJ} EILCE, —;L:r
private String[] userRoles; 7
public void SetUserRoles(String[] userRoles) %'
{ g
I(‘_)l
this.userRoles = userRoles; 7t
} J

} Hi5%

=]
=l
=
=

XAz
THEH ARAHIE JH0I=
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W& 7t 22HA 9| private memberE X5t =2 5H0{0f SiCt.

QIS AE0| o C#

—_

class Program
{

/] 2M|7t 2 A9| private members $X5}1X| Y= S}
private String[] userRoles;
public void SetUserRoles(String[] userRoles)

{
int length = userRoles.Length;
this.userRoles = new String[lengthl:
for(int i = 0; i { length; i++) {\
this.userRoles[i] = userRoles]il;

}
}

2}, EOXE
(O CWE-496 Public Data Assigned to Private Array-Typed Field, MITRE, http://cwe.mitre.

org/data/definitions/496.html
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N7&2 L API28

Ol 5 AFROY| BI5H= MO Z APIS ARRSIZILE, EOI0 ZIQF5t APIS AFSI0) LAIE & Q)
IOIOFEO|CY,

rr

1. DNS lookup(il o|Est HOtAH

7. 7

AXt7F DNS O1|EE|% £ £+ A8 2 EHQIH| AEUM EHEH(RE X H2 SH 52
K| G0t0F StCf. 2HoF, 2Z DNS AHO| FHA|7t SAX0| 2ol REE J&0[2HH, ASAtet
£ MH 7t HERS E2HH0| SANE ERot=s & =& UL Lot SHAt 0K S

SHQI0) £ MRl AXMY AT = ACH

Jm9,£0|-_l

Lt EQHCHY

HOFAMON EHQIHS 0[5t DNS lookupE otX| EE=Z STt

Ct. IE0iH|

G2l Gildl= =HRIHCZ sy LS HEE - A=AE dARIth 12{4 SAX= DNS
O

=
W+ S5 ZAHAM Al Ol=iet 22F 48E 2 o+ U.

QFHstx| §42 ZEQ| o JAVA

public void doGet(HttpServletRequest req, HttpServietResponse res)
throws ServletException, IOException {
boolean trusted = false;
String ip = req.getRemoteAddr();
InetAddress addr = InetAddress.getByName(ip);
/] EHQI2 SZAX0) 2o MlE|= MBS DNS7} HAE £ ooz QHXsIX| QiCt.
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£9| ¢ JAVA

if (addr.getCanonicalHostName().endsWith("trustme.com")) {

do_something_for_Trust_System();

}

382, TH29| oIt Z0] DNS lookup0f| 2|$t SAE 0|2 H|WE ofX| ¥, IP FASE XX

H|WSH=5 ettt

QrHet L9 ¢ JAVA

public void doGet(HttpServietRequest req, HttpServletResponse res)
throws ServletException, IOException {
String ip = req.getRemoteAddr();
if ip == null || "".equals(ip)) return ;
// 0|85t = & MB{2| IP FAE AHE5t0| DNSHZEO0| 20{Strt.
String trustedAddr = "127.0.0.1";
if (ip.equals(trustedAddr)) {
do_something_for_Trust_System();
1

=

g
|

U=XE dAFett. J18{Lt SZXh= DNS

4+ 9l

1+

CH2Ql OiHl= EHoIBOZ sl
THAl S2 ZXIHM 2 0|21t Hot M

7 ©
2ug
o pS

e

fujo
fol

(@]
L

QPG| 42 ZEQ| Of C#

bool trusted;

string remotelpAddress = Request.ServerVariables['REMOTE_HOST'];
IPAddress hostIPAddress = IPAddress.Parse(remotelpAddress);
IPHostEntry hostinfo = Dns.GetHostByAddress(hostlPAddress);

string hostName = hostInfo.HostName;

if (hostName.EndsWith("trust.com"))

{

trusted = true;

}
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QrHst 9| o C#

bool trusted;
string remotelpAddress = Request.ServerVariables['REMOTE_HOST'];

if ( remotelpAddress.Equals(trustedAddr))
{

trusted = true;
Do_something_for_Trust_System();

Ot C ZE= QFO| LEES SAEL| 0522 HHG Tt SAA= DNS HAIE Z2t610]
pS

struct hostent *hp;struct in_addr myaddr;
char* tHost = "trustme.example.com”;
myaddr.s_addr=inet_addr(ip_addr_string);

hp = gethostbyaddr((char *) &myaddr, sizeof(struct in_addr), AF_INET);
/] 839 L=|YS SAEQ| 0|§C 2 HH5IL ALt
if (hp && Istrncmp(hp-yh_name, tHost, sizeof(tHost))) {

trusted = true;
}else {
trusted = false;

}
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ChEol C ZE= IP FAE AT W50 DNS FHA[ ZX0]] CHaH 25t

obH3t AC9| 0] C

struct hostent *hp;struct in_addr myaddr;
char* tHost = "127.0.0.1";
myaddr.s_addr=inet_addr(ip_addr_string);

hp = gethostbyaddr((char *) &myaddr, sizeof(struct in_addr), AF_INET);
[/ SAEQ| 0|£0] OfL|2} P2 &7 H| W StCt.
if (hp && Istrnemp(hp—)h_name, tHost, sizeof(tHost))) {
trusted = true;
}else {
trusted = false:

2}, &uXtg
(® CWE-350 Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,
http://cwe.mitre.org/data/definitions/350.html

@ CWE-247 Reliance on DNS Lookups in a Security Decision, MITRE, http://cwe.mitre.
org/data/definitions/247 .html
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o5t API= 2ot 2X|E(banned) B4=0| ALY, 52|65t MRE' 7tS40| X2 APIE 2jof3ict,
= H32| APIOI| CHol =HQIGHK| 2417 AtSe M HOt ZHIE YYAIZ & UL FXIE AP
BEQI M| 2= AEZ Xt22} MRS gets(), streat(), strepy(), strncat(), strncpy(), sprintf()
QY. T3t WOLY XV} GCt SIHRIE MR WAOR HAS AIRE M oAl 2ot
A
A

Lt EHOHCH2Y

2o 2H= el SXlE &= 018 HAE & A= et e+3 Ageth 1 Ol=, {0

A= APl CHAO gets_ ()/fgets() strcat_s(), strcpy_s(), strncat_s(), strncpy_s0),
sprintf_s(2t &2 QHHst &5 20| HYECE £t 2X|E APli= OFL K| F{ofst
APIS A=, ZAES B2 HEt

z4=2 X

K40l int, short, char?t 242 X2

|:|0|I

NELES of
3 I ARRSHE striol(1} 22 Bl &2 F7]9] 85 QU=
5 HIBH0) AFR5IE ) KB Q0] 22 &

oF5}
FEA|

|0

roh
HE

M >

PI

b

==

|k

| 2R YEEQ A2 OtUX|ZE i R0 T2t 0|F HARH ZR7t UCLEHT)

T

C}.

o

-
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C. IE0iH|

Of2f BRI gets() &= F712t 42GL0] Y=AZS HIHO| Mo | 20 HIH QUfE

#include (stdio.h)
void requestString()
{

char str[100];

gets(str);
}
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Of2ff OIXI2t Z0| gets_s() = fgets(BI42 AIRSI0] Q=ZL0| 7|2 H[SHSI0 ALSHOF
it

#include (stdio.h)

void requestString()

{
char str[100];
// gets_s() g+ EXHE Z0| H|§Ho] 7+s3ict.
gets_s(str, sizeof(str));

}

CHZ 0= J2EE S8 Z2 10N ZH YT HAE SF MM AZUS 2 AFE5HL U0,
DY YA HMSot=s E2VISS MSEA| 2.

QFHSIX| §42 ZEQ| o JAVA

public class S246 extends javax.servlet.http.HttpServlet {
private Socket socket
protected void doGet(HttpServletRequest request,
HttpServletResponse response) throws ServletException {
try {
[/ BHAUNT L HAE S5 4l A ZF AFZ3H A0 ZHALAZ 0N HiSdh= 27152
HIS YX| Zoll TSR] QL.
socket = new Socket("kisa.or.kr", 8080);
} catch (UnknownHostException e) {
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EtZI0] WASZ 2dE 82 O] ZEXNF HeV|iss S

Connection & 0|&50{0FSHCt.

Q'E
rr
I=!
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X
—

ottt AE9| 6 JAVA

public class S246 extends javax.servlet.http.HttpServlet {
protected void doGet(HttpServletRequest request,

HttpServletResponse response) throws ServletException {

ObjectOutputStream oos = null;

ObjectinputStream ois = null;

try {
URL url = new URL("http://127.0.0.1:8080/DataServlet");

/] HeP|158 M3dt= T3 2| HAES AHZS}0{0FSHCE
URLConnection urlConn = url.openConnection();
urlConn.setDoOutput(true);

Otz OIXMl= J2EE T2 1M0|A System.exit)S AF2ot1 QUCE System.exit() HIAEE §&

of= 4% ¥ OSelAH0l4S &t U= HEOIHE =g =+ A

rQ

HSIX| 2 I E9| 0o JAVA

public class U382 extends HttpServlet {
public void doPost(HttpServletRequest request, HttpServietResponse response)
throws ServletException, IOException {
try {
do_something(logger);
} catch (IOException ase) {
logger.info("ERROR");
/[ J2EE 230N System.exit()S AIE5t0] MH[ATL SR & 4 ULt
System.exit(1);
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MH|A B2 E 97| 2{al, J2EE Z2OHO0|Al= System.exit() HIAEE AHZSHA| 2=L

ottt AE9| 6 JAVA

public class U382 extends HttpServlet {
public void doPost(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
try {
do_something(logger);
} catch (IOException ase) {
logger.info("ERROR");
[/ MHIA S22 97| 2|5 J2EEXH M= System.exit)S AE5HX| =Lt
1

C# ZE0IM Application.Exit() 2 AMESHH U O[HIET} M2|=X| Z2ELICH

QIMSIX| 22 A E2| o C#
try {
} cé-tlch (Exception e) {
//“Application.ExitO 2 A D238 E3617| f20, Form.Closed £2 Form.Closing
O[HIE 7} X{2|£|X| 4=Ct.

Application.Exit();
}
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O|HIE X{2|Z QI5H Application.Exit()S ALRSIX| r&LICt

try {
} catch (Exception e) {

// Application.Exit() & AHZSIX| 22 H, OIMIES X2|5HX| K5t Z2IMO0| SEE= AS
YX|g =+ ACL,

this.Close();

2t 1xtE

® CWE-676 Use of Potentially Dangerous Function, MITRE, http://cwe.mitre.org/data/
definitions/676.html

@ CWE-242 Use of Inherently Dangerous Function, MITRE, http://cwe.mitre.org/data/
definitions/242.html|

® CWE-246 J2EE Bad Practices: Direct Use of Sockets, MITRE, http://cwe.mitre.org/data
/definitions/246.htm|

@ CWE-382 J2EE Bad Practices: Use of System.exit(), MITRE, http://cwe.mitre.org/data
/definitions/382.html

® Do not use deprecated or obsolescent functions, CERT, http://www.securecoding.cert.
org/confluence/display/c/MSC24~-C.+Do+not+use+deprecated+ort+obsolescent+
functions
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1. 2SHIOIE &3 & B

AIEAIRt 20| = HIO[HO| thet #2888 HAE {51, RR0HA

AMeldd A4

SR1-1. DBMS £3| ¥ Z1t AF

o DBMS Z3|A| Z2|2(SQL) Lf @274t 7 R3]0 it a4 AESH(TH S) A7)
=< U QEFIA| U ZH0l| ThEH K2|8f A
@ OHZ2||0| M0l DBHZHS 4845F [ £|A5HO| A XS AF5HOF B
Q7 AEt @ 70| ARlE|= SQLAZIRS SXHOZ MAGHA ABMGHK| Y= 6H0F i,
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SHA(Secure Hash Algorithm)

ifYIe|Ee YECZ MDLO FUgS Mot ARESCh.  SHA, SHAT,
SHA-2(SHA-224, SHA-256, SHA-384, SHA-512) &9 Ctst HZTO| onf, 45
OZ=EZQITLS, SSL, PGP, SSH, IPSec 01 At&=ICt.
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Synchronized

JAVAOIM YAZES S7|2f0t7| ?loliA MiESot= F=0]L.

Umask

ofed = G| 9| Hets 280H/| !let SF00|L.

J4Q17|(Private Key)

SH7| 7180 JHQ17 |2t - =2 8tE flol HIE HAIXIE wletols A0 €1 QL
710]Et.
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AZ2z3|(directory traversal)

MUAR ZE YA/ 5/ S)S 0123 T2 [ E2|o] QI Hasts B2uoz
Az ZHO|2pE it

S7071(Public Key)

SM71= AEE AS7|20| 2ol MSE= 7122, 0| S/47 |28 E Y2 71217|2 A
ZEEO, AKX H TBAMFO| - 2280 2HO= MEE & ALt S/H7I1E AEots

ANARIS BI47| 7|82 R (Public Key Infrastructure, PKI)2t St
=X SQL(Dynamic SQL)

D279 20 Mt SOLE0| HEA d85= 349, T2 AAA0| HA| #2120
25 0] DBO| 2F5t= SOLEE Eet.
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SX72|(Dynamic Query)
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MEHBIA(Sandbox) 7|
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ADEQ0 HOOHE0| HOQU=A| RIHSIH RX|UOHS &6t 2X|E1} &2l 52| 252
selick= A2 Lot

AEBX(Struts)

¢ S ChaSiol=n SUHEQI QEAA T QLT 2 OHIFX| J20|A 7HE5I0d HEZsta
QUL

AZE I{E(Singleton Pattern)

ofLte| T2 72l LHHIA SHLte| QIAEADIS MMGHOF2E 5= IHEIO|Ct. Connection Pool,
Thread Pooldt Z0| Pool HEIZ &= A B2 T2 WA & 4o
QIABIEZ 2|5H0f ol= ARE L&t javalilNe A2 MI=Ct

o172 (Critical Section)

HBHRLOIN S 0142 AHST} SN0 HRohAE Q5 BRNBKE 7E T DS
Yaote AERES VI

H™ SQL(Static SQL)

SH SOl Ee| 2= AATFCE0 0[0] H220| 28 E E= IFE AL

FOIE H20A LG E Z20[2f At %*o”éiéf% SI7 |0, YgE a2 oAl 0l=tae

3}0|E2| A E(Whitelist)

S2BIAE (Black List)2| BIZHEOR M3t 4 QU= AO|EL} PFA 222 UsIC,
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